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Plan Summary 

The North Carolina Energy Assurance Plan (EAP) was developed (using funds provided 
by the U.S. Department of Energy) to strengthen and expand state energy assurance 
planning.    The Plan is the responsibility of the North Carolina State Energy Office. 
When the Plan is approved, it will be integrated into North Carolina Emergency 
Operations Plan.  The North Carolina Emergency Operations Plan was developed by 
the Division of Emergency Management, a division of the North Carolina Department of 
Public Safety.   The Energy Assurance Plan is also a supporting document for the 
Emergency Support Function -12 (Energy) annex to the North Carolina Emergency 
Operations Plan.  

The EAP was generated from research and collaboration between government 
agencies, industry representatives, and research institutions.  The Plan’s goal is to 
minimize the impact of energy supply disruptions resulting from adverse economic and 
safety conditions in North Carolina (NC).  

Energy is essential to the health, safety, and welfare of the people of NC and to the 
operation of its economy (N.C.G.S. § 113B-1).  Energy emergencies can produce 
significant economic losses, harm public welfare, and degrade government services. 
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Disruption of energy supplies can result from natural disasters, accidents, criminal acts, 
or systemic factors, geopolitical events, or market forces producing a rapid, 
unsustainable increase in energy prices.  The State Energy Office (SEO) endeavors to 
facilitate the availability and delivery of a reliable and secure supply of energy for NC 
despite adverse conditions. 

This EAP establishes a comprehensive framework that will assist in all phases of 
emergency management: mitigation, preparedness, response, and recovery.  The plan 
identifies legal authorities and responsibilities of energy stakeholders.  It describes 
relationships and lines of communication between federal, state, local and private sector 
stakeholders.  The Plan is designed to be used in conjunction with the North Carolina 
Emergency Operations Plan, which was developed and is maintained by the 
Department of Public Safety, Division of Emergency Management.  It describes NC’s 
energy profile through a discussion of key demographics, historical energy consumption 
and past disruptive energy events.  The Plan includes a disruption tracking process 
intended to identify energy disruptions before they become large-scale events.  It 
includes suggested mechanisms for responding to supply disruptions in electricity, 
natural gas, and petroleum. Finally, the Plan identifies emerging issues within the 
energy infrastructure such as, Smart Grid technologies, electric vehicles and alternative 
fuels. 

In an effort to reduce disruptive energy event impacts and to increase the likelihood of a 
timely recovery from them, the SEO will coordinate their efforts with North Carolina 
Emergency Management (NCEM), State Emergency Response Team (SERT) partners, 
the Public Staff of the North Carolina Utilities Commission (NCUC) and other agencies 
as appropriate.  
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Introduction 

In 2009, the U.S. Department of Energy provided a funding opportunity, through the 
American Recovery and Reinvestment Act (ARRA), for states to create or update their 
energy assurance plans.  The overall purpose of the initiative was to assist states in 
developing plans to assist with recovery from energy supply disruptions and to enhance 
reliability of the energy infrastructure.  NC applied for and received funding. The North 
Carolina Energy Assurance Plan was developed and delivered as a deliverable of the 
ARRA funding award.  

Purpose 

The purpose of the Energy Assurance Plan is to establish a systematic approach for 
addressing disruptive energy events.  This plan was created to help NC prepare for and 
react to unforeseen interruptions in energy services.  It is intended to reduce the impact 
of energy emergencies and ultimately support a timely recovery. The plan is intended to 
be National Incident Management System (NIMS) compliant.  

Scope 

The Energy Assurance Plan is designed to address planned and unplanned, real or 
perceived, disruptive energy events.  The plan will provide a context for energy 
assurance planning and describe a process that is applicable in any energy 
reduction/emergency in NC. It is designed for the support of ESF-12 activities within 
state government.  Certain aspects of the Plan rely on conservation measures, 
observations of market behaviors and other agencies’ plans (such as the North Carolina 
Emergency Operations Plan) and their respective incorporated sub-plans.   

Organization 

The Energy Assurance Plan consists of the following: 

Volume I- Relationships and Responsibilities- This section discusses the principal 
authorities and interrelationships of federal, state and local agencies.  

Volume II- Energy Vulnerabilities and Levels of Disruptions- This section discusses 
energy vulnerabilities and levels of energy disruptions.  

Volume III- North Carolina’s Energy Profile- This sections discusses demographics, 
energy infrastructure, energy expenditures and comparative use, and historical events 
that have affected NC’s infrastructure. 

Volume IV-North Carolina Energy Disruption Tracking Process- This section describes 
the daily, weekly and monthly energy monitoring activities of the SEO.  

Volume V-Emergency Support Function 12 (ESF-12) Contingencies and Response- 
This section discusses emergency communication procedures, public information 
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initiatives, and emergency response plans for electric, natural gas and petroleum 
disruptions.  It outlines driver hour waivers, fuel specification waivers, and the Jones Act 
Waiver. 

Volume VI- Critical Infrastructure Plans- This section discusses emerging technologies 
that will significantly impact NC’s energy reliability and consumption.  Specific topics 
include: plug-in hybrid electric vehicles (PHEV) and electric vehicles (EV), the Smart 
Grid, and energy storage technology (batteries).  

Record of Changes and Annual Review 

Change Number Date of Change Name of Person Initials 
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1 Organizational Relationships and Responsibilities 

1.1 Principal authorities and roles of government agencies 

Several organizations are involved in the protection of the Critical Infrastructure and Key 
Resources (CI/KR) of North Carolina (NC). The primary agencies involved in the 
protection, preparation, response and recovery efforts associated with energy 
disruptions are the State Energy Office (SEO), the North Carolina Utilities Commission 
(NCUC) and the North Carolina Division of Emergency Management (NCEM). There 
are other state agencies whose authorities can influence energy concerns, such as the 
North Carolina Department of Natural Resources (NCDENR) and the Department of 
Transportation (NCDOT). The primary agencies have established relationships with 
local, county, regional and private stakeholders that are involved in responding to 
disruptive energy events. The primary agencies have also established relationships with 
stakeholders from surrounding states and the federal government.  The contact 
information for each agency is held by the State Energy Office in an electronic and 
paper format. This information is not published for general distribution due to its 
sensitive nature. 

1.1.1 Federal Government 

The Department of Energy has been designated by the U.S Department of Homeland 
Security as the agency responsible for Emergency Support Function-12 (ESF-12) at the 
federal level. The National Response Framework directs ESF-12 to facilitate the 
restoration of damaged energy systems and components when activated by the 
Secretary of Homeland Security. During an energy emergency, ESF-12 will advise state 
and local authorities on restoration priorities and assist with locating resources and 
requesting federal support (National Response Framework). The Office of Electricity 
Delivery and Energy Reliability, Infrastructure Security and Energy Restoration (ISER) 
Division is the primary organization responsible for coordination of the federal response 
to energy emergencies and supply disruptions. ISER coordinates with the National 
Association of State Energy Officials (NASEO), the National Association of Regulatory 
Utility Commissioners (NARUC), state energy offices, utility commissions, IOU’s, private 
industry, and other agencies related to energy. The U.S Department of Energy also 
administers the Strategic Petroleum Reserve.  

The Federal Energy Regulatory Commission (FERC) is an independent agency that 
regulates the interstate transmission of natural gas, oil, and electricity. FERC also 
regulates natural gas and hydropower projects.  

The Federal Emergency Management Agency (FEMA) provides advice and assistance 
to states to mitigate, prepare for, respond to, and recover from all hazards.  
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The Department of Transportation (U.S. DOT) oversees federal highway, air, railroad, 
and maritime and other transportation functions. The U.S. DOT approves driver hour 
waivers for drivers during emergency situations.  

1.1.2 State Government 

The Office of the Governor of NC has the authority to declare a “state of emergency.” 
Upon the declaration of an energy crisis, the Governor shall order the Energy Policy 
Council, the NC Utilities Commission, the NC Attorney General and other appropriate 
State and local agencies to implement and enforce the Emergency Energy Program. 
The Governor’s office may call for conservation through voluntary appeals and/or 
mandatory directives. The Governor may rescind mandatory directives once the energy 
shortage has been resolved and a state of recovery is achieved. 

The Energy Policy Council is the coordinating state entity for energy emergencies, 
established pursuant to N.C. Gen. Stat § 113B. The Energy Policy Council identifies and 
determines the nature and severity of energy expected energy shortages, gathers and 
analyzes information about ongoing disruptive energy events, and maintains daily 
communications with energy producers, distributers, transporters and consumers. The 
Energy Policy Council provides the Governor and the Legislative Committee with 
assessments and action recommendations for developing situations.  

The NC Legislative Committee consults with the Governor on several issues to include 
energy related topics. The Legislative Committee reviews emergency orders, rules, and 
regulations that may be employed during disruptive energy events. The Legislative 
Council is established under N.C. Gen. Stat § 113B-20 through 113B-24 

The State Energy Office (SEO) is located in the Division of Energy, Mineral and Land 
Resources within the NC Department of Environment and Natural Resources.   It is the 
lead technical agency for responding to and recovery from fuel shortages, power 
outages and capacity shortages that impact or threaten large numbers of citizens.  It 
maintains situational awareness of factors that influence energy supply and demand 
within the nation, region and state. It surveys multiple global, national, and regional 
information sources, energy sector resources (e.g., DEO’s Energy Information 
Administration), and state agencies, such as the NC Utilities Commission. The SEO 
analyzes data to identify trends or conditions that are likely to interrupt the distribution of 
energy throughout NC.  Additionally, the SEO administers the “Fuel Set Aside” program. 
The Fuel Set Aside program is a mitigation strategy designed to assist end users of 
petroleum who are unable to obtain fuel during an energy emergency. 

The SEO manages federal and state energy efficiency programs. The SEO serves as 
staff to the Energy Policy Council and is responsible for suggesting emergency 
response measures to the Governor, and for administering measures recommended by 
the Governor and approved by the Legislative Committee on Energy Crisis 
Management.  
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The SEO maintains a formal relationship with the U.S. Department of Energy (USDOE), 
and informal relationships with the NC Division of Emergency Management and the NC 
Utilities Commission in support of the Federal requirements contained in Emergency 
Support Function 12 (ESF-12). ESF-12 establishes policies and procedures for the 
response and recovery from energy disruptions and shortages that impact the State’s 
citizens and visitors. The SEO maintains relationships with other state agencies that 
have interests in the state’s energy infrastructure.  

The SEO maintains informal relationships with the SEO’s of the surrounding states to 
maintain situational awareness and to facilitate a regional approach to energy 
assurance. Additionally, the SEO maintains communications with Investor Owned 
Utilities (IOU’s), natural gas Local Distribution Companies (LDC’s), and petroleum 
pipeline and terminal operators to maintain an awareness of infrastructure issues. 

The USDOE serves as the lead federal agency for ESF-12 by providing both funding 
and technical support to the SEO for energy-related issues and opportunities. The SEO 
manages several initiatives sponsored by the USDOE. 

Figure 1-2 State Energy Office Interactions 

The North Carolina Utilities Commission (NCUC) is an independent state agency 
created by the General Assembly to regulate rates and services of public utilities in the 
state. The NCUC regulates electric, natural gas, and pipeline activities as well as 
telephone, water, wastewater, busses, brokers and ferryboats.  
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The Public Staff of the Commission is an independent agency within the NCUC whose 
director is appointed by the Governor. The Public Staff represents the interests of the 
using and consuming public. The Public Staff reviews, investigates, and makes 
recommendations to the NCUC. The activities of two Public Staff sections can have 
direct impacts on energy assurance: the Electric and Natural Gas divisions.  

• The Electric Division examines technical issues pertaining to the generation,
transmission, sale and consumption of electricity. It makes recommendations to the
Utilities Commission on the siting of electric generation facilities, rates and tariffs,
transmission infrastructure and other issues relating to electricity.

• The Natural Gas Division carries out duties similar to those of the Electric Division
for issues pertaining to natural gas. This division makes recommendations
concerning certificates of public convenience and necessity, rates, tariffs and quality
of service.

Both divisions work with regulated utilities on matters such as safety, fuel and 
infrastructure restoration, long-range market conditions, company plans, operations, 
and governmental policies relating to adequate supply at reasonable prices. 

The North Carolina Department of Administration is the lead state agency for 
purchasing and contracting. It is also responsible for the management of the state’s 
motor fleet. 

The North Carolina Department of Agriculture and its subcomponent, the Motor Fuels 
Section, is the lead state agency responsible for enforcing motor fuel (gasoline and 
diesel), heating fuel (kerosene and fuel oil), and motor oil quality standards within the 
state. The section performs on site testing as well as at the Motor Fuels Laboratory in 
Raleigh. The Department can assist in the process of applying for federal and state 
Reid Vapor Pressure (RVP) waivers. The waiver is required as part of the State 
Implementation Program (SIP) of Federal Fuel Volatility Regulations contained in 40 
CFR 80.27. 

The North Carolina Department of Public Safety is the parent organization that houses 
the NC Emergency Management Division and the State Highway Patrol as well as other 
related agencies.  

North Carolina Emergency Management (NCEM) manages all state emergency 
functions in coordination with county and municipal emergency agencies and 
coordinates efforts to protect the public and mitigate the impact of disasters and 
emergencies. NCEM is an EMAP certified agency, operating in compliance with the 
National Incident Management System (NIMS) and Incident Command System (ICS) 
standards. NCEM operates the state’s Emergency Operations Center (EOC) in Raleigh, 
warehouse operations, and branch offices across the state. NCEM works closely with 
county emergency management agencies, supporting local government emergency 
management activities and coordinating requests for federal assistance as needed.  
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State Emergency Response Team (SERT) disaster response activities are coordinated 
through the activation of SERT.  Depending on the event, the SERT can include 
representatives from state and federal government agencies, private sector 
stakeholders, and voluntary agencies active during disasters. The scope of the team’s 
activity and the extent of activation will depend on the level of the emergency. During an 
emergency, team members co-located at the state EOC can utilize the expertise of 
many public and private organizations and assist one another.  

When the SERT is activated, the SEO responds as a member of the Infrastructure 
Support Group. During times of energy shortages the SEO will develop and maintain 
relationships with the electric, natural gas, and petroleum industries as well as 
supporting infrastructure agencies. The SEO endeavors to obtain information pertaining 
to the current state and expected functional return of electrical, natural gas or petroleum 
services. Additionally, the SEO will facilitate communications with appropriate agencies 
in order to support timely recovery. 

The North Carolina Highway Patrol coordinates law enforcement activities such as 
traffic control and security for energy resources, as needed. 

The North Carolina National Guard responds in times of emergencies at the request of 
the Governor.  The NC National Guards role is to protect life and property and to 
preserve peace, order and public safety on the state level. During disruptive energy 
events the National Guard may provide bulk fuel transportation, mobile fueling, or 
aviation support to survey damage to energy infrastructure. 

The North Carolina Department of Environment and Natural Resources (DENR) is the 
lead agency for the preservation and protection of NC's natural resources. DENR 
administers regulatory programs designed to protect air quality, water quality, and public 
health. DENR also offers technical assistance to businesses, farmers, local 
governments, and the public. The SEO was recently moved from Commerce to DENR.  

• The Division of Air Quality is located in DENR. It is the lead agency for enforcing
federal laws and regulations dealing with air pollution in NC. During energy
emergencies or disruptions, they prepare and submit Reid Vapor Pressure (RVP)
waiver requests to the Environmental Protection Agency on behalf of the state. A
waiver is required as part of the State Implementation Program (SIP) of Federal Fuel
Volatility Regulations contained in 40 CFR 80.27 and if an appropriate fuel cannot be
found an alternative RVP fuel must be used.

• The Division of Water Resources is located in DENR. It is responsible for
administering programs for river basin management, water supply assistance, water
conservation, and water resources development. They conduct special studies on in-
stream flow needs and serve as the State liaison with federal agencies on major
water resources related projects. The Division assists in licensing hydroelectric
power stations and with drought management issues that may affect hydroelectric
power generation or water supplies for nuclear energy operations within the state.
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The North Carolina Department of Transportation (NCDOT) is the lead transportation 
agency for the state. The NCDOT endeavors to increase transportation safety, improve 
the efficiency of transportation networks and to ensure the transportation infrastructure 
is in good order. The NCDOT oversees many issues relating to transportation to include 
road maintenance and safety. The SEO interacts with the NCDOT on an as needed 
basis. NCDOT maintains substantial fuel supplies for use within NCDOT vehicles. 
During disruptive energy events, NCDOT may assist the state by releasing or delivering 
emergency motor fuels or by facilitating applications for driver-hour waivers.  

County and Municipal Government stakeholders perform duties with respect to energy 
emergencies or disruptions according to their emergency management plan. They will 
coordinate with the appropriate state agencies and/or SERT. 

1.2 Energy Suppliers 

1.2.1 Electricity Stakeholders 

NC has several electric generation plants of varying capacity and primary fuel sources. 
The SEO maintains a comprehensive list of all generation plants, cataloged by 
generation potential, primary and secondary fuels. This list and other information are 
available through secure map applications operated in partnership between the NC 
Department of Public Safety and the United States Department of Homeland Security. 
System access requires clearance authorization.   

Electric power providers in NC include Investor Owned Utilities (IOU’s), Electric 
Cooperatives (Co-Op), and Municipal Owned Utilities.  IOUs are Duke Energy Carolinas 
and Dominion Resources-North Carolina. Twenty (20) of the twenty-six (26) customer-
owned Co-Ops are members of the NC Electric Membership Corporation (NCEMC).  
Five of the six non- members have out-of-state headquarters as listed in Table 1-1.  

Table 1-1: NC EMC Electric Cooperatives (Source: North Carolina Public Utilities Laws and Regulations, 2006) 

The remaining Co-Op provider, French Broad Electric Membership, is headquartered in 
NC. The municipal-owned systems are owned by local city governments. Municipal-
owned providers are members of a power agency.   The two power agencies in NC are 
the Eastern Municipal Power Agency and the North Carolina Municipal Power Agency-
1. 

In 2008, the EIA estimated NC’s electric generation capacity at 27,694 MW (summer 
capacity). Of the estimated Net Summer Generation capacity, 59% (16,435 MW) is 
produced by the ten largest electric generators that are listed in Table 1-2.  

Electric Co-Op Counties Served Headquarters Power Source 
Blue Ridge Mountain Cherokee and Clay Young Harris, GA TVA 
Broad River  Cleveland Gaffney, SC Saluda Electric Corp. 
Mecklenburg Granville and Warren Chase City, VA SEPA, Old Dominion 
Tri-State Cherokee McCaysville, GA TVA 
Mountain Electric  Avery, Burke, Watauga, McDowell  Mountain City, TN TVA 
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1. Roxboro Coal Duke Energy Carolinas, LLC    (2,558 MW) 
2. Belews Creek Coal Duke Energy Carolinas, LLC    (2,240 MW) 
3. McGuire Nuclear Duke Energy Carolinas, LLC    (2,200 MW) 
4. Marshall Coal Duke Energy Carolinas, LLC    (1,996 MW) 
5. Brunswick Nuclear Duke Energy Carolinas, LLC    (1,858 MW) 
6. Richmond Gas Duke Energy Carolinas, LLC    (820 MW) 
7. Lincoln Combust Gas Duke Energy Carolinas, LLC    (1,200 MW) 
8. G G Allen Coal Duke Energy Carolinas, LLC    (1,155 MW) 
9. Rowan Gas Southern Power Co          (369 MW) 
10. Harris Nuclear Duke Energy Carolinas, LLC    (900 MW) 

Table 1-2 Ten Largest Plants by Generating Capacity in NC (EIA, State Energy Price and Expenditure Estimates, Table 3, 2009) 

Duke Energy (includes Progress Energy-Carolinas) and Dominion Resources provide 
electric generation services to NC and own the majority of generation facilities and 
transmission lines within the state. Several aspects of IOU activities are regulated by 
the NCUC, particularly resource planning, operations, safety, rates, and expansion of 
facilities. The IOU’s report their activities to the NCUC and to the US DOE. 

1.2.2 Duke Energy Corporation 
Duke Energy is the largest electric power company in the nation.  It is headquartered in 
Charlotte and owns several franchised electric utilities that provide electricity to 
customers in six states. They serve 3.2 million customers in NC. Duke Energy operates 
three nuclear plants, eleven coal-fired plants, five gas combined-cycle plants, over a 
dozen gas combustion turbine stations, and over twenty hydroelectric generation 
stations in NC. Duke Energy completed a merger with Progress Energy in July of 2012. 
Figure 1-2 illustrates the service area of the new Duke Energy (Duke Energy, 2013).  
The franchised generation plants located in other states will not be addressed in this 
report.  
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Figure 1-3 Duke Energy Service Areas

1.2.3 Dominion Resources 
Dominion Resources is one of the largest producers and transporters of energy in the 
nation. Dominion Resources serve the Mid-West, Mid-Atlantic and North-East portions 
of the country. Dominion Transmission Company provides electric transmission services 
to Virginia and portions of NC using the PJM Interconnection. Dominion Resources-
North Carolina Power Company distributes electricity to Virginia and NC. In NC, 
Dominion serves the northeastern portion of the state nearest the Virginia border and 
the Atlantic coast stretching out to the I-95 corridor (Dominion,  2010). Figure 1-3 
illustrates Dominion service locations. 

Figure 1-4 Dominion Resources Service Area
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1.2.4 North Carolina Electric Membership Corporation 
The North Carolina Electric Membership Corporation is a customer-owned electric 
utility. It consists of 26 Electric Membership Cooperatives (EMC) operating within NC as 
shown in Figure 1-4. The Electric Membership Cooperatives serve an estimated 2.5 
million customers in NC. Each Co-op is member-owned, not-for-profit, and overseen by 
a board of directors elected by their members. EMCs are generally distribution entities 
delivering power to consumers, although some transmit energy to other utilities (North 
Carolina's Electric Cooperatives, N.D.). 

1.2.5 North Carolina Public Power 
North Carolina Public Power is a municipality-owned and operated organization. The 
NCPP membership serves over 500,000 residential, commercial and industrial 
customers.  NC Public Power is the collective organization to the North Carolina 
Eastern Municipal Power Agency (NCEMPA) and the North Carolina Municipal Power 
Agency Number-1 (NCMPA-1).   

1.2.5.1.1  North Carolina Municipal Power Agency (NCEMPA) 
The span of the NCEMPA reaches from the vicinity of Raleigh eastward to the Atlantic 
coast as shown in Figure 1-5. NCEMPA (1,600 MW of demand) provides power to 32 
cities in eastern NC. The NCEMPA owns a portion of five electric generating stations 
(Brunswick 1 and 2, Harris, Mayo and Roxboro) that serve the region (NC Public Power, 

Figure 1-5 North Carolina’s Electric Cooperatives
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2009). Duke Energy operates the plants while the NCEMPA observes operations. 

1.2.5.1.2 North Carolina Municipal Power Agency Number-1 (NCMPA-1) 
The North Carolina Municipal Power Agency Number-1 (NCMPA-1) spans westward 
from the vicinity of Highpoint and Albemarle to the western border of the state as shown 
in Figure 1-6. NCMPA1 (1,100 MW of demand) provides power to 19 cities in NC. The 
agency has partial ownership of the Catawba Nuclear Station as well as several peak 
power units (NC Public Power, 2009). 

1.2.5.1.3 French Broad Electric Membership Corporation  
The French Broad Electric Membership Corporation is not a member of the NCMPA-1, 
however it does service 35,000 customers in Western NC (Buncombe, Madison, 
Mitchell, and Yancey counties) and two Eastern Tennessee counties (French Broad 
Electric Membership Corporation, 2010) . 

Figure 1-7 NCMPA-1 Service Areas

Figure 1-6 NCEMPA Service Areas
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1.2.5.1.4 Electricities 
ElectriCities is a member organization of public power providers located in NC, South 
Carolina and Virginia. ElectriCities provides management services to the NCMPA-1 and 
NCEMPA as well as customer service and safety training, emergency and technical 
assistance, communications, government affairs and legal services to participating cities 
(Electricities, 2008).  

Figure 1-8 North Carolina Public Power

1.2.6 Nuclear Stakeholders 

Duke Energy operates nuclear power facilities in NC. It owns and operates the McGuire 
Nuclear station located in Huntersville, NC. It also operates the two-unit Catawba 
Nuclear Station in York County, SC. This plant is jointly owned by Duke Energy, North 
Carolina Municipal Power Agency Number One, Piedmont Municipal Power Agency, 
and the North Carolina Electric Membership Corporation.   

Duke Energy also operates and maintains majority ownership of both the Brunswick and 
the Harris Nuclear Plants. The Brunswick Nuclear plant is located Southport, NC while 
the Harris Nuclear Plant is located near New Hill, NC.  The North Carolina Eastern 
Municipal Power Agency (NCEMPA) owns approximately 18.33% of the Brunswick 
Nuclear Plant and 16.17% of the Harris Nuclear Plant. 
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Figure 1-9 National Nuclear Stations 

1.2.7 Natural Gas Stakeholders 

Figure 1-10 North Carolina Natural Gas Service Areas 
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1.2.3.1   Piedmont Natural Gas Company  
Piedmont Natural Gas Company (PNGC) is headquartered in Charlotte and provides 
natural gas and propane services to approximately 726,000 customers.  Of the total 
customers, approximately 9% or 62,000 are municipal customers served by one of four 
municipalities serviced by Piedmont (North Carolina Public Staff, ND).  Service areas 
include Charlotte, Greensboro, Winston-Salem, and counties in the eastern and south-
central portion of the state.  PSNC also serves customers in South Carolina and 
Tennessee.   

Piedmont Natural Gas Service Areas are illustrated in Figure 1-10 and Figure 1-11 
(Piedmont Natural Gas, 2010). 

Figure 1-12 Piedmont Natural Gas Eastern Region 

Figure 1-11 Piedmont Natural Gas Central Regions District 
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1.2.3.2   Public Service Company of North Carolina 
Public Service Company of North Carolina (PSNC), headquartered in Gastonia, 
provides natural gas services to 28 counties within the state (PSNC Energy, 2010). 
PSNC serves approximately 465,796 customer sites across the state that includes the 
municipalities of Raleigh, Durham, Gastonia, and Asheville. Figure 1-12 illustrates 
PSNC’s service areas.  PSNC is owned by the SCANA Corporation. 

 1.2.3.3   Frontier Energy, LLC 
Frontier Energy, LLC is headquartered in the town of Elkin.  It provides natural gas 
services to Boone, Dobson, Elkin, Jefferson, Mt. Airy, Norlina, Wilkesboro, Yadkinville, 
and the counties of, Ashe, Surry, Yadkin, Wilkes, Watauga, and Warren.  Frontier 
provides service to approximately 2,000 customer sites.  It is a subsidiary of Gas 
Natural, Inc., a natural gas distributor with municipal customers in Montana, Wyoming, 
Maine, NC, Ohio, and Pennsylvania.  

1.2.3.4   Municipal Gas Authority/City of Toccoa 
The Town of Franklin, NC is located in Macon County near the Georgia border. The 
Town of Franklin and Macon county contract with the City of Toccoa, GA and the 
Municipal Gas Authority of Georgia for natural gas service. 

1.2.3.5   Municipality-owned Natural Gas Utilities 
Eight municipalities in NC own their own natural gas utility.  Each utility is a member of 
the American Public Gas Association.  The cities of Greenville, Rocky Mount and 
Wilson account for almost 60% of the municipal natural gas customers.  The 
municipalities of Bessemer City, Kings Mountain, Lexington, Monroe, and Shelby 
account for the remainder.   

1.2.8 Renewable Energy Stakeholders 
As of 2011, approximately 4 % of NC’s total energy consumption is derived from 
renewable resources. NC has adopted a renewable energy and energy efficiency 
portfolio standard that requires electric utilities to meet 12.5 % of retail electricity 

Figure 1-13: PSNC Service Area (PSNC Energy, 2010): 
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Figure 1-14: Fossil Fuels (Source: Argonne National 
Laboratory 2010) 

demand through renewable energy or energy efficiency measures by 2021. Electric 
membership corporations and municipalities that sell electric power within the State 
must meet a 10% standard by 2018. For more information on the North Carolina 
Renewable Energy and Energy Efficiency Portfolio Standard (REPS) refer to Session 
Law 2007-397, also known as Senate Bill 3 (SB-3). 

NC’s renewable energy resources include hydroelectric, solar, wood, waste, landfill gas, 
and biofuels. NC’s hydroelectric operations are generally operated by IOUs and are in 
close vicinity to several lakes and rivers in western and central NC.  There are several 
large scale rooftop and ground-mounted solar applications in the state. Most of these 
applications are operated by private sector entities who have partnered with their IOU to 
develop the specific application. There are also bio-mass, biofuel and landfill gas 
operations within the state.  

The National Renewable Energy Lab has developed an interactive map that allows the 
reader to view the locations of bioenergy renewable energy sites. NC Greenpower has 
also developed a graphical representation of the renewable generators located within 
NC. The NC Greenpower map can be accessed by following this link 
http://www.ncgreenpower.org/resources/generators.php.  

1.2.9 Petroleum Stakeholders 
North Carolina imports approximately 100% 
of the petroleum it consumes. The majority 
of the petroleum product flowing in to NC 
originates from refinery operations located 
in the Gulf Coast region. Petroleum 
products come into the state through one of 
two interstate pipelines, a seaport operation, 
and by tanker truck. The sources of 
petroleum, pipelines, petroleum terminals, 
and distribution network will be discussed in 
the following paragraphs. 

The State Energy Office utilizes data from 
the Energy Information Administration (EIA) 
in order to discern where NC fits into the 
national petroleum market. States are 
placed into one-of-five Petroleum 
Administration for Defense Districts (PADD) 
based on geography. NC geographically fits 
into PADD-1C, which includes the 
Southeast Atlantic states.  

The majority of NC’s petroleum supply 
comes from two inter-state pipelines that 
originate along the Gulf Coast in PADD-3. Therefore, it is important to understand 
where the petroleum in PADD-3 comes from. EIA data indicates that 64% of the 
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petroleum product in PADD-3 originates from an international source, while 36% 
originates from domestic operations. Of the imports, an approximate ratio 49% 
originates from OPEC nations and approximately 51% originate from Non-OPEC 
Nations. Table 1-1, details the 6-month average of imported petroleum into PADD-3. 

OPEC Nations 6-month average 
in thousand barrels 

Non-OPEC Nations 6-month average in 
thousand barrels  

Venezuela 27,891 Mexico 38,219 
Saudi Arabia 22,677 Russia 14,889 
Iraq 18,505 Columbia 9,656 
Qatar 10,357 Brazil 5,072 
Libya 6,870 Canada 4,453 
Table 1-1 PADD-3 Petroleum Imports 

Of the domestic petroleum products that are refined in PADD-3, approximately 50% 
originate from federal off-shore operations and about 35% from Texas operations. Table 
1-2 details the top-five petroleum producers for PADD-3. 

United States Domestic Production in PADD-3 Six-Month Average in Thousand Barrels 
Federal Off-Shore 562,031 
Texas 394,040 
Louisiana 72,422 
New Mexico 59,820 
Mississippi 23,232 
Table 1-2 Top Five Petroleum Producers

1.2.10 Pipeline Operations 
A majority of NC’s gasoline and diesel supplies arrive using the interstate pipelines. As 
such, the following discussion surrounds the pipelines and the key stakeholders in the 
petroleum industry. 

1.2.10.1.1 Colonial Pipeline 
The Colonial Pipeline is owned by several organizations, including Chevron Midstream 
Investments (23%), Conoco Phillips Pipeline Company (16%), IFM (US) Colonial 
Pipeline 2 (15%), Koch Capital Investments Company, LLC (28%) and Shell pipeline 
Company LP (16%) (Colonial Pipeline, 2008).  Colonial’s headquarters is located in 
Alpharetta, Georgia. The pipeline originates in Houston, Texas and traverses southern 
states such as Louisiana, Mississippi, Alabama, Georgia, and South Carolina before 
reaching NC. Once the pipeline arrives in NC it services terminals in Charlotte, 
Greensboro and Selma as well as other minor spurs. Once the pipeline leaves the state 
it continues its northward path through the states of Virginia, Maryland, Pennsylvania, 
and New Jersey before terminating in New York as illustrated in Figure 1-14: Colonial 
Pipeline. 
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1.2.10.1.2 Plantation Pipeline 
Plantation Pipeline is owned by Kinder Morgan (51.2%) and Exxon Mobil (48.6%). It 
originates in Louisiana and traverses Mississippi, Alabama, Georgia and South Carolina 
before entering NC. It serves terminals in Charlotte, Charlotte International Airport, and 
Greensboro. The pipeline terminates in Virginia as shown in Figure 1-15: Plantation 
Pipeline (Kinder Morgan, 2010)  

Figure 1-16: Plantation Pipeline (Kinder Morgan, 2010) 

Figure 1-15: Colonial Pipeline
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Terminal Operations 
The Greensboro terminal is regarded as the most important within NC as it enjoys easy 
access to east/west ground transportation using Interstate-40. Interstate-40 is the major 
east/west artery that travels from NC’s border with Tennessee to the Atlantic coast. The 
cities of Asheville, Hickory, Winston-Salem, Greensboro, Durham, Raleigh, Wilmington 
and a north/south interconnection to Interstate-95 are all serviced by Interstate-40. The 
Selma terminal provides petroleum products to the eastern/coastal region and supports 
the majority of agricultural operations in the state. The Charlotte terminal provides 
service to the southwestern and western portions of the state as well as portions of 
South Carolina. Terminals in other states service some markets along state boundaries. 
The Wilmington terminal is a seaport operation traditionally serviced by the Hess 
Corporation. The Wilmington terminal services the southeast portion of the state and 
enjoys easy access to east/west travel via Interstate-40, Highways 421 and 74/76 all 
intersecting with Interstate-95 for north/south travel. Wilmington also has access to 
coastal markets along Highway 17, which runs north/south.  

1.2.10.1.3 Wholesale Distributors 
North Carolina has several wholesale distributors of petroleum products. Some are 
subsidiaries of national or regionally branded entities, others are independent.   

1.2.10.1.4 Petroleum Associations 
The principal petroleum associations in NC are the North Carolina Petroleum Council 
and the North Carolina Petroleum and Convenience Marketers Association (NCPMA). 
The North Carolina Petroleum Council is the state branch of the American Petroleum 
Institute (API), who lobbies on behalf of their members. The council director works with 
the executives of oil companies servicing the state as well as the executive director of 
the NCPCMA.  

The NCPCMA is a trade organization composed of wholesale/retail petroleum 
marketers and convenience stores/service stations, representing 370 mid-level and 
local delivery companies throughout NC. The NCPCMA provides assistance in ensuring 
that there is “neutral coordination” during a petroleum shortage. Many of their member 
organizations market propane as well.  

1.2.11 Propane  
The Dixie Pipeline delivers 99% of the propane consumed in NC. The Dixie Pipeline 
transports propane from refinery operations located in Louisiana, Mississippi and Texas 
through the southeast. The pipeline enters NC from Cheraw, South Carolina and 
terminates in Apex, NC. A map of the pipeline can be accessed here. Approximately 
one-percent of propane imports arrive on either the Colonial or Plantation pipeline. The 
primary storage terminal for NC’s propane is located in the town of Apex. The propane 
is either stored in above ground tanks or loaded into trucks for delivery to local 
distributors. Propane is primarily stored at either the distributors or consumer’s site. 
Propane is commonly used for home heating, home water heating, and some vehicle 
use. Since propane is primarily used during the winter months, storage tanks are a vital 
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part of the infrastructure. Propane travels via ground transportation to distribution points 
throughout the state and then on to consumers. The principal propane trade association 
is the North Carolina Propane Gas Association (NCPGA).  

1.2.12 Home Heating Oil 
Home heating oil is delivered to NC using the interstate pipelines. Like other petroleum 
products its volume is based on demand. Demand usually increases during the winter 
months, as its primary use is for home heating. Since it is a seasonal demand item, it 
takes careful planning to ensure the supply is shipped “just-in-time” and of a sufficient 
amount to meet demand. Heating oil is transported throughout the state by commercial 
carriers that deliver to local distributors. 

1.3 Legal Authorities 
Mounting an effective and efficient governmental response to disruptive energy events 
requires a clear understanding of legal authorities and the relationships between 
stakeholder agencies. Statutes define the roles, relationships, and responsibilities of the 
Energy Policy Council, Legislative Committee, the Governor, and federal agencies. 
Continuous communications between these government stakeholders will facilitate 
effective decision making by state and federal leadership. 

There are a series of North Carolina General Statutes (N.C. Gen. Stat §) that grant state 
organizations the authority to deal with energy crises.  

N.C. Gen. Stat § 113B-2 establishes the Energy Policy Council. The following 
subsections further define the council’s responsibilities and authorities. 

N.C. Gen. Stat § 113B-3 through 113B-12 define purpose, organization, duties and 
responsibilities, energy efficiency programs, energy emergency program, energy 
research and development, powers, authority and reporting. 

N.C. Gen. Stat § 113B-20 through 113B-24 provides a definition of an energy crisis, 
defines the purpose, organization and duties of the Legislative Committee, and 
establishes plans and enforcement penalties. 

N.C. Gen. Stat §113B-20 establishes that the Governor may find that an energy crisis 
exists “when the health, welfare or safety of the citizens of NC are threatened by reason 
of an actual or impending acute shortage in usable, necessary energy resources.”  

Once the Governor declares an energy crisis, N.C. Gen. Stat § 113B-23 identifies the 
Energy Policy Council as the energy emergency coordinating body for the state. N.C. 
Gen. Stat § 113B-9 directs the Energy Policy Council to develop contingency and 
emergency plans to deal with protection of public health, safety, welfare, and basic state 
economy during energy shortages. The Energy Policy Council is directed to gather from 
electric, natural gas, and petroleum providers curtailment plans that prioritize energy 
recipients in the event of emergencies. The Energy Policy Council also collects 
contingency plans from all appropriate governmental agencies when developing the 
Emergency Energy Program. Additionally, the Energy Policy Council develops and 
recommends strategies to the Governor for potential action during energy shortages. 
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Within 24-hours of the energy crisis declaration by the Governor under N.C. Gen. Stat 
§113B-20, N.C. Gen. Stat §113B-21 directs the formation and organization of the
Legislative Council on Energy Crisis Management. N.C. Gen. Stat §113B-22 sets out 
procedures for adopting energy emergency proposals and emergency powers. These 
are:  

(a) Upon the declaration of an energy crisis, the Governor shall submit to the 
Legislative Committee for its prompt consideration such emergency orders, rules 
and regulations as deemed necessary to alleviate the effects of the energy crisis. 

(b) The Governor shall immediately consult with the Legislative Committee about 
the emergency proposals. The emergency orders, rules, or regulations shall 
become effective at a time specified by the Governor, but no earlier than 48 
hours after submission to the Legislative Committee, provided that they may take 
effect at an earlier time if approved by a majority vote of the Council of State after 
the Council makes a finding that the crisis is of such immediacy as to make delay 
for legislative review cause for probable harm to the public.  

(c) No order, rule, or regulation promulgated under the provisions of this section 
shall remain in effect for more than 30 days unless the Governor consults with 
the Legislative Committee. Such consultation is separate and apart from the 
consultation required by subsection (a) of this section, and may not take place 
until the order, rule, or regulation has been in effect for at least seven days.  

(d) The Governor's orders, rules and regulations, promulgated, subject to 
consultation with the Legislative Committee, pursuant to this section, may also 
include, by way of further enumerated example rather than limitation, provisions 
for the establishment and implementation of programs, controls, standards, 
priorities, and quotas for the allocation, conservation and consumption of energy 
resources; the suspension and modification of existing standards and 
requirements affecting or affected by the use of energy resources, including 
those relating to air quality control and the hours and days during which public 
buildings may or may not be required to remain open; and the establishment and 
implementation of regional programs and agreements for the purposes of 
coordinating the energy resource programs and actions of the State with those of 
the federal government and of other states and localities [1975, c. 877, s. 4; 1983 
(Reg. Sess., 1984), c. 1034, ss. 136,137)].  

During an energy crisis the Governor is expected to order the Energy Policy Council, 
the North Carolina Utilities Commission, the Attorney General, affected IOU’s and other 
appropriate State and local agencies to implement and enforce the Emergency Energy 
Program also known as N.C. Gen. Stat §113B-9 and any other emergency rules or 
orders. The Governor is granted authority to issue rules and regulations to address the 
energy crisis. 

N.C. Gen. Stat §113B-24 provides for the Attorney General and the law enforcement 
authorities of the state to enforce the provisions and measures contained in the 
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Emergency Energy Plan and orders from the Governor. The statute also establishes 
penalties for violations.  

N.C. Gen Stat. §166A-2 describes “the authority and responsibility of the Governor, 
State Agencies and local governments in prevention of, preparation for, response to, 
and recovery from natural or man-made disasters or hostile military or paramilitary 
action and to:  

(1) Reduce vulnerability of people and property of this State to damage, 
injury, and loss of life and property; 

(2) Prepare for prompt and efficient rescue, care and treatment of threatened 
or affected persons; 

(3) Provide for the rapid and orderly rehabilitation of persons and restoration 
of property; and 

(4) Provide for cooperation and coordination of activities relating to 
emergency and disaster mitigation, preparedness, response and 
recovery among agencies and officials of this State and with similar 
agencies and officials of other states, with local and federal 
governments, with interstate organizations and with other private and 
quasi-official organizations.” 

N.C. Gen Stat. § 75-38, “Price Gouging” provides for the protection from excessive 
pricing during a declared state of emergency, disaster, or abnormal market disruption. 
The statute prohibits the sale or rental of goods used to preserve, protect, or sustain life 
health safety, or economic well-being of persons with the knowledge and intent to 
charge a price that is unreasonably excessive. The statute applies to area’s where the 
state of disaster or emergency has been declared or the abnormal market disruption 
has been found. The duration of the protection is 45 days from the triggering event and 
may be renewed by the Governor provided the disruption continues to adversely affect 
the state.  

Accessing hyperlink North Carolina General Statutes , will provide detailed information 
on NC laws. 

The State Energy Office (SEO) serves as the staff for the Energy Policy Council, and as 
such prepares and updates procedures to respond to an energy emergency. 
Additionally, the SEO serves as the lead technical agency for advising and coordinating 
efforts with energy providers and NCEM during fuel shortages, power outages and 
capacity shortages that impact or threaten large numbers of citizens under the North 
Carolina Emergency Operations Plan, developed by the Department of Public Safety 
and the Division of Emergency Management. The SEO also serves on an assessment 
group led by the Division of Water Resources to identify the potential economic impact 
of drought conditions on the state.  

There are federal statutes that may provide assistance or a foundation to the state when 
discussing energy assurance and emergency planning.  
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The Protected Critical Infrastructure Information (PCII) Program of the Critical 
Infrastructure Information (CII) Act of 2002, 6 USC § 131-134 is an information-
protection tool that facilitates the sharing of PCII between the government and the 
private sector. The Protected Critical Infrastructure Information Management System 
(PCIIMS) is an Information Technology (IT) system and the means by which PCII 
submissions from the private sector are cataloged. This act serves to assure the private 
industry of information security when discussing sensitive infrastructure information 
such as volumes of petroleum or the location of energy resources. Information 
cataloged under this act is exempt from the Freedom of Information Act (FOIA). 

Federal Motor Carrier Safety Administration 49 C.F.R. 390.23 provides for a waiver of 
federal motor carrier safety regulations such as driver-hour waivers in order to provide 
relief in a regional or local emergency declared by the following authorities, Presidential, 
Governor or their authorized representative. These waivers can be necessary for 
responding to energy emergencies as discussed elsewhere in the document.  

Energy Policy and Conservation Act, Sections 151-180, 42 U.S.C. 6231-6251 
authorizes the U.S. Department of Energy to establish and operate the Strategic 
Petroleum Reserve (SPR). Section 161 (d) (1) authorizes the President to release 
portions of the SPR to prevent or reduce the effects of severe energy supply disruption. 
More information on the Strategic Petroleum Reserve can be found by following the link. 

Energy Policy Act of 2005 (P.L. 109-58) attempts to combat growing energy problems 
by providing tax incentives and loan guarantees for energy production of various types. 
It was intended to establish a comprehensive, long-range energy policy, provide 
incentives for traditional energy production as well as newer, more efficient energy 
technologies, and conservation. 

Low-Income Home Energy Assistance Act of 1981 amended 1998 authorizes DOE to 
advise the U.S. Department of Health and Human Services (HHS) on the fuel supply 
situation for HHS’s emergency funding of the Low-Income Home Energy Assistance 
Program (LIHEAP). 

Natural Gas Policy Act of 1978 15 USC 3301-3432 authorizes the U.S Department of 
Energy to order any interstate pipeline or local distributor served by an interstate 
pipeline to set aside natural gas to meet the needs of high-priority consumers during a 
natural gas emergency. 

Public Utilities Regulatory Policy Act of 1978 (P.L. 95-617) and the Power plant and 
Industrial Fuel Use Act of 1978 (P.L. 95-620, 42 USC §8301-8484) authorize the 
President to prohibit any major fuel-burning installation or power plant from using 
natural gas or petroleum as a primary fuel during an energy emergency. 

Section 27 of the Merchant Marine Act of 1920, as amended (Jones Act), 46 U.S.C. 883 
The “Jones Act” requires the use of U.S.-flagged, U.S.-built, and U.S.-crewed vessels in 
coastwise trade. However, in dire situations where the Secretary of Homeland Security 
deems it necessary in the interest of the national defense, such as the event of 2005 
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and Hurricane Katrina, a waiver may be granted to bring relief to the affected areas. The 
waiver may be performed by the Secretaries own initiative or upon the written 
recommendation of the head of another agency. If in the event of a drawdown of 
Strategic Petroleum Reserve, the President may direct the Secretary of Homeland 
Security to waive the Jones Act, if the volume of crude oil to be moved is significantly 
greater than the capacity of the existing, “Jones Act” crude oil tanker fleet. Interagency 
procedures have been established to expedite actions on Jones Act waiver requests 
during a petroleum supply disruption. 

Energy Policy and Conservation Act (EPCA) of 1975. The Strategic Petroleum Reserve 
(SPR) is a product of the EPCA. The purpose of the SPR is to reduce the impacts of a 
petroleum shortage from both a national and international perspective. The SPR is 
estimated to contain approximately 727-million barrels of crude oil and petroleum 
products. The SPR is estimated to hold the equivalent of 75 days of petroleum imports. 
The estimated drawdown capability of the SPR is 4.4 million barrels per day for 90 days. 
The President of the United States may authorize a “full” or “partial” release of the SPR. 
The Presidential decision is based upon a finding of “Severe petroleum supply 
disruption” or to meet “IEA obligations.” There have been two emergency drawdowns in 
the past twenty-years of SPR products: Operation Desert Shield/Storm 1990-1991 and 
Hurricane Katrina- 2005. In June 2011, 30 million barrels were released in coordination 
with the IEA (U.S. Department of Energy, 2010). The Secretary of Energy may release 
some of the SPR as a “test sale,” releasing a maximum of 5 Million barrels or as an 
exchange to acquire oil or to alter the mix of crude oil. More information on SPR can be 
found by accessing the following link: 
http://www.fe.doe.gov/programs/reserves/spr/emergency_oil_requests.html 

Stafford Act (P.L 100-707)- Constitutes the statutory authority for most Federal disaster 
response activities especially as they pertain to FEMA and FEMA programs More 
information on the Stafford Act can be found by following this link: 
http://www.fema.gov/about/stafact.shtm 

§ 388.113 Accessing Critical Energy Infrastructure Information addresses access to
critical energy infrastructure information (CEII).  In general, the statute states that the 
owner/operator of the facility, may obtain CEII relating to their own facility directly from 
the FERC without following the procedures outlined in (d)(4)(1).  Landowners may 
obtain CEII, providing that they can prove that their property is in the vicinity of the 
project. Other requestors, such as the state, may file the request and if approved, may 
receive the CEII and sign a non-disclosure statement.  This may be beneficial in 
understanding the efforts that the provider is taking to protect its CEII from threats.  This 
information is protected from FOIA.  More information pertaining to § 388.113 accessing 
critical energy infrastructure information can be found by activating the following link:  
http://ecfr.gpoaccess.gov/cgi/t/text/text-
idx?c=ecfr&sid=c0d4ba6d994ad88c538e01d5995ce4f5&rgn=div8&view=text&node=18:
1.0.1.21.86.0.46.13&idno=18  
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1.3.1 Interrelationships of Agencies and Authorities  
The following charts show the interrelationships of the various local, state and federal 
agencies that may be involved in the response/recovery from an energy emergency. 

Figure 1-18 Lines of Authority 
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Figure 1-19 North Carolina Emergency Management 

Figure 1-20 Operations Section 

Figure 1-21 Infrastructure Support Group 
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2.1 Energy Vulnerability 

The unique geography of North Carolina contributes to a variety of weather based 
effects on the state’s energy infrastructure.  Each form of energy has its own 
vulnerabilities; therefore the state is vulnerable to a variety of energy disruptions. It is 
important to discuss the weather events that may affect North Carolina’s energy 
infrastructure as well as the vulnerabilities associated with the energy sources.   

2.1.1 Geography 

North Carolina is comprised of three geographical regions – the Mountain, Piedmont, 
and Coastal Plain, which span an area of 53,819 square miles.  Each region has unique 
energy requirements and vulnerabilities, requiring comprehensive plans to mitigate any 
disruption or reduction of the state’s energy supply. 

The Appalachian Mountain range in North Carolina consists of the Great Smoky 
Mountains and the Blue Ridge Mountains.  The highest peak is Mount Mitchell, which 
reaches 6,684 feet above mean sea level (MSL). Valleys in this region drop to an 
estimated elevation of 1,000 feet above MSL. North Carolina’s mountain range shares 
borders with Virginia to the north, Tennessee to the west, and Georgia and South 
Carolina to the south.  The mountain region is known for its tourism and farming 
activities as well as manufacturing and technology entities.  

The downward sloping geography of the Piedmont region transitions from the foot of the 
mountain region to the Middle and Upper Coastal Plain.  The Piedmont region accounts 
for at least one-third of North Carolina’s landmass.  It also contains the five most 
populous metropolitan areas in the state: Charlotte, Greensboro, Raleigh, Durham, and 
Winston-Salem.  The region supports a diverse range of agricultural, manufacturing, 
research, and technology and government activities.  

The Coastal Plain can be subdivided into the Middle, Upper, and Tidewater Coastal 
Plains.  The Coastal Plain consists of the shoreline, barrier islands, and approximately 
one-half of the state’s landmass.  The region is home to several military installations as 
well as a significant tourism and agricultural activities.  The Outer Banks of the 
Tidewater Coastal Plain are predominantly known for their tourism and fishing 
industries.  

2.1.2 Weather 

Severe weather produces the majority of disruptive energy events. North Carolina’s 
energy infrastructure is vulnerable to the effects of hurricanes, tropical storms, and 
winter ice storms among other hazards. Historically, North Carolina experiences the 
secondhand effects of hurricanes and tropical storms through high winds, tornadoes, 
flooding, and mud and rock slides.  In 1999 Hurricane Floyd flooded a majority of the 
Coastal Plan, as well as the I-95 corridor.  Hurricanes Francis, Ivan, and Isabel affected 
North Carolina’s mountain region with flash-flooding.  Thousands of North Carolina 
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residents can be left without electricity for several days when major storms impact the 
state. Flooding from hurricanes renders roadways impassable, which precludes the 
transportation of supplies or repair crews. Reduced mobility negatively affects the 
restoration of electricity and delivery of fuel for business, government, and consumer 
use.   

Winter storms have had an adverse effect on North Carolina.  High winds, extreme cold 
and freezing rain produce electrical disruptions by causing trees to fall on power lines. 
Winter outages are prolonged by icy road conditions that prevent repair workers from 
reaching damaged equipment. Extreme cold causes increased demand for electricity, 
heating oil, propane, and natural gas, putting upward pressure on energy rates 

The summer season presents the greatest opportunity for rainfall and July historically 
experiences the most amount of rain. Fall is the driest season with November being the 
driest month.   

A brief discussion of weather related hazards and electronic links to other sources of 
information are provided in the following paragraphs.  

• Tornadoes often produce disruptive energy events by damaging power lines and
other infrastructure. According to the State Climate Office, tornadoes are
responsible for millions of dollars worth of property damage each year in North
Carolina, and affect every part of the state. They are most frequent in the
southeastern and south-central regions, but the majority of intense tornadoes
occur in central North Carolina. For more information on tornadoes, please
consult the State Climate Office of North Carolina by following this LINK. A
detailed risk analysis of North Carolina’s tornado vulnerability can be found on
the North Carolina Crime Control & Public Safety Hazards website. Follow this
LINK for more information.

• Hurricanes usually strike during the months of June through November. North
Carolina has experienced several strong hurricanes in the past that produced
severe damage to infrastructure. Hurricanes present the greatest risk to eastern
North Carolina, but large storms can produce wind and flooding damage into the
central and western regions. For more information on hurricanes, please consult
the State Climate Office of North Carolina by following this LINK. A detailed risk
analysis of North Carolina’s hurricane vulnerability can be found on the North
Carolina Crime Control & Public Safety Hazards website. Follow this LINK for
more information.

• Thunderstorms are a common occurrence in North Carolina. The State Climate
Office of North Carolina estimates that the state experiences at least 40 to 50
days of thunderstorms each year. Thunderstorms bring strong winds and
lightning strikes, both of which have historically disrupted electrical service.  For
more information on thunderstorms’, please consult the State Climate Office of
North Carolina by following this LINK. A detailed risk analysis of North Carolina’s
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thunderstorm vulnerability can be found on the North Carolina Crime Control & 
Public Safety Hazards website. Follow this LINK for more information. 

• Lightning- Lightning strikes are a common occurrence in North Carolina and can
negatively affect energy infrastructure. In 2010, the National Weather Service
identified that lightning strikes the state approximately 500,000 times annually.
The central regions of the state experience an average of 9 to 12 strikes per
square mile (National Weather Service, 2011). 30% of power outages are related
to lightning.  Furthermore, 16 out of 20 accidents involving petroleum product
storage tanks were due to lightning strikes, according to the National Lightning
Safety Institute, Lightning Costs and Losses from Attributed Sources.

• Winter Storms can have an adverse effect on the state’s energy systems. Winter
Storms often bring snow, sleet, freezing rain or a wintry mix which can cause
power lines to fail and preclude the movement of fuels on the roadways. For
more information on thunderstorms’, please consult the State Climate Office of
North Carolina by following this LINK.

• Drought conditions adversely affect the energy infrastructure. Electric generation
needs an ample supply of water for use in hydroelectric and steam generation,
and for cooling at nuclear facilities. For more information on drought, please
consult the State Climate Office of North Carolina by following this LINK.

• Wildfire’s can affect energy infrastructure by causing damage to distribution and
generation infrastructure. A detailed risk analysis of North Carolina’s wildfire
vulnerability can be found on the North Carolina Crime Control & Public Safety
Hazards website. Follow this LINK for more information.

• Earthquake- a detailed risk analysis of North Carolina’s earthquake vulnerability
can be found on the North Carolina Crime Control & Public Safety Hazards
website. Follow this LINK for more information.

• Extreme temperatures, measured in terms of either heating- or cooling-degree
days can have effects on the delivery of electricity. High heating or cooling days
are associated with higher energy demands, thus increasing the potential for
disruption.

• Electromagnetic Disturbance can be described as geomagnetic storms, solar
radiation storms, radio blackouts or Electromagnetic Pulse (EMP). These types
of events can cause disruptions to the electric grid by interfering with
transmission systems, transformer and discrete component operations. In some
cases, High Frequency (HF) communications can also be affected, resulting in
the degradation of communications that monitor energy transmission systems in
the electric, natural gas and petroleum pipeline systems. For more information on
space weather storms, please follow the link for the NOAA/Space Weather
Prediction Center.
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2.1.3 Electricity 

Electricity is a fundamental part of the North Carolina’s energy profile. There are three 
Investor Owned Utilities, two municipal power agencies, several electric-cooperatives, 
and electric membership organizations interconnected within the existing electric 
infrastructure.  There is a high-voltage transmission system that allows electric power to 
be directed into and away from the state and a complex distribution system that 
transmits electricity within the state.  

Electricity accounts for the majority of all commercial, industrial and residential sector 
energy consumption. Electricity supply disruptions can have immediate and significant 
economic impacts. Without electricity, consumers are unable to make credit or debit 
card purchases, manufacturers cannot produce goods, financial services cannot 
complete transactions, and some government services may cease to operate. Electrical 
disruption could impact the transportation sector by rendering fuel pumps inoperable or, 
if severe enough, stopping the flow of petroleum along interstate pipelines.  

Electricity generated in North Carolina uses: coal (62%), natural gas (3%), nuclear 
energy (32%) and renewable resources (3%). North Carolina imports virtually all of its 
fuel for electrical generation, making transportation a critical dependency. Prolonged 
severe weather events could constrain delivery of fuel to generation facilities. It should 
be noted that utility providers are required to maintain an adequate supply of the 
appropriate fuel source in accordance with the North Carolina Utility Commission 
(NCUC). Once electricity is generated, it is transmitted and distributed on what is 
commonly referred to as the “grid.” An adequate supply of electricity is of interest to the 
sector, especially during the summer months when increased consumer demand for 
climate control may outstrip generation capacity.  

2.1.3.1 Disruptive Events 

Severe weather causes two thirds of electric disruptions. The remaining third is a 
combination of animals contacting transmission and distribution lines, maintenance, 
auto accidents, and human error. Figure 2-1 is a pictorial description of the national 
causes for electrical disruptions.  
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Figure 2-1 Causes of electrical disruptions 

2.1.3.2 Market Forces 

The majority of the fuels used to generate electricity do not originate in North Carolina. 
North Carolina depends on the delivery of coal, natural gas, petroleum products, and 
nuclear fuel for the majority of its generation. Approximately 60% of the electricity 
consumed in North Carolina is produced by a coal burning generator. Coal is delivered 
on rail lines from Kentucky and Tennessee. North Carolina is susceptible to fluctuations 
in coal prices and dependent on rail transport because it would be cost prohibitive to 
move coal via any other means.  

Several factors may produce upward pressure on coal prices. Recently, there have 
been several coal-mining accidents both in the United States and abroad. Miner health 
and safety is becoming a greater concern and risk management may increase the 
overall cost of the resource. Increasing international demand for coal will continue to 
increase competition for existing supplies. The price of Central Appalachian coal 
increased from $52.30 to $77.70 per short ton during the period of August 2009 to 
February 2011, an approximately 48% increase. The price of Northern Appalachian coal 
increased approximately 60% from $46.50 to $74.65 per short ton over the same 
period. 

2.1.3.3 Nuclear Generation 

North Carolina’s nuclear generation capacity exceeds that of many other states and 
accounts for approximately 32% of the state’s total electric generation. Nuclear power 
provides a major portion of the integrated electric system’s base-load generation. 
Disruption of nuclear generation would require the use of other, more costly facilities 
and source fuels, increasing electric rates and potentially causing electricity shortages. 

2-5 



There are three nuclear generating sites in North Carolina, operating a total of five 
generators. These facilities are located across the state, making it unlikely that one 
event would disrupt operations at all three sites. Each site produces a significant 
amount of energy, however, so a disruption of even one facility could affect consumers. 
Although the nuclear power industry has robust disaster management programs and 
emergency operations plans, some hazards could still disrupt the operation of nuclear 
facilities.   

Severe drought conditions could disrupt nuclear power generation if reservoir levels 
drop too low or water temperatures rise above predetermined limits. If water supplies 
are inadequate for cooling and steam generation, the IOU may initiate a shutdown of 
the affected facilities. If a shut down or reduction of operations is required it will be done 
in accordance with established protocols and involve notification to the appropriate 
authorities. The reduction in generation may cause other generators to increase their 
output or cause the IOU to purchase energy from other sources.  

If a natural disaster (severe weather) or other event causes a shutdown of a nuclear 
generation facility, FEMA and the Nuclear Regulatory Commission will conduct a 
disaster-initiated review to determine the presence or extent of any damage and 
whether or not operations can safely be restored. The nuclear facility will be shut down 
while this review is conducted, potentially leaving it out of service for a prolonged 
period. The reduction in generation may require other facilities to increase their output 
or cause the IOU to purchase energy from other sources. 

2.1.4 Natural Gas 

Natural gas is increasingly used for electricity generation; therefore a disruption in the 
delivery of natural gas could have cascading effects on the electrical supply. Natural 
gas is primarily used for intermediate generation, and accounts for approximately 3% of 
electricity generated annually. The peak demand period for electricity generation is 
during the high cooling degree-days of mid-summer and early fall when temperatures 
are at and near their peak. Residential customers demand peaks during the high 
heating degree-days of late fall and winter as temperatures drop to their lowest. A 
disruption in either peak period could produce electricity shortages. 

Natural gas is used across multiple sectors of the economy. North Carolina’s natural 
gas consumption in 2009 was split among the following end uses: electrical power 
generation - 17%, industrial sector - 36%, residential sector – 26%, commercial sector 
21% ( (Energy Information Administration). Disruption of the natural gas supply could 
produce significant economic damage affecting suppliers and consumers.  

2.1.4.1 Distribution Network 

Two interstate pipelines serve North Carolina’s natural gas infrastructure: the Columbia 
Gas Transmission Company pipeline and the Williams Transcontinental Gas Pipe Line 
Corporation (Transco). The state is dependent on these pipelines for its supply of 
natural gas.  Pressurized gas is transferred through these two major pipelines and 
several spur lines to local distribution companies. Depending on severity and cause, a 
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loss of pressure on the pipeline can reduce or sever the supply of natural gas.  The 
pipeline operators as well as the local distribution companies keep a close watch on the 
pipeline and amount of demand drawn from the pipeline. 

2.1.4.2 Aging Infrastructure 

To date, North Carolina has not experienced a major Natural Gas disruption. However, 
other states have experienced significant disruptions that have affected the delivery of 
natural gas. The delivery of natural gas is susceptible to several hazards. There is a 
potential for failure of the pipeline infrastructure itself, as was recently evidenced by a 
transmission pipeline explosion in San Bruno, California. Delivery can also be affected 
by the environmental factors such as wildfire and severe weather anywhere from the 
point of extraction to final delivery. North Carolina is increasing its demand for natural 
gas and as the demand increases, so does the vulnerability associated with the 
resource. 

2.1.4.3 Extraction  

An examination of supply issues indicates that the industry has been able to extract 
enough natural gas to support ongoing demand. Natural gas exploration has identified 
gas trapped within shale formations in the central part of the state. The gas in these 
formations has not been quantified, and no gas is currently being produced. There are 
additional proven and unproven natural gas reserves in other states.  

2.1.5 Renewable Energy 

Renewable energy generation depends on sources such as solar radiation, wind 
velocity or the flow of a volume of water. Renewable energy is a growing segment of the 
state’s electricity generation portfolio. In 2008, the EIA reported that North Carolina’s net 
generation from renewable sources was estimated at 4%. North Carolina’s renewable 
generators include conventional hydroelectric, biomass (wood/wood waste) and 
Municipal Solid Waste/Landfill Gas.  Solar and wind generation are starting to become 
more popular sources of renewable generation. Some renewable energy sources are 
vulnerable to environmental changes in environmental conditions such as cloud cover, 
intermittent wind, time of day, rain, or drought. 

2.1.6 Petroleum 

The Colonial and Plantation pipelines (liquid petroleum) and the Dixie pipeline (propane) 
serve North Carolina’s petroleum markets. These pipelines originate in Texas and 
Louisiana, transporting fuels through several states before reaching North Carolina. 
North Carolina’s petroleum supply is vulnerable to disruption anywhere along this 
supply chain, and any severe weather events in the Gulf of Mexico could have 
significant impacts on our energy security. The Port operations located in Wilmington 
and Morehead City are not able to service the demands of the state. Local pipeline and 
terminal operators maintain a watchful eye on upstream pipeline and terminal 
operations, monitoring for potential impacts on markets here.  
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2.1.6.1 Distribution Network 

The primary vulnerabilities of the petroleum sector are within transportation and 
delivery. Petroleum pipelines, in general, can transport either crude or refined products. 
Since there are no crude oil pipelines or refineries in North Carolina, the discussion will 
be focused on finished petroleum products. Two inter-state pipelines transport finished 
petroleum products approximately 1000 miles from refineries in Louisiana and Texas to 
terminals in Charlotte, Greensboro, and Selma. After refined products such as gasoline, 
home heating oil, jet fuel, diesel, and lubricants are delivered to a terminal, they can be 
stored or loaded onto transfer trucks for delivery to retail locations. 

There are several regulating agencies that govern pipelines. US Department of 
Transportation (U.S. DOT) and the Pipeline and Hazardous Materials Safety 
Administration (PHMSA) regulate the safety and reliability of the pipelines. The Federal 
Energy Regulatory Commission (FERC) ensures that each oil company has equal 
access to space on the pipeline and that the rates charged by the pipeline owners are 
reasonable. Intrastate pipeline rates are regulated by their respective state 
governments. Trucks and drivers have to meet requirements set by local terminals, 
state and county officials (Insurance requirements, safety issues and load 
requirements). 

The major petroleum pipelines range in diameter from 48-inches to 8-inches, narrowing 
to maintain pressure as product is diverted to feed markets along their paths. Finished 
product travels through the pipelines at approximately 3 to 8 miles per hour. Travel 
speed varies based on factors such as the viscosity of the product, terrain and volume. 
On average, it takes approximately 10 to 14 days to move product from Houston, Texas 
to Greensboro, NC. The pipeline is dependent upon electricity to operate the pumps 
that move products. 

Pipelines are “Common Carriers”, as defined by the Interstate Commerce Act. As 
common carriers, pipelines provide transportation services to petroleum refineries and 
other companies who own the actual products that are being shipped.  The pipeline has 
control over the logistics of transporting the product (i.e. temporary storage, routing and 
estimated delivery), much like UPS or FedEx for conventional packages.  

The various petroleum companies contract space on the pipeline. Petroleum products 
travel in “packages.” Each ‘package” is a discrete product destined for a particular 
terminal and retailer. As with UPS, it is not acceptable to stop the UPS delivery person 
and “hi-jack” the packages destined for our neighbor’s house, nor is it acceptable to 
show up at the distribution center and ask for your package without first arranging to 
take delivery. Out of state tankers cannot just arrive at a terminal and load fuel. This is 
why an area can experience a petroleum shortage even though there is product sitting 
in local terminals waiting for transport further down the pipeline.  

The refinery loads product “packages” into the pipeline and at times two dissimilar 
products (diesel and gas) travel next to each other. There is always a certain amount of 

2-8 



intermixing between the first product and the second at the "interface," the point where 
they meet. If the products are similar, such as two grades of gasoline, the resulting 
mixture is added to the lower value product. If the products are dissimilar, such as 
diesel and gasoline, the "transmix," (a hybrid product created by intermixing at the 
interface) must be channeled to a separate storage and reprocessed. This re-
processing usually happens at the terminal. 

Figure 2-2 Sequence of flow through pipeline 

2.1.6.2 Propane Distribution 

Propane delivery is similar to that of petroleum products. Propane is delivered to North 
Carolina via the Dixie pipeline to the terminal facility in Apex. Local distribution 
companies then transport it throughout the region using tanker trucks and other ground 
transportation methods. Many of the same authorities that cover petroleum 
transportation govern propane transportation.  

2.1.6.3 Severe Weather’s Effects on Petroleum Delivery 

The weather events that have the most impact on North Carolina’s petroleum system 
are those that affect sources of supply in and around the Gulf of Mexico. The Gulf Coast 
is home to the bulk of U.S. refining capacity and is the origin of the pipelines that serve 
North Carolina. If a hurricane is expected to impact the Gulf of Mexico, it may initiate a 
chain of events that result in a petroleum disruption. This is especially true if the storm is 
expected to affect the region where refineries and off-shore drilling operations are 
located. 

Up to one week prior to the anticipated landfall of a hurricane, refinery production and 
port receipt of imports are reduced or shut down. When a hurricane is anticipated to 
impact the petroleum production region, refineries and terminal operators may wish to 
have their storage tanks filled to a certain level as a precaution against tank movement 
from storm surge or flooding. This precautionary measure prevents the 
pipelines/refiners/terminals from moving a significant amount of existing stored product 
into the marketplace.  If the storage tanks must achieve a certain volume for self-
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protection, producers may have to further reduce the amount of product released into 
the market.   

Consumers tend to purchase additional fuel to top-off tanks in anticipation of future price 
increases, elevating demand. When consumers rush to the pump to fill up, as some 
emergency procedures encourage them to do, the consumer as well as governmental 
agencies may be doing so from an already diminished supply system. Increasing 
demand pressure on constrained supplies can produce shortages, where prices rise 
until they reach a new equilibrium. Speculative market activity may produce additional 
upward pressure on price as investors see opportunities for profit. The result may be 
that fuel is no longer available at prices consumers are willing or able to pay.  

When supplies are limited, pipeline systems may slow their deliveries and impose an 
allocation on customers. The allocation becomes a confounding factor when the 
diminished supply meets with increased demand from an apprehensive or panicked 
population. When terminals are on allocation, only those petroleum wholesalers under 
existing contracts may receive product. This is a concern as North Carolina has a large 
population of non-contract wholesalers, especially in the western portion of the state. 
Non-contract wholesalers purchase fuel on the spot market, where market forces may 
dramatically drive up price. Consumers will see this manifest as an increase in pump 
prices. If non-contracted wholesalers are unable to obtain fuel, they may appeal to a 
variety of sources for assistance including the media, government officials and the SEO. 

Hurricanes often strike in mid-September when gasoline supplies are turning over from 
summer grades to winter grades. At this time of year, refinery, pipeline and terminal 
operators begin to reduce their lower volatility grades and begin building up winter-
grade stocks. This transition may complicate the ability to maintain a steady supply of 
gasoline during a fall storm event. Federal air quality regulations require the use of 
summer blend (7.8 RVP) gasoline in several North Carolina counties from July 1 to 
September 15. As a result, refiners and terminal operators cannot always assist each 
other with supplies without special waivers from the U.S. Environmental Protection 
Agency and/or State agencies. If there is a shortage of fuel that meets blend 
requirements and waivers cannot be obtained, it will drive up prices and require inter-
agency coordination in order to obtain RVP waivers to maintain sufficient fuel supplies 
through the crisis. For more information on the ozone non-attainment areas please 
follow this LINK.  

Severe weather events in the Gulf of Mexico such as hurricanes can affect petroleum 
operations and supporting infrastructure. Electricity outages in the Gulf Coast region 
can cause or extend refinery shut downs or prevent the insertion of petroleum into the 
pipeline.  

2.1.6.4 Market Forces 

Gasoline and diesel are two products of refining crude oil. Crude oil is obtained from 
international and domestic sources and is vulnerable to disruption by geopolitical 
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events.  Crude oil is a fungible product, meaning that a barrel of crude oil from Russia 
may substitute for a barrel of crude oil from Canada with little difference in quality. The 
global crude oil market trades efficiently because of this fungibility, matching supply and 
demand through substitution of identical types of oil. Real or perceived reductions in 
supply can dramatically affect the price of crude oil, and thereby the price of gasoline, 
diesel, jet fuel and other petroleum based products. For example, if one nation’s oil 
production suddenly decreased, a second oil producing country could increase their 
production to fill the deficit. However, market uncertainty about the ongoing availability 
and reliability of the first nation’s oil reserves could push up the price of crude oil. If 
demand remains the same and supply comes into question, producers can charge a 
premium for their product.  

Approximately 60% of the petroleum consumed annually nationwide is imported. Of that 
amount 57% is purchased from nations that are members of the Organization of 
Petroleum Exporting Countries (OPEC).  Disruptions of diplomatic relations between 
OPEC nations and the US can adversely affect the price and delivery of crude oil 
imports. The influence of geopolitical events on global crude oil market were felt during 
late 2010 and early 2011 when North Africa and the Middle East experienced political 
instability and Japan suffered an earthquake, tsunami and nuclear incident. The 
consumer price of motor fuels increased greatly as the market anticipated reductions in 
supply.  

There are no refineries located in North Carolina. However, refinery shut downs or 
slowdowns in other states, or a reduction in crude oil supplies would adversely affect 
the flow of petroleum in the state. The interdependent nature of petroleum’s long supply 
chain creates vulnerability for net-importing states like North Carolina.  

The majority of the fuel North Carolina’s resellers and state contractors receive is 
contracted for in advance. There are options for non-contract resellers to purchase 
product. The difference between contract and non-contract are: 

Contract- Have a contract with a major oil company for fuel. Their supplier and 
contract dictate where their supply will come from. While the price for contracted 
fuel may cost more, it does come with the guarantee that when product becomes 
available, the reseller is guaranteed resupply in accordance with the contract.  

Non-Contract- Usually refers to independent distributors who do not have 
contracts for their fuel supply and instead purchase fuel on the spot market. 
While this has the potential to provide lower prices for consumers, it comes with 
the risk that in times of petroleum shortages, the non-contracted reseller may not 
be able to secure additional supplies.  

There is some potential to buy on the “spot” for product that has not been promised to 
resellers or that resellers are willing to part with for a premium. The Energy Information 
Administration defines the “spot” market as, “The price for a one-time open market 
transaction for immediate delivery of a specific quantity of product at a specific location 
where the commodity is purchased "on the spot" at current market rates.”  

2-11 



Purchasing fuel on the “spot” market can be profitable, as it is often cheaper than the 
prices paid for fuel on contracts with major oil companies. Resellers can then attract 
customers by setting prices below their contracted competition or sell at the same price 
and keep a larger margin. Resellers who rely on “spot” purchases run the risk of being 
unable to obtain product when there is a reduction in supply. This is because oil 
suppliers are obligated to service their contracts, and may not have any product left 
over to sell on a “spot” basis. Areas served predominately by resellers relying on the 
“spot” market are at additional risk of fuel shortages, as their retailers may be unable to 
obtain affordable resupply while contract resellers receive at least partial resupply.   

2.1.6.5 Management Decision Process 

The decision making process is heavily dependent upon the availability of data. 
Leadership decisions are more likely to be flawed when they are made without the 
benefit of accurate and timely information. Sub-optimal decisions can adversely affect 
the economy and the people of North Carolina. The following discussion identifies who 
makes decisions pertaining to energy shortages and provides a framework for 
determining the relative severity of a shortage in any particular fuel or energy source. 
The SEO provides information and to the Energy Policy Council, who ultimately informs 
the Governor. 

Energy disruptions can lead to shortages and energy crises. According to §113B-20 (a), 
“An energy crisis exists when the health, welfare or safety of the citizens of North 
Carolina are threatened by reason of an actual or impending acute shortage in usable, 
necessary energy resources.” One of the goals of an energy assurance program is to 
recognize and address disruptions and shortages promptly, when there is the greatest 
opportunity to prevent their development into a crisis. 

§113B-20 (b), provides the Governor with the power to declare an energy emergency,
“upon a finding by the Governor that the conditions stated in subsection (a) do exist, the 
Governor may declare the existence of an energy crisis. (1975, c. 877, s. 4.)  

§113B-22 directs the Governor, upon declaration of an energy crisis, to submit
emergency orders, rules and regulations that are deemed necessary to alleviate the 
crisis to the Legislative Committee for review.  

§113B-23 identifies the Energy Policy Council as the emergency energy coordinating
body for the State. The Energy Policy Council is directed to: identify and determine the 
nature and severity of expected energy shortages, communicate with and gather 
information from energy producers, distributors, and consumers, and to make 
continuing assessments of the situation and prudent recommendations to the Governor 
and Legislative Committee. The SEO serves as the staff to the Energy Policy Council. 
The Energy Assurance Program Manager, Energy Assurance Planner, and the Smart 
Grid Specialist make up the Energy Assurance Team which supports the SEO response 
to energy disruptions.  
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2.2 Phases of Energy Emergency 

The Energy Assurance Plan defines four phases of energy emergencies, Phase I-
Monitor and Alert, Phase II- Assess and Determine Action, Phase III- Action and 
Feedback and Phase IV- Recovery and Lessons Learned. The phases are intended to 
serve as a guide to assist in the decision making process once a shortage or crisis has 
occurred. 

The SEO Energy Assurance (EA) Team will provide daily communications and data 
updates pertaining to the energy shortage to the SEO director. The EA Team will 
consult numerous sources and contact several organizations to ascertain and validate 
the severity of the disruption. Specifically, the SEO will identify the source of supply, 
mode of transport, amount of supply, and problem associated with the distribution of the 
commodity. Additionally, the SEO will ascertain what is being done to resolve the 
shortage and work closely with state emergency managers to provide the public with 
accurate and timely information.  

The EA Team will communicate recommended actions designed to alleviate the 
disruption to the Director of the SEO, or if the situations requires SERT activation, to 
appropriate personnel in the Infrastructure/Operations Cell. Figure 2-3 is a visual 
representation of the four-phases.  
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Figure 2-3: Monitor and Alert

2.2.1 Phase I - Monitor and Alert 

The State Energy Office (SEO) is responsible for monitoring and reporting conditions 
within the sphere of energy. The SEO provides accurate and timely situational 
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awareness of the energy infrastructure and supply that affects the state. The SEO has 
identified the normal conditions of the commercial, industrial, transportation and 
residential sectors typical energy demand. For more information on historical demand, 
please view the Energy Profile chapter of this report. Additionally, the SEO has 
identified each sector’s vulnerability. This information is used to predict and report what 
effects an observed change in the supply of an energy commodity may have on each 
sector and the state. If there is a verified change in the normal energy parameters, the 
SEO will transition from the monitor and alert phase into the “Assess and Alert” phase. 
Figure 2-4 is a schematic diagram of the Monitor and Alert Phase. 

• Monitor local, state, regional, national, and international energy inputs.
• Identify normal activities within the sphere of energy.
• Understand and plan for disruptions.
• Observe and report changes in within the sphere of energy commodities.

Daily Monitoring Activities

Disruption

SEO Staff 
Notified

Yes

No

Verified

Yes

Yes

Move to Assess and 
Determine

Continue 
Monitoring

No

Phase 1- Monitor and Alert

Figure 2-4: Monitor and Alert

During the Monitor and Alert state the SEO observes for events that could adversely 
affect the delivery or normal use of energy. These events could be weather-related (ex: 
hurricanes, tornadoes, ice storms, drought or flooding), geopolitical (ex: an international 
crisis in a petroleum rich region), or other disaster in a region that either supplies or 
transfers energy (ex: Gulf of Mexico). The SEO also monitors for shortages in other 
states or regions. The SEO tracks energy prices to observe changes in the pricing 
structure with respect to developing or existing scenarios.  
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2.2.2 Phase II - Assess and Determine 

The SEO assesses and classifies energy disruptions after they are determined to have 
disrupted, or have the potential to disrupt, the normal operations of the state. The SEO 
will research and analyze the situation utilizing a variety of tools in order to determine 
the cause and the level of disruption. There are three shortage levels, mild, moderate 
and severe. The assessment process will also determine what entities are or could be 
affected and to what extent the disruption will affect the people or commerce of North 
Carolina. The SEO will develop policy options for possible implementation, and make 
recommendations to appropriate stakeholders and government officials according to the 
communication plan. Figure 2-5 is a pictorial representation of Phase 2: Assess and 
Determine. 
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Severe
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Figure 2-5: Phase 2: Assess and Determine 

2.2.2.1 Mild Shortage 

A mild shortage involves a reduction in petroleum supplies in one or more regions which 
may or may not be noticeable across the entire state. Petroleum demand may increase 
as customers attempt to fill-up prior to future price increases. A disruption may cause a 
reduction in petroleum imports or alter the schedules of terminals or jobbers for at least 
a week. There may also be a reduction of the volume of natural gas inserted into the 
pipelines or storage facilities. Localized storm damage could cause short-term electric 
outages, hindering the transportation of natural gas or petroleum. This level of shortage 
could be felt for approximately two weeks. 

Petroleum supplies may experience a 5% to 10% reduction for one-week or more and 
natural gas may experience a 5% to 10% reduction in state nominations for up to two 
weeks. The table below details some of the conditions, impacts and media/public 
interactions that may occur during a mild shortage.  
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Conditions (in addition to 
previous phase; one or more 

may apply 

Probable Impacts Observed Media/Public Relation 

The Department of Energy 
(DOE), American Petroleum 
Institute (API) or other sources 
report a decrease in the 
availability of product (e.g., from 
the Middle East, South America, 
and domestic refineries). 

Some jobbers report supply and 
delivery problems or related 
issues (such as long queues at 
fuel loading racks). Deliveries 
extend into evenings and 
weekends to keep up with 
demand. 

National news reflects events 
indicating that particular energy 
supplies will be delivered short of 
expected amounts. Petroleum 
retailers speak in terms of “being 
put on allocation” lower than (or 
equal to because under normal 
circumstances they draw above 
100%) their contract amount. 
Stories about energy may be 
featured in the media. 

Spot prices increase rapidly. 
National and regional oil 
companies (prime suppliers) put 
more dealers on “allocation.” 

Dealers are uncertain about 
product availability and question 
information received from prime 
suppliers. 

Media may features reports 
about high prices. If spot 
shortages occur, media will 
inquire. 

Natural gas supplies available to 
LDCs in the state are lower than 
normal. 

Gas distribution companies may 
temporarily curtail interruptible 
contract customers according to 
curtailment rules approved by the 
NCUC. 

No media reaction is likely. 

Severe demand outside the state 
may affect the electric supply for 
state customers. A local 
generating plant has to be shut 
down temporarily. Electric lines 
may be out of service. 

Electric utilities consider load 
management steps. 

Some news reports likely. 

Regional prices rise due to 
temporary imbalances between 
supply and demand. Causes may 
include refinery outages, 
transportation problems or 
sudden increases to tertiary 
(consumer level) storage and 
higher spot market prices. 

Government assistance in 
removing retail driver hour 
limitations may be sought. 

Some news reports. Some 
reports become feature stories. 

Heating oil and propane dealers, 
if queried, will report concern 
about continuity of supply. 

Dealers complain to 
associations. 

Some news reports possible. 
Dealers may complain to the 
SEO or other agencies. 

Dealers report increased 
pressure on their ability to deliver 
fuel. 

Some customers call dealers to 
top off home storage tanks. 

Some news reports, mainly 
feature stories, possible. 
Public inquiries received by 
agencies. 

Table 2-1 Mild Shortage

During a mild energy shortage the Energy Assurance Team will: 

� Continue to monitor supplies of energy supplies and coordinate with energy 
providers to determine potential actions to reduce the impacts of the disruption. 

� Inform the State Energy Office leadership team. 
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2.2.2.2 Moderate Shortage 

A moderate shortage may involve an extended reduction in energy supplies. Petroleum 
supplies may be reduced by 10% to 15% for three-weeks or more. There may also be a 
noticeable reduction (10% to 15%) in the natural gas supply nominations on interstate 
pipelines, which may prompt curtailments by local gas distribution companies for two 
weeks or more. Damage from severe storms may damage the electric 
transmission/distribution infrastructure, producing electricity outages and hindering the 
transportation of petroleum and natural gas. The table below details some of the 
conditions, impacts and media/public interactions that may occur during a moderate 
shortage. 

Conditions (in addition to 
previous phase; one or more 

may apply 

Probable Impacts Observed Media/Public Relation 

Petroleum product imports to the 
state drop 5% from the previous 
year or other base period. 
Allocations for a growing number 
of petroleum retailers are 
reduced. 

Jobbers report difficulty in 
obtaining or delivering enough 
supply to satisfy customers. 
Queuing at wholesale loading 
racks keeps drivers in line for 
several hours or more. 

News reports about shortage 
appear on regional and national 
broadcasts. Federal and State 
officials are interviewed. 

Local weather or storms in other 
regions result in problems that 
lead to temporary curtailment in 
North Carolina. 

Some transportation companies 
add a “fuel charge” to their usual 
price. 

The U.S. DOE, or other federal 
agencies, and energy companies 
may publicly confirm shortage. 

Product prices are rising steadily. 
Prices for key fuels rise at a rate 
of 10% or more per week. 

Some retail dealers have 
difficulty meeting contract 
obligations. 

Energy shortage in affected area 
is highlighted on national news. 

Natural gas supplies fall below 
state demand for firm customers. 
LDCs project inadequate 
storage. 

In winter, many industrial and 
commercial interruptible gas 
customers are curtailed but this 
does not mean a natural gas 
shortage. However, demand 
increases for heating oil and 
propane. 

News media begin to air or 
publish shortage stories 
regularly. Public asks for 
temperature controls for business 
and industry. 

Demand from other countries 
draws product away from the 
U.S. 

Supplies diminish as demand for 
heating oil increases. Prices 
increase significantly. 

News media begin to use the 
words “energy crisis.” 

Interstate generation capacity is 
strained by wide area 
severe weather (cold or heat) 

Utilities curtail load leading to 
brownouts and threat of 
blackouts. Actions are covered in 
the General Load Reduction Plan 
(GLRP) 

Media coverage likely. Public 
tolerates mild inconvenience. 
Economic impact felt. Officials 
ask for explanations. 

Growing numbers of low-income 
customers have difficulty paying 
for fuel. Natural gas interruptions 
increase, thereby putting 
additional pressure on the 
heating oil and propane supply. 

Requests for federal Low-Income 
Heating Program (LIHEAP) 
assistance increase and State 
agencies receive calls from 
individual households for help. 

News media begin to cover 
energy problems several times a 
week. Low-income advocates 
demand help. Volunteer 
programs accelerate. 

Table 2-2 Moderate Shortage 

During a moderate energy shortage the Energy Assurance Team will: 
� Continue all monitoring and determination actions 
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� Coordinate with energy providers to classify energy disruption’s magnitude and 
expected duration  

� Coordinate with energy providers to determine appropriate voluntary 
interventions 

� Provide updates to the State Energy Office leadership team, as appropriate 
� Alert North Carolina Emergency Management and coordinate with the State 

Emergency Response Team (SERT), if activated. 

2.2.2.3 Severe Shortage 

A severe shortage is an acute reduction in energy supplies (15% or more) which may 
last for one month or more. The volumes of petroleum or natural gas products pushed 
via pipeline may be reduced. Pipelines may be inoperable due to lack of electricity or 
logistical support. Natural gas nominations may fall more than 20% due to weather, 
interstate pipeline failure or production problems. Severe damage to the electrical grid 
may produce outages lasting several weeks. The table below details some of the 
conditions, impacts and media/public interactions that may occur during a severe 
shortage. 

Conditions (in addition to 
previous phase; one or more 

may apply 

Probable Impacts Observed Media/Public Relation 

Regional and state fuel 
dislocation is brought on by 
Hurricane-scale storms; 
extended, widespread, winter 
cold; embargo or terrorist acts. 

In peak driving seasons, gasoline 
stations curtail operating hours 
and motorists form lines to 
purchase available fuel 
regardless of price. 

Government may be criticized for 
not acting quickly enough. 

Prices do not level off but 
continue to rise. 

During winter months, 
noncontract customers have 
serious difficulty locating heating 
oil even if they can afford it. 

Fuel issues are reported 
regularly by the media; rumors 
are abundant. 

Local product storage is 
extremely low or exhausted. 

Petroleum fuel hoarding is 
observed. 

Regulated energy company 
officials are called upon to 
explain the shortage. 

Dealers are on less than 75% 
allocation and have difficulty 
maintaining contract delivery. 

Suppliers sharply reduce 
allocations to dealers and 
dealers cannot manage customer 
inquiries. 

Some consumption is reduced as 
users turn to alternatives or go 
without. 

Shortages are regional and 
possibly broader. 

Government agencies are called 
upon to provide relief. 

The public is willing to tolerate 
intervention such as odd/even 
gasoline purchase days and will 
respond to calls for voluntary 
conservation such as car-pooling 
or reliance on mass transit. 

Firm gas contract supplies fall 
below 80% of normal. 

Industrial customers face 
ongoing higher fuel cost. 
Commercial customers are 
asked to curtail hours. Some 
residential customers are 

Economic impact noted. Media 
attention likely. Public will 
demand mandatory temperature 
control measures for commercial 
and government facilities. 
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displaced from homes in cold 
weather. 

Energy company officials 
questioned by public authorities. 

Long term power problems due 
to fuel prices or lack of fuel, 
weather or infrastructure failure. 

Rolling brown and blackouts 
occur. 

Media attention constant. 
Economic impact noted. 

Low-income families require 
significant assistance to obtain 
fuel. 

Economic dislocation occurs. The danger to vulnerable citizens 
is featured in the media. 

Table 2-3 Severe Shortage

During a severe energy shortage the Energy Assurance Team will: 
� Continue all monitoring and determination actions 
� Coordinate with energy providers to classify energy disruption’s magnitude and 

expected duration  
� Coordinate with energy providers to determine appropriate mandatory 

interventions  
� Provide updates to the State Energy Office leadership team, as appropriate 
� Alert North Carolina Emergency Management and coordinate with the State 

Emergency Response Team (SERT), if activated. 

2.2.3 Phase III - Action and Feedback 

Planners must be aware of energy interdependencies and how shortages in one energy 
sector can produce cascading effects in others. The combination of these factors may 
affect daily traffic patterns, operation of public safety services, water and sewer 
operations, or financial operations. Petroleum shortages may cause widespread panic 
as people are unable to secure fuel at a price they are willing to pay, or where retailers 
are unable to pump fuel due to electrical outage. Natural gas disruptions can have 
similar effects on consumers as the commodity is widely used for climate control, 
cooking, electric generation and industrial operations. Policy options will be evaluated 
and recommended for implementation once an energy disruption has been identified, 
verified, and categorized. Once a policy option is implemented it must be monitored to 
evaluate its effectiveness. The SEO will communicate with appropriate stakeholders to 
ascertain the performance of implemented policies and to collect feedback and 
recommendations for corrective action. Figure 2-6 is a pictorial representation of Phase 
3 Action and Feedback process. 
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Figure 2-6: Action and Feedback 

2.2.4 Phase IV - Recovery and Lessons Learned 

The SEO will contact all relevant stakeholders to survey and evaluate the emergency 
response of each stakeholder in an “after-action” report. Some items of interest will 
include, but are not limited to, solution effectiveness, timely implementation of the 
solution, and recommendations to improve response efficiency and effectiveness. The 
aggregated results will be vetted by the SEO and the relevant information may be 
incorporated into the Energy Assurance Plan.  

2.3 Types of Energy Shortage 

2.3.1 Electricity 

In North Carolina, each electricity retailer is responsible for the generation, transmission 
and distribution of power to their customers. The operator of the particular energy 
commodity is responsible for the management and restoration of the resource. Each 
IOU files a restoration plan with North Carolina Utilities Commission (NCUC). Municipal 
power providers are an exception to the NCUC filing requirement.  Municipal power 
providers are responsible to their governmental owners (North Carolina Utilities 
Commission).  

2.3.1.1 Planned Outages 

Electricity supplies may fail to meet demand due to planned or unplanned outages. 
Planned outages sometimes occur due to routine maintenance and upgrades of 
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transmission or distribution equipment such as lines, poles, or transformers. The 
duration of planned outages generally ranges from a few minutes to several hours. 
Traditionally, advance notice is provided to utility customers and the outages occur in 
accordance with the rules and regulations of the NCUC. If conditions are such that the 
supply of electricity is in jeopardy, the provider may institute curtailment measures. 
Providers are required to submit curtailment plans to the NCUC for approval. If an 
electricity provider must implement load-shedding procedures to offset a power 
deficiency, the utility must comply with the Rules and Regulations of the NCUC, Chapter 
8, Electric Power and Light, Article 7, “Power Reliability.”   Additionally, the IOUs must 
call the NCUC to report the following: 

• A decision to issue a public request to reduce customer demand load.
• Actions to reduce customer demand load by reducing voltage to maintain an

adequate bulk electric power supply.
• Actions to reduce firm customer loads by manual switching, automatic load-

shedding devices, or any other means to maintain an adequate bulk electric
power supply.

• Any loss in service for 15-minutes or more of bulk electric power supply to
aggregate loads in excess of 200,000 kilowatts (kW).

• Outages in bulk power supply facilities, accidents to system facilities, delays in
construction or substantial delays in repairs following unscheduled outages that
are of consequence on a regional or State basis, or which may constitute an
unusual hazard to the reliability of electric service.

2.3.1.2 Unplanned Outages 

Unplanned outages may occur due to adverse weather conditions, equipment failure, 
accidents, intentional damage, or system overloads.  Once the cause of an unplanned 
outage is determined and the conditions are safe, crews will begin corrective action and 
restoration activities per the restoration plan provided by the IOUs.   

There are some typical actions associated with a reduction of electrical power. In the 
event of power loss, an additional electrical supply may be procured according to the 
provider’s operations plan. The provider may attempt to procure energy from its sources 
or may attempt to purchase electricity from other entities. If sufficient energy cannot be 
procured, the provider will institute a series of actions that will alleviate the situation. In 
many cases, the IOUs may have agreements with the surrounding providers to assist in 
the restoration of services. For example, if a widespread electrical problem occurred, 
there may be an understanding within the IOUs parent organization to respond and 
assist in the restoration. This action has historically been seen after widespread outages 
after hurricanes. In the case of the North Carolina Electric Membership Cooperatives 
(EMC) or Municipal Power Providers (Electricities), restoration activities will occur 
between the municipal utility manager and the large scale energy provider. IOU’s 
continually update the NCUC on restoration activities. When possible, the IOU’s 
communicate similar information the SERT. 
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Appeals for voluntary customer demand load reduction or mandatory load reduction 
may be implemented if the electrical supply cannot be restored in a reasonable amount 
of time. The Energy Policy Council (EPC) and SERT will advise the Governor on an 
appropriate course of action.  In the event of a mandatory reduction, the Governor 
would declare an “Emergency” and notify the Legislative Council of the relevant 
emergency orders, rules and regulations. 

The State Energy Office’s monitoring activities are detailed in the Disruption Tracking 
Process, located in Chapter IV.  

2.3.2 Natural Gas 

Local distribution companies (LDC) are responsible for the distribution of natural gas to 
their customers. The regulatory agency that addresses statutory requirements of the 
LDC’s is the North Carolina Utilities Commission (NCUC). The SEO will communicate 
with the LDCs and the NCUC. The operator of the particular energy commodity is 
responsible for the management and restoration of the resource. If a natural gas 
shortage or interruption should occur, the LDC, under Rule R6-19.2 of the Rules and 
Regulations of the NCUC, will implement a curtailment of service. The LDC will attempt 
to ensure the residential sector maintains service wherever possible. The curtailment 
will initially occur with the customers paying the least margin per dekatherm in the 
affected area.  

If the natural gas supply cannot be restored in a reasonable amount of time, appeals for 
voluntary customer demand load reduction or mandatory load reduction may be 
implemented. The EPC and SERT will advise the Governor on an appropriate course of 
action.  In the event of a mandatory reduction, the Governor would declare an 
“Emergency” and notify the Legislative Council of the relevant emergency orders, rules 
and regulations. 

The State Energy Office’s monitoring activities are detailed in the Disruption Tracking 
Process, located in Chapter IV.  

2.3.3 Petroleum 

Interstate pipelines deliver the majority petroleum consumed within North Carolina. The 
operation of these pipelines is dependent upon the electrical grid to power the pumps 
that push product. Petroleum terminals are dependent upon power from the electrical 
grid to move product within their facilities and to transfer fuel for ground transportation. 
The Jobbers are dependent upon both the pipeline to deliver fuel to the terminal and the 
terminal to deliver fuels to their tanker trucks. Retail marketers are dependent upon the 
jobbers to deliver the product, and are therefore dependent upon the ground 
transportation network within the state. Consumers are dependent upon the entire 
transmission and distribution system to service their petroleum needs.  

In times of petroleum shortages, the SEO is the principal coordinating agency that will 
liaise with the petroleum industry to determine the cause of the shortage. The SEO will 
identify any assistance the state may offer to the petroleum industry. Once the 
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disruption is verified and it has been determined to have a lasting impact on consumers, 
the SEO may suggest that voluntary or mandatory actions be implemented. The Energy 
Policy Council (EPC) and SERT will advise the Governor on an appropriate course of 
action.  In the event of a mandatory reduction, the Governor would declare an 
“Emergency” and notify the Legislative Council of the relevant emergency orders, rules 
and regulations. 

The State Energy Office’s monitoring activities are detailed in the Disruption Tracking 
Process, located in Chapter IV.  

2.3.4 Energy Disruption Impacts 

2.3.4.1 Mild disruptions 

Electricity-There may be no readily observable effects of a mild electricity disruption as 
this type of disruption may be localized and the result of downed power lines.  If the 
state experiences a reduction in the flow of electricity, the IOU will likely perform internal 
load management activities and notify the appropriate authorities.  

Natural Gas-The majority of the state is supplied by a single pipeline (Transco). In a 
sole supplier situation, even a mild disruption is likely to be recognized.  The extent to 
which the disruption is felt may be driven by the season. If the disruption occurs during 
the heating months, the disruptions effects may be more severe in the residential 
sector. Conversely, if the disruption occurs during the cooling months, the electric 
generation sector may notice a reduced supply of natural gas. The some IOU’s use 
some natural gas for combustion turbine (CT) intermediate generation. Ultimately, 
consumers may see the disruption affect their electric bills, as IOUS pass along cost 
increases from higher gas prices or switch to less economical alternative fuels. If a 
disruption is severe, it is likely that the pipeline and LDC’s will curtail customers until it is 
rectified. If the LDC’s must curtail customers, curtailment will occur in accordance with 
Rule R6-19.2 of the Rule and Regulations of the North Carolina Utility Commission.  

Petroleum –There may be allocations at the pipeline, non-contracted retailers may 
experience a reduction in available product and if they can obtain product, they will do 
so at a premium. Contracted retailers may be on allocation. The transportation sector is 
likely to feel the effects of even a mild disruption. The transportation sector is the 
primary consumer of petroleum products. Motor fuel prices are sensitive to the forces 
acting on supply and demand. This sensitivity is likely to produce increasing prices 
during and following a disruption. Of the petroleum products supplied to North Carolina 
82% is in gasoline products and 17% is in diesel products. Some factors that will affect 
the petroleum market are geopolitical events, pipeline or refinery disruptions, or severe 
weather events in producing or refining regions. 

2.3.4.2 Moderate disruptions 

Electricity- A moderate electricity disruption may result in a reduction in service and 
request for either voluntary or mandatory conservation measures. Residential and 
commercial customers are likely to feel the effects of this type of disruption as they are 
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very dependent upon the delivery of electricity for daily operations. The impacts of this 
type of disruption may be seasonal.  A reduction in the resources available to generate 
electricity may cause instate generation may be at or near their maximum potential. 
There may be a reduction in the interstate flow of electricity.  

Natural Gas- The effects of a moderate natural gas disruption may be observed if 
supplies fall 5% below the month-on-month annual supply levels or below the five-year 
average.  The effects of a shortage may be identified as an increase in the spot and 
retail prices. The increase in the retail prices Low income customers may be vulnerable 
to price increases if disruptions occur during the heating months.  

Petroleum – The effects of a moderate petroleum disruption may be realized in a 5% 
reduction in the month-on month supply when compared to the previous years or five 
year average. The fundamentals of supply and demand may cause the retail sector to 
see an increase cost associated with deliveries or shipments of finished products. The 
increased costs will likely be passed on to the consumer in the form of increased pump 
prices.  If the supply reduction is persistent, Local petroleum delivery companies may 
not be able to procure product, due to either an increased cost of fuel and/or the 
reduced availability. Pump prices will have increased 10-15% (for example, if gas is 
$3.50 per gallon, and increase to $3.85-$4.02 per gallon may be observed). The effects 
maybe observed in a reduction in consumer spending and vehicle-miles travelled. 

2.3.4.3 Severe disruptions 

Electricity- If a severe electric supply disruption occurs rolling blackouts may be 
observed. Commercial, industrial, transportation and residential customers will likely feel 
the effects in this type of disruption as they may be required to implement voluntary and 
mandatory measures. Health and public safety organizations may be required to use 
standby generation. Those with electricity may be asked to reduce climate controls and 
the commercial industry may limit operating hours. The IOU may report the use of 
reserve generation, decreased level of stocks and announce planned curtailments or 
system outages.  

Natural Gas- If a severe disruption affects the natural gas industry, the impacts and 
impacted parties will vary based on the season. If in the winter months, the residential 
sector may be directly affected and during the summer months the residential sector 
may be indirectly affected. The commercial, industrial, transportation and residential 
customers will likely feel the effects in this type of disruption as they may be required to 
not only implement voluntary measures, but mandatory measures as well. There may 
be an increased throughput at shelters for those seeking heat in the winter months.   

Petroleum –In severe petroleum disruption there may be some fuel stations without 
product for extended periods of time. Those stations that do have product may see long 
lines at their gas pumps and increased prices. Retailers and motorists may be required 
to implement both voluntary and mandatory measures. There may be an increase the 
use of carpools and public transportation. Some consumers may engage in fuel 
hoarding.   
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2.3.5 Restoration Priorities 

2.3.5.1 Electricity 

Each electricity provider has their own plan to respond to and to restore electricity to 
their customers. Each utility is required to file their restoration plan with the North 
Carolina Utility Commission (NCUC). If electrical lines are damaged, the utility will likely 
follow an accepted protocol which begins with an assessment of the disruption. 

The utility may use logical troubleshooting to determine what type of problem is 
affecting the system, shortage or disruption. If the utility determines that it is not 
producing enough energy to support its customers’ needs, a business decision to 
acquire more electricity will be made according to the utilities internal protocol. If the 
utility cannot produce or obtain a sufficient amount of electricity, they may implement 
load management steps such as voltage reductions or rolling blackouts. If the utility is 
producing enough electricity and a physical disruption is suspected the following 
general steps could be followed. 

The utility will determine if conditions are safe enough to work on restoration. If 
conditions are not safe, such as downed power lines, the utility may need to further 
reduce service in order to make the conditions safe for restoration crews. If the utility 
must temporarily reduce its service, it will notify critical facilities, such as hospitals or 
public safety complexes, of the temporary reduction.  Once conditions are determined 
safe restoration activities may begin. Restoration may occur according to the utilities 
restoration plan that was submitted to the North Carolina Utilities Commission (NCUC). 

2.3.5.1.1 Priorities 

To restore power in any community, utility companies generally begin with the 
equipment that serves the greatest number of customers and work through the 
remainder of their system in the same manner. Usually work begins with the 
transmission system and works through the distribution system until the final customer’s 
electricity is restored.  Priority is usually given to critical facilities and infrastructure. 
Some examples of critical facilities are: public health facilities, hospitals, fire 
departments, law enforcement, emergency shelters, and nursing homes.  Some 
examples of critical infrastructure are: water treatment and pumping stations, sewage 
treatment and pumping stations, and schools.  Special-needs customers, such as those 
who are identified as medical alert customers, receive priority restoration whenever 
possible. However, special needs customers should have a contingency plan for 
widespread or persistent disruptions. 

Typical steps taken to restore power: 

Pre-Restoration Activities 

� Assess the damage 
� Open company emergency centers and repair facilities 
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Source: Progress Energy, http://progress-energy.com/aboutenergy/stormcentral/stormtips/diagram.asp 

Figure 2-7 Restoration Diagram 

� Notify public safety, neighboring utilities, ISO’s, and regulatory entities 
� Determine how many crews and where they are needed 
� Deploy repair crews, if needed, request additional repair crews 
� Inform media and assure customers 
� Inform State Government and provide updates 

Restoration Activities 

� Repair Transmission lines, towers, and other distribution equipment 
� Repair distribution substations 
� Repair main distribution lines or feeders (from Substations to customers) 
� Repair tap lines, poles and associated equipment as required 
� Repair service lines to individual customers 
� Verify restoration and report completion to appropriate entities. 
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2.3.5.2 Natural Gas 

Each natural gas local distribution company (LDC) has their own plan to respond to 
disruptions and to restore service to their customers. Each LDC is required to file their 
restoration plan with the North Carolina Utility Commission (NCUC). If distribution lines 
are damaged, the utility will likely follow an accepted protocol which begins with an 
assessment of the disruption. 

The LDC may use logical troubleshooting to determine what type of problem is affecting 
the system, shortage or disruption. If the LDC determines that it is experiencing a 
supply shortage, curtailment activities may occur until it can acquire more supply. 
Supply increases will be dependent upon the successful operation and ability of the 
interstate system to deliver to the LDC or the LDC’s ability to use stored gas as a 
supplement to the flow.  

If system wide curtailment activities must be implemented, it will be done in accordance 
with Rule R6-19.2 of the Rule and Regulations of the North Carolina Utility Commission. 
In general terms the rule states that if curtailment must occur, it will do so with the 
customers paying the least margin per dekatherm. If conditions are such that the 
disruption is geographically centered, then curtailment by margin will only occur with 
those in the affected area. For further information on curtailment, please see the NCUC 
Rule R6-19.2 by activating the link. 

If the LDC suspects a physical disruption or a physical disruption is reported to the LDC 
the following general steps could be followed. 

The LDC will determine if conditions are safe enough to work on restoration. If 
conditions are not safe, such as ruptured line, the LDC may need to further reduce 
service in order to make the conditions safe for restoration crews.  

2.3.5.2.1 Priorities 

To restore service in any community, LDC’s generally begin with the lines that serve the 
greatest number of customers and work through the remainder of their system in the 
same manner. Usually work begins with the interstate transmission lines and intrastate 
distribution lines then moves towards the compressor stations and works through the 
distribution system until the final customer’s service is restored.   

Pre-Restoration Activities 

� Assess the damage 
� Open company emergency centers and repair facilities 
� Notify public safety, neighboring LDC’s and regulatory entities 
� Determine how many crews and where they are needed 
� Deploy repair crews, if needed, request additional repair crews 
� Inform media and assure customers 
� Inform State Government and provide updates 
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Restoration Activities 

� Repair inter- and intra-state transmission lines and compressor stations. 
� Repair local distribution lines 
� Repair service lines to individual customers 
� Verify restoration and report completion to appropriate entities. 
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3.1 Energy Interdependencies 

Energy is essential to the health, safety, and welfare of the people and the economy of 
North Carolina. The energy system is complex and there are many interdependencies 
between different sources and delivery methods. The North Carolina State Energy 
Assurance Plan addresses certain elements of critical infrastructure such as electricity, 
natural gas, nuclear, and petroleum. The plan examines the energy consumption of the 
commercial, industrial, residential and transportation sectors of the state’s economy. 
Each sector is dependent upon another sector for a successful outcome. The 
geographic, logical and cyber interdependencies will be explored in this chapter.  

Geographic interdependencies are produced by North Carolina’s dependence on 
common corridors to import energy or information services into the state. These 
corridors include petroleum pipelines, electric transmission lines, telephone lines, 
railways and highways. For example the electric generation industry relies on the 
delivery of coal for use in coal generation plants. Coal is delivered via rail transport, 
which is powered by petroleum product. Petroleum is transported on a pipeline that 
requires electricity to operate it pumping stations. Figure 3-1 is illustrates geographic 
interdependencies. 
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Figure 3-1 Geographic Interdependencies

Logical dependencies are dependent upon the successful operation of a seemingly 
unrelated variable. An example of a logical interdependency is the relationship between 
electric generation and the financial markets. In order to generate electricity, the 
generating agency must acquire resources through a purchase process; that process 
requires both funding and finance mechanisms. Regional, national, and international 
financial markets can affect commerce within North Carolina (NC). North Carolina is 
home to three of the nation’s largest financial institutions: Bank of America, Wachovia, 
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and Branch Banking and Trust Company (BB&T). The late-2000s financial crisis 
demonstrated that no entity is truly immune to financial market turmoil. Fluctuations in 
the value of the U.S. dollar relative to other world currencies can have dramatic effects 
on retail energy prices, which affect almost every sector of economic activity. Petroleum 
markets are especially dependent upon the financial market. Petroleum is traded in U.S. 
dollars, so the value of petroleum is directly tied to the value of the U.S. dollar. 
Petroleum becomes more affordable for foreign buyers when the value of the dollar 
declines relative to other currencies, which drives up global demand and increases 
domestic pump prices. Figure 3-2 illustrates logical interdependencies. 

Figure 3-2 Logical Interdependencies

Cyber-interdependency describes how disruptions to one or more sector of the energy 
infrastructure can affect other sectors through information technologies. Over the past 
twenty years the state of NC has transitioned from a traditional economy based on 
tobacco, furniture and textiles to an economy that is driven by knowledge-based 
enterprises including advanced manufacturing, software and information technology, 
bio-pharmaceuticals and financial services. North Carolina has positioned its economy 
to compete at an international level, meaning these sectors and their energy demands 
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will continue to grow in the state. The IT infrastructures of these industries require 
reliable and plentiful electricity to power their data-intensive operations. If NC’s 
electronic commerce or information communication systems are compromised or 
denied, the state could suffer considerable economic losses. Figure 3-3 illustrates cyber 
interdependencies. 

Figure 3-3 Cyber Dependencies

3.2 North Carolina Demographics 

• NC Civilian Labor Force, 4.6 million, U.S. Rank 11th (2009)
• NC Population – 9.54 million, U.S. Rank 10th (2010)
• NC Per Capita Personal Income, $36,334, U.S. Rank 36th (2009)
• NC Gross Domestic Product $400.2 billion in 2009, U.S. Rank 9th

The population of NC is expected to grow from 9.4 million in 2009 to 12 million in 
2025(EIA, 2009).  North Carolina’s energy consumption may follow its population 
growth.  It appears as if the economic downturn of 2008 started to show a reduction in 
electricity consumption, Figure 3-4 illustrates a projected increase within the next 15 
years.  
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Figure 3-4 NC Electricity Sales Forecast 2008-2025

The population in NC has grown significantly over the past 110 years. The growth 
during the period from 1990-2000 is estimated at 21%, while the growth from 2000-2010 
is estimated at 18.5% per Figure 3-5. 

Figure 3-5 North Carolina Population 1900-2010 
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The five fastest growing counties are: Mecklenburg; Wake; Guilford; Forsyth and 
Cumberland counties as shown in Figure 3-6.  The increase in population has 
contributed to rapid growth in housing stock. The US Census estimates that housing 
stocks grew at a rate of 24% from 1990-2000 which corresponds to a population 
increase of that same interval.  Housing stocks grew at a rate of 20% from 2000-2010. 
Compared to national averages, NC has a greater number of single-family detached 
homes and mobile homes and fewer multi-family apartment buildings. Much of the 
State’s housing is geographically dispersed, with a lower overall housing density 
contributing to higher energy consumption.  

Single 
Family 
Detached 

Single 
Family 
Attached 

Apartment, 

2-4 Units 

Apartment, 

5 or more 

Mobile 
Home 

Other 

U.S. 61.5% 5.8% 8.2% 17.8% 6.6% 0.1% 

North 
Carolina 

65% 3.8% 4.8% 12.3% 14% 0.1% 

Table 3-1 Housing Demographics – Source (United States Census Bureau, 2010) 

The U.S. Energy Information Administration (EIA) breaks energy consumption down 
into four sectors: commercial, industrial, residential, and transportation. The energy 
demands of each sector vary considerably. Understanding these four sectors of NC’s 
energy demand profile will assist planners in developing a plan for future growth to 
overcome unexpected disruptions or shortages in supply.  

Figure 3-6 North Carolina's Top Five Growth Counties 2000-2009 
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3.2.1 Residential Sector 

The Residential Sector includes single and multi-family homes, mobile homes, and 
apartments. It does not include institutional living situations such as correctional 
facilities, military barracks, assisted living facilities, nursing homes, or college 
dormitories. The sector is highly dependent on electricity for heating, ventilating, air 
conditioning (HVAC), lighting, cooking, refrigeration, and entertainment.  The majority 
of NC’s housing stock is owner occupied.  According to the 2010 American Community 
Survey, 67.2% of all homes are owner-occupied, while 32.8% are renter-occupied.  
Approximately 84.7% of the housing stock is occupied, while 15.3% is vacant. 
Approximately 21% of housing units are in multi-family structures.  

Retail electricity purchases account for approximately 58.1% of home heating fuel 
expenditures.  Natural gas sector is gaining deeper penetration into the residential 
sector.  According to a report issued by the EIA, Energy Outlook 2010, a majority of 
residences in NC use natural gas heat, electric central heat/pump air conditioning, 
natural gas hot water heaters, and electric cooking devices.  Conversely, coal and 
kerosene consumption are negligible.   

Description North 
Carolina 

Nation 

Housing Units 4,327,528 131,791,065 

Homeownership Rate 69.5% 66.9% 

Multi-Unit Structures 16.8% 25.9% 

Household 3,132,013 116,716,292 

Persons Per Household 2.48 2.58 

Persons under 5-yrs old 6.6% 6.5% 

Figure 3-7: NC Energy Consumption per Sector (Source: EIA, 2010)
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Persons under 18-yrs old 23.9% 24.0% 

Persons 65-yrs or older 12.9% 13.0% 

Median Household Income $43,753 $49,445 

Persons Below Poverty 
Level 

16.2% 15.3% 

Table 3-2: Demographics (Source: US Census Bureau 2010) 

3.2.2 Commercial Sector 
The EIA defines the Commercial Sector to include “service-producing facilities and 
equipment of businesses; Federal, State, and local governments; and other private and 
public organizations, such as religious, social, or fraternal groups. The commercial 
sector includes institutional living quarters. It also includes sewage treatment facilities.”   
EIA estimates that within the sector, approximately 20% consists of retail spaces, 17% 
office spaces, 13% educational facilities, 9% health care facilities, 8% in lodging such as 
hotels, dorms and assisted living facilities, with the remainder being accounted for in 
smaller categories. Common energy uses in this sector are water heating, interior/ 
exterior lighting, HVAC, telecommunications and other equipment (EIA, 2010).  

The commercial sector is highly dependent upon retail electricity.  Approximately 79% of 
energy consumed by the commercial sector in 2009 was electricity and 16% was 
Natural Gas (U.S. Department of Energy, 2009). The commercial sector depends on 
access to affordable and reliable electrical power, spending approximately $3.4 Billion 
on retail electricity in 2007.   

In the South Atlantic region, the EIA estimates that energy use in the commercial sector 
is dominated by HVAC (53% of the total) and lighting (25%). Table 3-3 Commercial 
Sectors Electric End Use (Source EIA 2003) details the percentage of the total usage of 
energy within the commercial sector. 

Energy Use Percentage of the total use 
Lighting 25% 
Space Heating 22% 
Cooling 13% 
Ventilation 8% 
Water Heating 8% 
Refrigeration 8% 
Cooking 3% 
Computers 3% 
Office Equipment 1% 

Table 3-3 Commercial Sectors Electric End Use (Source EIA 2003) 
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North Carolina is positioning itself to be a national leader in information technology (IT) 
and host for data center operations. One of the major factors in where to site a data 
center is the availability of affordable and highly reliable electricity. Data centers are 
electricity-intensive operations that operate 24/7 and may demand as much as 10 times 
electricity per square foot as the average commercial space. North Carolina’s electrical 
generation and distribution infrastructure could see significant demand increases as 
existing firms expand and additional companies establish new facilities.  

North Carolina is home to several of the nation’s largest national financial institutions 
and information technology (IT) companies.  Financial institutions include Bank of 
America, Wells Fargo (East Coast Division), Branch Banking and Trust Company 
(BB&T), and the Royal Bank of Canada (RBC Centura).  IT companies with operations 
in NC include IBM, Red Hat, SAS, Microsoft, and Cisco (Duke, 2004).  The continued 
financial solvency of these corporations depends on a consistent flow of power to 
support their daily operations.  In turn, NC relies on their continued contribution to 
promote the success of the state economy.   

The U.S. Census provides several data sets that examine employment within NC. The 
following discussion focuses on the Finance and Information industries as identified 
under the North American Industrial Classification System (NAICS) categories of 
Finance (NAICS Code 52) and Information (NAICS Code 51). The total number of 
finance firms (NAICS Code 52) operating in NC grew a rate of 24% from 1998-2002. 
During the same period, the rate of employee growth was estimated at 40%.  

The total number of firms doing business in the state associated with information 
technology (NAICS Code 51) grew by 5% during the period of 1998-2002. During the 
same period, the rate of employee growth was estimated at 16%. These growing 
industries are dependent upon the delivery of electricity to perform to perform daily 
operations such as the electronic transfer of data associated with banking, finance, or 
credit/debit card transactions.  

A 2004 Federal Reserve article titled U.S. Consumers and Electronic Banking, 1995–
2003, describes the increasing use of electronic banking.  In 2003 at least 70% of 
Americans used direct deposit for their salary or other monetary benefits such as social 
security insurance. The rates of acceptance of ATM and debit cards have increased 
significantly. Consumer use of debit cards increased from 20% to 54% from 1995-2001 
(Anguelov, Hilgert, & Hogarth, 2004).  

It is assumed that the number of credit card users will increase over time. The Federal 
Reserve estimates that the percentage of Americans owning at least one credit card 
increased from 51% in 1970 to 73% in 1998 (Durkin, 2000). Studies of consumer 
behavior indicate an increasing tendency to use debit and credits cards to purchase 
goods and services. Robust and secure financial and IT sectors are necessary to 
support these trends. These sectors are dependent on stable and constant supplies of 
electricity.   

Power quality is a significant challenge to the commercial industry as well as NC’s 
infrastructure in general. The majority of grid failures within NC are weather related as 
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indicated in Table 3-4 (U.S. Energy Information Administration, 2010).  Approximately 
30% of all power outages are lightning-related with annual repair costs approaching $1 
billion dollars.  The U.S Department of Energy estimates that each year power failures 
produce $25 billion dollars of economic losses nationwide (U.S Department of Energy).  

DATE UTILITY CO AREA AFFECTED REASON LOSS 
in MW 

CUSTOMERS 
AFFECTED 

8/27/2011 NCEMPA Wilson County Hurricane Irene 2 1200 
8/27/2011 NC EMPA Eastern NC Hurricane Irene 200 136000 
8/27/2011 Dominion  NC an VA Hurricane Irene Unk 1000000 
8/27/2011 Progress Energy Eastern NC Hurricane Irene Unk 284465 
6/18/2011 Duke North and South 

Carolina 
Severe Weather 300 70000 

6/15/2011 Duke Piedmont, NC Severe Weather 300 70135 
5/11/2011 Duke Charlotte Severe Weather 0 1000 
4/16/2011 Progress Energy Eastern and Central NC Tornado's unk 

4/5/2011 Duke Eastern and Central NC Storms 1200 220000 
10/25/2010 Duke Statewide Storms 13400 
9/30/2010 Progress Energy Eastern Region TS Nichole 14858 

9/3/2010 Dominion  N/E coastal NC Hurricane Earl 1600 
9/3/2010 Tideland EMC Ocracoke Island Hurricane Earl 
6/9/2010 NCEMPA Edenton Transmission 

System 
N/A 4196 

4/27/2010 NC Eastern Muni Pwr 
Agency 

Rocky Mount Transmission 
System 

N/A 29376 

2/6/2010 Dominion  Virginia, North Carolina Winter Storm 600 104736 
2/5/2010 Duke Energy North and South 

Carolina 
Winter Storm 500 74000 

12/18/2009 Progress Energy Western North Carolina Severe Weather N/A 47000 
11/12/2009 Dominion  Southeastern Virginia, 

Northeastern North 
Carolina 

Tropical Storm 
Ida 

400 335000 

1/7/2009 Duke Energy Piedmont of North and 
South Carolina 

High Winds 300 70000 

Table 3-4 NC Energy Disruptions 2009-2011

3.2.3 Industrial Sector 

North Carolina is transitioning from an agriculture and manufacturing-centric economy 
to a knowledge-based economy. However, there are still industrial operations within the 
state.  The EIA defines the Industrial Sector as “an energy-consuming sector that 
consists of all facilities and equipment used for producing, processing, or assembling 
goods.”  In other words, organizations that process raw materials and manufacture 
products comprise the industrial sector. There are significant aerospace, biotechnology, 
pharmaceutical, chemical, plastic, furnishings, textile and information technology 
operations thriving in NC (North Carolina Department of Commerce, 2010).  

Industrial Sector energy consumption is dominated by petroleum products (45%) 
followed by 32% in electricity and 18% in Natural Gas. Industrial energy consumption is 
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primarily associated with manufacturing processes, heating, and cooling.  The industrial 
sector is dependent upon the transportation sector to acquire inputs and bring finished 
products to market. 

3.2.4 Transportation Sector 

The Transportation Sector consists of the vehicles that transport people or goods from 
one location to another.  This includes personal vehicles, trucks, trains, buses, aircraft, 
pipelines, and ships. The commercial and industrial sectors are dependent upon 
transportation to sustain their activities. 

North Carolina is located 
in the Petroleum 
Administration for 
Defense District 1C 
(PADD-1C) along with 
five other southeastern 
states. The following EIA 
data examines 
transportation sector 
energy consumption 
within PADD-1C. Motor 
fuels constitute the 
overwhelming majority of 
energy consumed by the 
transportation sector. 
74% of the sector’s fuel 
use is motor gasoline 
(inclusive of regular, mid- 
and premium grade gasoline), 20% distillates and 4% jet fuel. The on-road category is 
sub-divided into highway use, non-highway and military use. 

Highway Use 

Light-duty vehicles dominate the highway-use segment by consuming about 76% of 
the sector’s fuel as per Error! Reference source not found.. Light duty vehicles 
consist of light trucks (53%) and passenger cars (47%). The segment includes 
motorcycles but their aggregate consumption is negligible.  In the freight segment, 
large freight trucks (above 26,000 pounds) use about 82% of fuel usage and light 
freight trucks use approximately 18%. 

Non-highway Use

The non-highway sector is comprised of the aviation, water, rail, lubricant and pipeline 
sectors. Not counting the lubricant and pipeline operations, aviation dominates the 
sector (about 56% of total) while water-borne transportation at 31%, and rail at 13%.  

Figure 3-8 Energy User by Mode and Type South East Census Region (Source:
Table 45, EIA Energy Outlook 2010)
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The demand for transportation energy resources is increasing as the population of 
North Carolina continues to increase, similar to what has been seen in the housing 
sector. Population and the number of licensed drivers have increased at similar rates, 
as illustrated in Figure 3-9.   

The number of registered vehicles has increased along with the number of licensed 
drivers, per Figure 3-10. However, there appears to be a decoupling effect somewhere 
around the 2008 period whereas the total number of vehicles appears to be 
decreasing while the population continues to increase. 

Figure 3-10: NC Population and Registered Vehicles, 1900-2010 (Federal Highway Administration, Annual Highway 
Statistics) 

Figure 3-9: North Carolina Population and Licensed Drivers

3-12 



It is important to consider the relationship between the fuel efficiency of vehicles and 
the increased fuel consumption due to an increasing population, number of licensed 
drivers, and registered vehicles within NC. Figure 3-11 shows an increase in 
population over time measured in millions and a similar pattern of taxed fuel measured 
in billions of gallons. It appears as if the efficiency is remaining on a steady course 
while the population, number of licensed drivers and registered vehicles continue to 
increase. This may ultimately lead to increased demand for gasoline and diesel 
products. 

Figure 3-12 illustrates that vehicle miles traveled (VMT) have increased over time.  N 
residents traveled over 102 billion VMTs in 2010. The increase in VMTs may be 
attributed to several factors including improved highways, urban sprawl, and a thriving 
economy prior to the December 2007 recession.  It should be noted that over a period 
of 50 years the only decreases in VMTs followed the energy crises in the 1970s and 
the economic downturn in 2008.  

Figure 3-11: NC Annual Taxed Fuel vs. Population 1950-2010 (Source: Federal Highway Administration and U.S. 
Census Bureau) 
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Vehicle fuel efficiency has not increased consistently over time. Although efforts have 
been made to improve fuel efficiency for passenger cars, Figure 3-13 demonstrates that 
the average fuel economy of the national fleet remains below 25 miles per gallon.  This 
slow increase in overall vehicle efficiency may have some effect on the overall 
increased consumption of transortation fuels. 

Figure 3-13: National MPG Averages by Year (Federal Highway Administration) 

Figure 3-12: NC Vehicle Miles Travel 1957-2010 (Federal Highway Administration) 
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Behavior enhances the vulnerability of NC’s commuters to increases in motor fuel 
prices. The 2000 Census reports that 78% of workers aged 16 and older who commute 
to work do so alone. Only 14% of workers carpool and less than one-percent use public 
transportation. Without a reliable source of petroleum, the sector will have difficulty in 
maintaining its ability to transport people or goods from one location to another.  

3.3 Summary of Energy Infrastructure 

The state energy portfolio is diverse and includes petroleum, propane, natural gas, 
nuclear, coal, and multiple renewable sources.  Renewable sources include biomass, 
hydro-electric, solar, and wind energy.  The U.S Energy Information Administration 
(EIA) reports that energy consumed in North Carolina is derived primarily from imports 
with minor amounts of energy being generated in-state by hydroelectric dams on 
several rivers in the western and central regions of the state. The following is a brief 
overview of NC energy sources and its impacts. 

• Crude Oil Reserves – None
• Natural Gas Reserves - None
• Renewable- Ranks amongst the top 10 states in wind power capacity
• Electric Generation- Ranks 12th in the nation (2010)
• Nuclear Generation of Electricity- Ranks 6th in the nation in both capacity and

generation (2009)

3.3.1 Electricity 

A constant and reliable energy source is essential to the health, safety, and welfare of 
the people and economy of NC.  The electric grid is the foundation of our modern 
society and is necessary for the residential, commercial, industrial, and transportation 
sectors to function.  The growing need for efficient demand response, power reliability, 
and power quality necessitates investment in modernizing the NC electric delivery 
system.  Electricity is needed for a variety of interdependent infrastructure operations 
such as powering the pumps that operate petroleum and natural gas pipelines 
throughout the state.  Reliable power is necessary to sustain the finance, information 
technology, and research sectors that underpin the economic livelihood of the state.   

In 2007, NC consumed 3% of the total energy generated nationwide, or 2.7 trillion Btus, 
and generated approximately 125 million mega-watt/hours. Statewide electricity 
generation capacity is very close to meeting aggregate demand with energy generated 
in-state being transmitted to an integrated electric system that operates on an interstate 
basis.  Approximately 90%, of electric power used in NC is generated in-state or at 
plants operated by the three principal investor-owned utilities (IOUs), Duke Power, 
Progress Energy and Dominion North Carolina.  

Figure 3-14 shows that the demand for energy has been steadily rising since 1990. It is 
projected to increase significantly over the next ten years.  This increase is due to 
several factors including population growth and the widespread use of plug-in devices, 
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Figure 3-15: Basic Electrical Infrastructure (Source)

Source: Image: 
http://science.howstuffworks.com/environmental/energy/power.htm 

known as plug-loads. Emerging technologies such as plug-in hybrid electric vehicles 
(PHEV) and electric vehicles (EV) may exacerbate demand growth.   

3.3.1.1 Basics of Electricity 

The electrical infrastructure can 
be divided into generation, 
transmission, and distribution 
as represented in Figure 3-15.  
NC utilizes several generation 
stations that produce both 
base-load and auxiliary power. 
Coal, hydroelectric, or nuclear 
energy plants usually perform 
base generation.  These power 
plants operate at or close to 
capacity, providing lower-cost 
electricity during normal 
demand periods.  High demand 
periods require the activation of 
auxiliary generation plants to 
absorb the extra electrical load.  
Auxiliary plants typically use 
more costly natural gas or petroleum as fuel. 

Figure 3-14: Historical Electricity Demand & Generation in NC, 1990-2007, Source EAI (2008) 
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Once power is generated a step-up power transformer increases the voltage for 
transmission on high-voltage transmission lines.  Power is transmitted over high voltage 
lines to reduce losses (i.e., heat) along the lines.  A step-down transformer at a local 
distribution plant takes this high-voltage power and reduces the voltage for use by the 
distribution substation.  Another step-down transformer will further reduce the voltage at 
the distribution substation.  Power is then transmitted to neighborhoods on local 
distribution lines.  At this point, a transformer mounted on a power pole, in an under-
street vault, or on a concrete pad may reduce the voltage (480V, 240V, or 208V) for 
consumer use. 

Electricity is a function of voltage, current and resistance. When electricity is transmitted 
it is referred to in terms of voltage and measured in volts or kilo-volts (kV).  Electrical 
power is measured in Watts.  Power is a function of the voltage multiplied by the 
current. When consumers use electricity it is usually measured in amperes (Amps) and 
Watt/hours (Wh or kWh). The watt-hour is a function of the power multiplied by the time. 

An example of this measurement can be illustrated by using an electric device that 
demands 1,000 watts.  If operated for one-hour would it would theoretically use one-
kilowatt hour of energy (1 kWh).  The total of energy used by a home or business is 
usually measured in kWh.  

3.3.1.2 Electricity Sources 

Coal generation plants in NC are primarily supplied with West Virginia and Kentucky 
coal by railcar.  Hydroelectric generation is driven by rivers in the central and western 
portions of the state.  Interstate pipelines supply natural gas and petroleum products.  
An extensive transmission and distribution network within the state distributes electricity 
to consumers.  Each utility is responsible for the maintenance and repair of their 
respective lines and systems.   

With the exception of an increase in 
natural gas usage and a decrease of 
coal usage, the ratio of resources 
used to generate electricity has not 
varied greatly over the past twenty 
years.   In electric generation, natural 
gas consumption increased about 
five (5) percent while coal use 
declined by approximately six (6) 
percent over the period.  Despite the 
reduction in use, coal continues to 
dominate electric generation as 
illustrated in Table 3-5 and Figure 
3-16. 

Figure 3-16: Electric Generation by Source (EIA 2010)
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2000 2010 % Change 
    Coal 62.1 55.9 -6.2 
    Petroleum 0.7 0.2 -0.5 
    Natural Gas 0.9 6.6 5.7 
    Other Gases - - -- 
    Nuclear 32.0 31.7 -0.3 
    Hydroelectric 2.6 3.7 1.1 
    Other Renewable 1.5 1.6 0.1 
    Pumped Storage 0.1 - -- 
    Other 0.2 0.3 0.1 

Table 3-5 NC Electric Generation Comparison by Source 2000 and 2010 (EIA, State Energy Data System, 2010) 

All power consumption sectors have expanded over time.  However, the most 
noticeable expansions were in the residential and commercial sectors as shown in 
Figure 3-17 

Figure 3-17: NC Retail Electric Revenue 1990-2010 (Source: EIA, State Energy Data System)
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3.3.1.2.1 Coal 
100% of coal consumed in NC is 
imported. Figure 3-19 illustrates the 
origin of NC’s coal imports. Over 99% 
of all coal imports are transported 
using rail lines. The primary 
consumers of coal are Investor 
Owned Utilities (IOU) who use it for 
the generation of electricity.  The 
dependency on coal for electrical 
generation makes rail lines a critical 
component of NC’s energy 
infrastructure.  

Figure 3-18 NC Average Retail Price 1990-2010 

Figure 3-19 Origin of coal for NC generation (EIA, 2007) 
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Figure 3-20: Diagram of Shearon Harris Nuclear Plant (Progress Energy) 

3.3.1.2.2 Basics of Nuclear Power 

All nuclear power plants 
generate electricity from 
steam that turns a turbine 
linked to a generator. The 
heat needed to turn water 
into steam results from 
nuclear fission. The most 
common fissile fuel is 
uranium-235, a natural 
metallic element found in 
rocks, soil and water. The 
uranium is processed into 
ceramic pellets that are 
stacked in bundled fuel 
rods within the reactor 
core. When a uranium-235 
atom is struck by a free 
neutron, it breaks apart 
into two lighter elements, releasing heat and two to three additional free neutrons. 
These freed neutrons can then strike additional uranium-235 atoms, sustaining a chain 
reaction. This heat is used to boil water and produce steam. 

Name Utility Location Capacity (mW) Reactor 
Brunswick Progress Energy Southport, NC 2119 (2) Boiling Water 
Harris Progress Energy New Hill, NC 900 (1) 

Table 3-6: List of nuclear generation stations in NC

Shearon Harris Nuclear Generating Station, New Hill, NC 

The Shearon Harris Nuclear Generating Station is operated by Duke Energy Progress. 
Its operating capacity is 900 Mw. The station draws water for cooling and steam 
generation from nearby Harris Lake. It became operational in 1987 and incorporates 
safety upgrades mandated following the Three Mile Island accident. Figure 3-20 
illustrates the pressurized-water reactor (PWR) design of the station’s single reactor. 
The PWR design is used in two-thirds of the U.S. nuclear generating station fleet.  
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Figure 3-21: Design of the 2 new reactors proposed at 
the Shearon Harris Plant (Vollmer, 2011) 

Duke Energy Progress applied to the Nuclear 
Regulatory Commission (NRC) for the 
licenses required to add two Westinghouse 
AP1000 reactors to the station.  The AP1000 
is modern PWR design and is the first NRC 
approved Generation III+ design. A diagram 
of the AP1000 reactor is shown in Figure 
3-21. This new generation of reactors 
incorporates several new safety features. In 
the event of a core shutdown or loss of 
power the AP1000 is designed to initiate its 
passive cooling mechanisms without 
operator input or external power. A tank of 
cooling water located on top of the reactor 
vessel uses gravity to cool the core for up to 
72 hours without the need for pumping, 
external power, or resupply.  

McGuire Nuclear Plant, Charlotte, NC 

The McGuire Nuclear Generating Station is 
operated by Duke Power. With an operating 
capacity of 2,200 MW, the station uses two 
Westinghouse pressurized water reactors (in 
service since 1981 and 1984) to generate 
steam . The station draws cooling and steam 
generation water from nearby Lake Norman.  

3.3.2 Natural Gas 
Natural gas is an increasingly important part of NC’s energy portfolio. In 2008, NC 
consumed 244,962 MMBtu of natural gas, which accounted for approximately 10% of 
the state’s total energy use and approximately 1.1% of national consumption. Currently, 
natural gas is primarily used for electrical generation, climate control (heating), water 
heating, and cooking. This report focuses on natural gas as it pertains to electricity 
production. Expanding domestic gas production has decreased the cost of natural gas 
relative to other fuel sources, which has contributed to wider adoption as an auxiliary 
generation fuel. Some commercial, industrial and electric generators have developed 
the capability to switch between petroleum and natural gas, allowing them to operate off 
the most economical fuel at a given time and mitigating some of the price volatility 
associated with petroleum. Historically, natural gas consumption has increased in the 
colder months along with the need to heat homes and buildings. The summer demand 
for natural gas may increase as new gas-fired auxiliary plants come online to produce 
the electricity needed for cooling.   

In June 2002, the N.C. General Assembly enacted the Clean Smokestacks Bill, officially 
titled the Air Quality/Electric Utilities Bill (SB 1078), which requires significant actual 
emissions reductions from coal-fired power plants in North Carolina. Under the act, 
power plants must reduce their nitrogen oxide emissions by 77% in 2009 and sulfur 
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dioxide emissions by 73% in 2013. Combined-cycle gas turbines are more efficient and 
release fewer emissions than coal-fired generators of similar output. Consequently, 
IOUs are increasingly using natural gas to generate electric power. The demand for 
natural gas has steadily increased over the last 12-years. A 54% increase in demand in 
megawatt/hours or MMBTU was observed from 1997-1998, and in the period from 
2001-2002, a 43% increase in demand was observed. A 160% increase in demand was 
observed during the 10-year period from 1998-2008 (EIA, State Energy Consumption 
Estimates 1960-2007, Table 5, 2009).  

3.3.2.1 Basics of Natural Gas 

The natural gas industry includes the production, transmission, and distribution of fuel.  
These three activities affect the availability, price and quantity of the final product.  NC 
does not produce any natural gas. Instead, it is imported via an interstate pipeline.  
Frontier Natural Gas Company, Piedmont Natural Gas Corporation (Piedmont) and 
Public Service Company of North Carolina, Inc. (PSNC) are local distribution companies 
(LDC) that provide natural gas services within the state.   

Natural gas is transported to and within NC through transmission, distribution, and 
service pipelines.  NC receives natural gas via an interstate transmission pipeline that 
serves much of the East Coast. The interstate pipeline moves a large volume of natural 
gas between several states under very high pressure (200-1500 pounds per square 
inch).  Gas destined for NC is transferred to a facility where it may be routed to 
underground storage, liquefied natural gas (LNG) storage, or rerouted to an intrastate 
distribution line for delivery to consumers. 

Natural gas is measured by volume (cubic feet) and by energy content (British thermal 
unit or Btu).  One Btu is the amount of heat required to raise the temperature of one 
pound of water from 39° to 40° Fahrenheit.  One cubic foot of natural gas contains 
about 1031 Btu.  Natural gas usually is measured in quantities of thousands of Btu 
(MBtu) or millions of Btu (MMBtu).  For retail sales, natural gas is often measured in 
units of therms (th). One therm equals 100,000 Btu (100 MBtu). 

3.3.2.2 Sources of Natural Gas 

Natural gas production predominantly takes place in the Gulf of Mexico, Louisiana, or 
Texas with some other sources in the mid-Atlantic region. Although there is currently no 
gas production in North Carolina, there may be potential for natural gas production in 
the central piedmont region and along the Atlantic Coast.  

Once natural gas is extracted and refined, it is transported using an interstate pipeline. 
Two interstate pipelines serve NC; the Columbia Gas Transmission Company pipeline 
and the Williams Transcontinental Gas Pipe Line Corporation (Transco).  

The Transco line extends from the Gulf Coast, including south Texas, northward 
through NC to New York. The Transco line is the primary source of natural gas to the 
state. The Transco line has an extension known as the Cardinal Pipeline that diverts 
natural gas to the PSNC and Piedmont Natural Gas lines in Burlington. The Cardinal 
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Pipeline is owned and operated by PSNC and Piedmont Natural Gas. A small amount of 
natural gas is delivered to the State through the Columbia line.  Figure 3-22 illustrates 
the network of gas lines in the Southeast Region. 

Pine Needle LNG Company, LLC is a major LNG gas storage facility located in Guilford 
County which is partially owned by Williams, Piedmont Natural Gas, and PSNC.  It is 
estimated to hold a ten-day supply of natural gas.  

3.3.3 Renewable Energy 

The Energy Information Administration (EIA) defines renewable energy resources as 
those that are naturally replenished.  Renewable energy resources in NC include 
hydroelectric, solar, wind, wood and wood waste, and biomass.   

Approximately 4% of total energy generation in NC is derived from renewable 
resources.  In 2007, NC adopted a Renewable and Energy Efficiency Portfolio Standard 
(REEPS) to diversify the state energy sources and facilitate the growth of the renewable 
energy industry.  The policy requires IOUs to meet 12.5% of retail electricity demand 
through renewable energy or energy efficiency measures by 2021.  Electric Membership 
Corporations (EMC) and municipalities (Munis) that sell electric power within the state 
must meet a 10% standard by 2018.  

3.3.3.1 Hydroelectric 

A constant, high volume flow of water is required for hydroelectric generation to be 
viable.  Hydroelectric generation is vulnerable to disruption if the amount of available 
water declines below certain thresholds.  Hydroelectric dams may also adversely affect 
the mobility of fish and other local wildlife that reside in lakes and rivers. 

Figure 3-22: Interstate Gas Pipelines (Source: EIA Office of Oil & Gas, and Natural Gas Division, 
Gas Transportation Information System) 
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Hydroelectric generation stations are generally operated by an IOU.  These are typically 
located in the western and central regions of the state and are in close proximity to a 
lake, reservoir, or river.  In 2004 hydroelectric generation resulted in 5,435 MW-hours of 
power.  However, in 2008 only 3,034 MW-hours was generated, a 44% reduction. 
Anecdotal evidence suggests that the notable reduction in 2008 may have been the 
result of a record drought.  

3.3.3.2 Conventional Hydroelectric Generation 

Conventional hydroelectric generation uses the natural flow of water through a stream 
or river as shown in Figure 3-23.  Typically, the water is stored by constructing a dam. 
A controlled volume and flow of water is directed through the dam to drive a turbine.  
This turbine is connected to a generator that creates electricity.  The electricity then 
flows to the grid in the traditional manner. In 2008, conventional hydroelectric 
generation accounted for 61% of the renewable generation or 2.4% of total electric 
generation.  

Figure 3-23: Conventional Hydroelectric Generation

3.3.3.3 Pumped Storage Hydroelectric Generation 

The purpose of pumped hydroelectric is to generate an additional electricity during peak 
demand periods. Pumped storage hydroelectric operations are similar to that of a 
conventional hydroelectric system, except the energy to drive the turbine is derived from 
an elevated reservoir instead of a freely flowing stream. Pumping water into the 
elevated reservoir stores energy which can be released later. Figure 3-24 illustrates a 
pumped storage hydroelectric generation station.  When additional electricity is 
required, the water is released to flow through a turbine. Pumped storage hydroelectric 
generation has significantly decreased since generating 137,000 MW-hours in 2007. In 
fact, data from August 2010 indicates that 121,000 MW-hours were lost to due to lack of 
pumped storage hydroelectric generation (EIA, 2010). 
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Figure 3-24: Pumped Storage Hydroelectric Generation 

3.3.3.4 Solar 

Solar energy is derived by absorbing sunlight and converting that energy into other 
useful forms, primarily electricity and thermal energy.  Most solar energy installations 
in NC employ solar photovoltaic (PV) panels to generate electricity or solar thermal 
plates to heat water. Solar energy impacts in NC were not catalogued by the EIA until 
2008, when 2 MW-hours of energy was generated.   

Figure 3-25: Duke Energy Distributed Solar Projects (Duke Energy) 
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There are several large and small-scale solar applications in the state.  Most large-
scale solar applications are located within the commercial or industrial sectors, and 
often in partnership with an IOU. Figure 3-25 illustrates major solar projects by Duke 
Energy.  There are also several privately owned small-scale applications.  Solar 
energy installations are primarily clustered around Charlotte and the Research 
Triangle Park (RTP) regions.  

The greatest impediment to solar generation is reliability. Solar energy is an 
intermittent energy source that is only available during daylight hours and can be 
further limited by adverse weather conditions.  An efficient energy storage mechanism 
would mitigate this disadvantage, but energy storage technology is still in 
development. Solar photovoltaics operate efficiently on sunny summer days and may 
have the potential to reduce the amount of conventional generation required to meet 
peak electricity demands for applications such as air-conditioning.    

3.3.3.5 Biomass 

Biomass energy is derived from organic products.  Anaerobic digestion of animal 
wastes, landfill gas from municipal solid waste, and energy from wood waste and forest 
residue are the three most prominent biomass sources in the state.  In 2007, biomass 
accounted for 3% of the energy generated in NC. Figure 3-26 illustrates biomass 
generation efforts within NC counties in thousands of tons annually. 

3.3.3.6 Municipal Solid Waste (MSW)/Landfill Gas (LFG) 

MSW and LFG account for 0.1% of the total electric generation.  Although these 
sources currently account for a small segment of the overall energy portfolio, the 
amount of electricity generated using MSW and LFG has grown by 8% annually from 

Figure 3-26: North Carolina Biomass Resources (National Renewable Energy Labratory)  
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2004 to 2008.  A Wilmington, NC MSW plant produces 7.5 MW of electricity.  LFG 
operations are located in Catawba, Jackson, Mitchell and Yancey counties. 

Municipal solid waste is 
converted to biogas by 
the anaerobic digestion 
processes of several 
microorganisms in an 
oxygen-free environment. 
The digestion process 
breaks down complex 
organic materials such as 
carbohydrates, proteins 
and lipids, and produces 
biogas consisting 
primarily of methane and 
carbon dioxide. The 
recovered gas is 60-80% 
methane, with a heating 
value of approximately 
600-800 Btu/ft3.  

Landfill gas is created 
when organic waste in a 
MSW in a landfill decomposes. LFG is primarily methane (CH4), the primary component 
of natural gas, carbon dioxide (CO2), and a small amount of non-methane organic 
compounds. Instead of allowing LFG to escape into the air, it is captured, converted, 
and used as an energy source.  The methane that would otherwise escape into the 
atmosphere is instead combusted, producing heat and carbon dioxide. Capturing and 
burning LFG helps to reduce unpleasant odors, environmental impacts such as local 
smog and global climate change, and the risk fire due to unintended ignition.  Methane 
is a potent greenhouse gas, with 21 times more heat-trapping potential than carbon 
dioxide.  Figure 3-27 illustrates the energy conversion processes. 

3.3.3.7 Wood/Wood Waste 

Wood and wood waste includes tree limbs, wood chips, bark, saw dust, and pulp.  NC 
generated 1,621 MW-hours of electricity from wood and wood waste in 2004, growing 
to over 1,800 MW-hours in 2008.  Wood and wood waste now accounts for 1.4% of 
electricity generation statewide.  Wood combustion operations are located in 
Kingsport, New Bern, Plymouth, Wilmington and Winston-Salem. 

Wood and wood waste produce steam for electrical generation through direct 
combustion in stoker boilers and fluidized bed boilers. Stoker boilers feed pelletized fuel 
onto a travelling grate that passes through a combustion chamber.  In a fluidized bed 
boiler, wood fuel feeds into a bed of sand that is agitated by upward jets of air. The hot 
bed of moving sand quickly heats the incoming wood fuel, which combusts in the 

Figure 3-27: Municipal Waste/LFG Power Generation (Source: rise.org.au)I
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presence of air.  Stoker boilers and fluidized bed boilers use the hot combustion gases 
to generate steam, which then drives a turbine to generate electricity.  

In gasification or pyrolysis, biomass undergoes partial combustion in the presence of 
controlled amounts of oxygen or steam. The products this process are wood char and a 
combustible gas, the primary combustible components of the gas being hydrogen, 
carbon monoxide and methane. This gas can be burned in internal combustion engines 
or turbines, or in a combined-cycle system that combines the hot exhaust gases from 
the engine or turbine with hot flue gases from the gasification process to generate 
steam and utilize the steam in a steam turbine. The efficiency of the combined cycle is 
generally higher than the straight combustion approach used in the stoker or fluidized 
bed boilers. 

3.3.3.8 Wind 

Wind turbines are the primary 
method of generating electricity 
from wind power. Most turbines 
consist of a large propeller and 
generator assembly set atop a 
tower or mast. As wind turns the 
propeller, it causes the 
generator to rotate and generate 
electricity. An individual turbine 
may be installed to offset a 
facility’s electrical demand from 
the grid, but turbines are more 
commonly deployed in groups to 
generate energy that is then fed 
back into the grid. These multi-
turbine installations are known 
as “wind farms”.  

Figure 3-28 illustrates some of 
the potential for wind energy in 
the coastal areas of NC.  
Although the state is ranked 
among the top ten states in wind 
power capacity, data published 
by the EIA in August 2010 
indicates that NC does not 
currently generate significant 
amounts of electricity from wind 
power.  However, there are 
clusters of wind power related development in the Charlotte, Piedmont, Research 
Triangle and western regions of state.  

Figure 3-28: NC Coastal Wind Resources (Appalachian State University, 2011)
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3.3.4 Petroleum 

The people and economy of NC rely almost exclusively on petroleum as transportation 
fuel. Petroleum (motor gasoline and diesel) is essential for producing goods and 
services, transporting products to market, commuting, and many other aspects of daily 
life. It is relied upon for the delivery of critical municipal services such as fire protection, 
emergency medical services, law enforcement, water and wastewater treatment, 
sanitation, and many others. Petroleum is also used by IOUs as a fuel for auxiliary 
electric generation. 

Petroleum is dependent upon the operation of other energy infrastructures for its 
effective delivery.  The pipelines must have electricity to maintain pressure and flow 
rates, and to operate the terminals where fuel is blended and transferred to trucks for 
ground transport.  Gas stations must have electricity to power lift pumps and to 
complete the electronic financial transactions commonly used to purchase fuel. Tanker 
trucks must have petroleum to deliver their loads throughout the state. 

3.3.4.1 Basics of Petroleum 

NC does not have the resources or facilities required to produce or refine crude oil. 
Motor gasoline, distillates, aviation fuels, lubricants, and other consumer fuels must be 
imported. Gasoline is currently the primary petroleum product consumed in NC, 
predominantly within the transportation sector. NC receives refined petroleum products 
by the Colonial and Plantation interstate pipelines.  These pipelines enter the state from 
South Carolina, traverse the state, and exit northward to Virginia, where they go on to 
serve many northeastern states. The pipelines serve terminals in Charlotte, Greensboro 
and Selma through feeder lines that branch off from the main pipeline.  Terminal 
operators extract petroleum and temporarily hold the product in tanks for blending and 
transportation.  Some of the petroleum held in the terminals is re-inserted into the 
pipeline later and transported further north to serve other markets.   

The majority of finished petroleum products travel throughout the state via commercial 
tanker trucks owned or contracted by large distributors.  Marketers known as “jobbers” 
operate NC’s petroleum distribution system, transporting petroleum products to retailers 
and consumers across the state.  Wholesale “jobbers” work with the terminals to 
transport finished petroleum product to re-sellers throughout the state, who then market 
it to the public. Some “jobbers” are contracted by name-branded companies and deliver 
products only to that company’s stations. Other “jobbers” are independent and deliver to 
a variety of unbranded stations.  NC petroleum re-sellers consist of branded and non-
branded providers.   

The major difference between the branded and unbranded re-seller is that the branded 
re-seller maintains a contract with the petroleum supplier. A branded re-seller will 
normally pay a slightly higher price for products than unbranded re-sellers, with the 
expectation that when there are curtailments or supply reductions, the petroleum 
supplier will prioritize re-supply to their branded re-sellers.  Although the petroleum 
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industry is not regulated, there is a defined system of distribution priorities within the 
industry. 

3.3.4.2 Sources of Petroleum 

NC imports 100% of its petroleum supply via interstate pipelines and the Port of 
Wilmington.  In 2010 the United States imported approximately 63% of its petroleum 
supply (EIA, 2011).  In the same year, PADD-1, which includes NC, imported 
approximately 32% of its petroleum from OPEC nations (Algeria, Angola, Ecuador, Iran, 
Iraq, Kuwait, Libya, Nigeria, Qatar, Saudi Arabia, United Arab Emirates, and Venezuela) 
(EIA, 2011).  Several of these nations are subject to political instability, enhancing North 
Carolina’s vulnerability to petroleum disruptions caused by geopolitical events.  

NC draws the vast majority of its petroleum supply from two interstate pipelines which 
carry fuel from the Gulf Coast to markets along the eastern seaboard. NC falls under 
the Petroleum Administration for Defense District-1C (PADD-1C) which includes the 
lower Atlantic states, but our petroleum imports come from PADD-3 located on the Gulf 
Coast where the pipelines originate and several large refinery operations are located. 
For this reason, events affecting operations in PADD-3 can have significant impacts on 
petroleum markets in NC. 

The Colonial and 
Plantation pipelines 
transport finished liquid 
petroleum products.  
The pipelines enter the 
state from South 
Carolina and transport 
to three major terminals 
located in Charlotte, 
Greensboro and Selma 
before continuing into 
Virginia, as shown in 
Figure 3-29.  

The Charlotte terminal 
serves the western 
region of the state as 
well as portions of 
South Carolina. The 
terminal is accessible via Interstate 85 (I-85) and I-77.  The Greensboro terminal serves 
the central region of the state, and is accessible via I-40.  The Selma terminal provides 
the eastern/coastal region with the majority of its petroleum supplies, and supports the 
majority of agricultural operations in the state.  The Amerada Hess Corporation brings a 
small amount of petroleum into the state through two seaport operations based in 
Morehead City and Wilmington.  

Figure 3-29: Colonial and Plantation Pipeline Terminals (Source) 
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In addition to the pipeline operations, there is considerable interstate vehicular 
movement of petroleum. Geography and distance can make it more economical for 
municipalities near state borders to purchase fuel from terminals in neighboring states 
instead of transporting it from terminals within North Carolina. Petroleum is brought into 
the state via ground transportation from terminals in Chattanooga and Bristol, 
Tennessee; Doraville, Georgia; Spartanburg, South Carolina; and Norfolk and Roanoke, 
Virginia. 

3.3.4.2.1 Propane 

Propane is a versatile fuel used for cooking, heating, auxiliary electrical generation, 
transportation, and several other commercial, agricultural, and industrial applications. 
Propane is brought up from Mont Belvieu, Texas and into NC via the Dixie Pipeline. The 
pipeline enters the state from South Carolina west of Fayetteville and ends at the 
propane terminal in Apex. Propane is distributed throughout the state via tanker trucks 
and rail cars. Local distribution companies (LDCs) re-sell propane to retail, commercial, 
and industrial customers. Propane consumers store fuel in pressurized tanks which are 
commonly owned and maintained by an LDC.   

3.3.4.2.2 Biofuels 

Biofuels provide an opportunity to reduce or displace the use of petroleum as motor 
fuels. The use of biofuels has increased but is still a very small portion of overall 
transportation fuel consumption. As an emerging source of energy it will be further 
discussed in Volume six of this plan.  The primary biofuels currently used in North 
Carolina are ethanol and biodiesel.  

Ethanol is alcohol produced from corn using a fermentation and distillation process. 
Ethanol is commonly sold blended with gasoline to a ratio of 10% ethanol/90% gasoline 
or E10, or 85% ethanol/15% gasoline, marketed as E85. Most gasoline-powered 
passenger vehicles can operate using E10. “Flex-fuel” vehicles can run using E85. 
North Carolina imports its ethanol via rail transportation to the petroleum terminals 
where it is blended and distributed for resale.   

Biodiesel is a form of diesel fuel produced from vegetable oils or animal fats through a 
process called trans esterification. The most common feedstock is soybean oil, but a 
wide variety of feedstocks can be used depending on availability and cost. It is 
commonly sold as a blend of biodiesel and petroleum diesel, ranging from B2 (2% 
biodiesel/98% diesel) to B100 (100% biodiesel). Biodiesel is suitable for use in standard 
diesel engines, although some recently mandated emissions control equipment is 
incompatible with higher blends. Several companies within North Carolina currently 
produce biodiesel using locally sourced feedstocks for sale to consumers and fleet 
operators. As a locally produced fuel, biodiesel could enhance the resiliency of NC’s 
motor fuels portfolio. 
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3.4 Energy Expenditures and Comparative Use 

NC consumes energy in a variety of forms. The majority of energy consumed in the 
state comes from petroleum or coal, followed by nuclear energy. It imports virtually all of 
its coal, petroleum, natural gas and nuclear fuel. Figure 3-30 illustrates how much of 
each form of energy has been consumed over time, and indicates that the demand for 
energy is trending upward.  NC spent approximately $32.9 billion on energy in 2010.  

Figure 3-30: North Carolina Energy Use, 1960-1995 in 5-year increments, 1996-2007 annually. (EIA, 2010) 
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North Carolina energy usage by sector is evenly distributed as depicted in Figure 3-31. 

3.4.1 Residential Sector 

The residential sector uses a variety of forms of energy. Figure 3-33 illustrates that the 
use of coal, distillate fuel oil, and kerosene within residences has decreased 
considerably over time, and the use of electricity and natural gas has increased.   

Figure 3-32 Expenditure by Sector 2008 in Billions of Dollars (Source: EIA, State Energy Data, Price and 
Expenditure Estimates, Table 8)

Figure 3-31 Energy Use by Sector in North Carolina (EIA, State Energy Price and Expenditure Estimates, Energy 
Consumption Estimates by Source  2009)
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Figure 3-35 examines 2010 residential energy expenditures.  The expenditures have 
risen over time, consistent with increasing prices and the consumption mix reflected in 
Figure 3-33. 

While the cost of energy has 
increased for most energy 
sources, the largest 
increases occurred in retail 
electricity, natural gas, and 
Liquefied Petroleum Gas 
(LPG).  The residential 
sector saw significant 
increases in energy 
expenditures from 1997 to 
2010. Residential sector 
expenditures on electricity 
increased approximately 
92%. The growth in 
expenditures was due to 
rising consumption and a 
26% increase in average 
electricity rates. Expenditures on natural gas increased approximately 96%, while 
rates for residential natural gas decreased approximately 20%. LPG expenditures 
increased approximately 173% while residential prices increased approximately 20%. 

Figure 3-33: NC Residential Energy Consumption 1970-2008 (EIA, State Energy Price and Expenditure Estimates, Energy 
     

Figure 3-34: 2007 NC Residential Energy Expenditures (EIA, State Energy Price 
and Expenditure Estimates, Table 2, 2009) 
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The greater growth of expenditures relative to price increases indicates that 
expenditures are rising due both to higher prices and increasing absolute energy 
consumption. Household consumption has increased in part due to a rise in the 
number of households and growing average electrical demand per household. 
Growing numbers of entertainment devices, wireless routers, cell phone chargers and 
similar standby electrical products have contributed to higher electrical demand.  

Figure 3-35:  NC Residential Energy Costs 1970-2010 (Source: EIA, State Energy Data 2010,) 
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3.4.2 Commercial Sector 

The energy profile of the commercial sector is similar to that of the residential sector. 
The sector primarily relies on electricity, natural gas, and petroleum, as described in 
Figure 3-36. Annual energy expenditures have risen steadily for the several decades, 
due to a combination of rate increases and growing energy demand. Commercial sector 
energy expenditures in 2010 included: $3.9 billion for retail electricity, $572 million for 
natural gas, and $517 million for petroleum (EIA, 2011).   

Figure 3-36: NC Commercial Energy Expenditures 1970-2010 (Source: EIA, State Energy Data System) 
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 Figure 3-38 describes the sector’s energy expenditures for 2010.  As shown, retail 
electricity accounted for over three-quarters of the sector’s energy expenditures. This 
is an indication of the commercial sector’s reliance on electricity, and suggests the 
sector is particularly vulnerable to electrical supply disruptions.   

Figure 3-38: NC Commercial Energy Expenditures 2010 (EIA, 2011)

Figure 3-37: NC Commercial Energy Consumption 1970-2008 (Source: EIA, State Energy Prices and Expenditures, 
Table 9)
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3.4.3 The Industrial Sector 

The industrial sector accounts for approximately 23% of NC’s annual energy 
consumption. As of 2010, the primary energy sources for the industrial sector were: 
petroleum (14,934 barrels), electricity (26,316 Million kWh), and natural gas (92 billion 
cubic feet). Figure 3-39 shows industrial sector expenditures by source as a percentage 
of total energy expenditures. In that year the sector spent approximately $4.1 billion on 
energy in 2010, of which $1.6 billion on retail electricity, $1.4 billion on petroleum, $760 
million on natural gas, and the remainder on coal and biomass (EIA, 2011).  

Figure 3-39: 2010 NC Industrial Sector Energy Expenditures (EIA, 2011) 
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Figure 3-40 illustrates the diversity of the industrial sector’s energy profile. Changes in 
the cost of energy can have dramatic impacts on the market competitiveness of 
industrial activities because energy inputs often constitute a significant portion of 
production costs. Although the sector derives some resiliency by using multiple forms of 
energy, individual actors are often single-source dependent, and may not have the 
ability to fuel switch.  The industrial sector’s heavy use of petroleum products makes it 
vulnerable to rapid price increases. The sector’s energy consumption has declined 
slightly over the last 20 years, which may be a result of the state shifting from a 
manufacturing-based to a knowledge-based economy.   

3.4.4 Transportation Sector 

Figure 3-40: NC Industrial Sector Energy Use 1970-2010 (Source: EIA, State Energy Data System)
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The transportation sector is almost entirely dependent on petroleum as a source of 
energy. Figure 3-41 shows the sector’s petroleum consumption over time. The vast 
majority of motor vehicles are powered by motor gasoline or distillate (diesel fuel); 
accordingly, these fuels constitute the majority of the sector’s consumption. 

Figure 3-41 indicates that the sector’s fuel consumption has almost doubled over the 
last 40 years.  In 2010, motor vehicle fuels accounted for 94% of the transportation 
sector’s energy costs. Petroleum consumption increased by 11% between 1997 and 
2010. Jet fuel usage decreased 77%, while gasoline and diesel increased 16% and 
16% respectively.  

In 2010, the petroleum accounted for over 99% of the sector’s energy expenditures 
(EIA, 2011). Petroleum expenditures are trending upward due to rising fuel prices, more 
vehicles on the road, and increasing vehicle-miles-travelled (VMTs). From 2000 to 
2010, sector expenditures for motor gasoline rose from $58.9 billion to $119.7 billion; an 
increase of 103% while diesel expenditures rose from $15.3 to $31.5 billion; an increase 
of 105%. 

Figure 3-41:  NC Transportation Sector Energy Cost 1970-2010 (Source: EIA, State Energy Data System)
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Figure 3-42 details the sharp increase in transportation energy costs over the past five 
years.  The costs associated with transportation fuels increased drastically between 
2002 and 2008 and continue to oscillate.  

Figure 3-42: NC Transportation Sector Energy Cost 1970-2010 (Source: EIA, State Energy Data System)
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4. Energy Supply Disruption Tracking Process

4.1. Introduction 

Access to reliable and affordable energy is essential to sustaining North Carolina’s 
economy and technologically dependent society.  The State Energy Office (SEO) 
endeavors to identify, record, and track potential and active energy disruptions that 
could affect the citizens of North Carolina (NC).  It is the responsibility of the SEO to 
collect data on energy disruptions for analysis and to understand the possible 
consequences for the state.  This document details the plans developed by the SEO to 
create a record of energy disruption events and actions associated with these events. 

4.2.  Dependencies 

Energy disruptions are categorized in four general categories/interdependencies: cyber, 
geographic, logical and physical.  Each category can have distinct effects on the 
availability of energy in NC.  

4.2.1 Cyber-interdependency exists where systems or infrastructure are dependent 
on information technology (IT) to sustain operations.  Degradation of 
information technology systems could harm the state’s ability to 
communicate, control IT-enabled infrastructure, and engage in electronic 
commerce.  Over the past twenty years, the state of NC has transitioned from 
a traditional economy based on tobacco, furniture and textiles to an economy 
driven by knowledge-based enterprises, such as advanced manufacturing, 
software and information technology, bio-pharmaceuticals and financial 
services.  NC expects these sectors and their associated energy demand will 
continue to grow, as the state competes in the global economy. I t takes 
considerable energy to operate the computers, servers, and communications 
infrastructure of these sectors.  If NC’s electronic commerce or information 
communication systems were significantly degraded, the state could suffer 
considerable economic losses.  

4.2.2 Geographic interdependencies exist where systems or infrastructure are 
dependent on a common corridor to transport inputs or outputs.  Examples of 
common corridors are petroleum pipelines, electric transmission lines, 
telephone lines, railways or highways.  Most forms of energy currently used in 
NC are imported.  The fuel used in the transportation sector must be 
transported from other states or countries, coal for electric generation must 
travel from elsewhere as does the natural gas used in the residential, 
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commercial and electric generation sectors.  Historically, events in other 
countries and states have affected the availability and cost of energy in NC. 
Geopolitical instability, as was seen in the Middle East and North Africa 
during early 2011, can affect global markets and ultimately prices of fuel in 
NC.  Natural disasters, such as hurricanes affecting the Gulf Coast, tend to 
disrupt or slow-down refinery and pipeline operations.  In 2005, NC 
experienced a petroleum supply shortage after Hurricanes Katrina and Rita 
shut-down refinery and pipeline operations for an extended period of time. 
Because NC’s energy sector is dependent on fuel supplies from outside of the 
state, the SEO must regularly monitor global, national, regional and local 
issues that could affect the common corridors that bring energy into the state. 
In 2011, the SEO monitored flooding along the Mississippi River that 
threatened refineries near the river delta in Louisiana. 

4.2.3 Logical dependency describes how financial markets connect different parts 
of the energy sector.  Commerce in North Carolina is affected by intrastate 
and national financial markets.  The state is home to three of the nation’s 
largest financial institutions. Bank of America, Wachovia (now a Wells Fargo 
Company), and Branch Banking and Trust Company (BB&T) are 
headquartered in NC. Disturbances in the global financial market can have 
significant effects on NC’s economy.  The global financial crisis of 2008-2009 
directly affected several financial institutions within the state, and the 
constriction of credit markets affected businesses and consumers nationwide. 
The cost of energy is influenced by a multitude of factors related to the 
financial system, including the value of the U.S. Dollar, the state of credit 
markets, and futures speculation.  Petroleum markets are especially subject 
to market volatility, because oil is traded globally in U.S. Dollars, and 
therefore its value fluctuates along with currency exchange rates.  The lower 
the value of the dollar relative to other currencies, the more affordable 
petroleum becomes to overseas consumers, increasing global demand.  The 
SEO monitors global, national, regional and local news to identify 
developments that could affect NC’s energy markets.  

4.2.4 Physical interdependencies exist where one sector of the energy system 
requires the outputs of another to operate.  The infrastructure for distributing 
fuel and energy in the state is subject to a number of physical 
interdependencies.  For example, the petroleum distribution system requires 
electricity to operate pipeline pumping stations and the lift pumps at retail gas 
stations.  Coal-fired generation plants produce the majority of NC’s electricity, 
burning coal imported on railroads driven by diesel-powered locomotives.     
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4.3. Policies 

The State Energy Office is dedicated to ensuring a sustainable energy future for the 
citizens of NC.  The SEO administers programs and provides technical expertise on 
advancing energy efficiency in the public sector, encouraging the growth and 
development of the state’s energy economy and making North Carolina a leader in the 
creation of green jobs.  

The SEO communicates with other government agencies such as the North Carolina 
Utilities Commission, Department of Environmental and Natural Resources, Department 
of Public Safety and the Division of Emergency Management to obtain and share 
information regarding any ongoing or potential disruptive energy events.  The SEO has 
developed relationships with many of the private sector entities that operate North 
Carolina’s energy infrastructure.  These relationships allow the SEO to facilitate 
information sharing and collaboration to enhance the resiliency and security of North 
Carolina’s energy supply.  

Public utilities in North Carolina are mandated to report essential information pertaining 
to the status of transmission, generation, distribution systems as well as disruptive 
events and restoration efforts to the North Carolina Utility Commission.  Public utilities 
are similarly required to provide reports to the Department of Environment and 
Resources (DENR) for environmental monitoring and to the Division of Emergency 
Management for homeland security concerns.  Public utilities are not required to share 
information with the SEO.  The Utilities Commission, DENR, and Emergency 
Management already collect most of the information needed to meet reporting 
requirements. The SEO intends to strengthen working relationships with these agencies 
to improve data sharing between groups.  The SEO intends to meet all reporting 
responsibilities without adding extra reporting requirements to the public utilities. 
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Figure 1: Reporting Channels

4.4. Tracking 

The SEO Energy Assurance (EA) Team monitors the energy markets within the state 
and surrounding region.  If the team identifies abnormalities in the normal behavior of 
the energy landscape, the team will communicate with the energy providers to 
determine what caused the situation and what action, if any, can be taken to reduce or 
mitigate the issue.  The team’s analysis is communicated through the Private Sector 
Program Manager to the Director of the State Energy Office.  The SEO Director 
communicates energy related information to the Department of Commerce, Energy 
Policy Council and other entities of interest.  The SEO Director alerts decision makers to 
potential events that may or may not cause a rise in energy prices or a reduction in 
energy supply. 

The EA Team monitors the energy sector by tracking and logging information from a 
variety of sources.  The EA team has collected and analyzed data that is representative 
of the previous thirty years of energy consumption and production.  The data collection 
examines energy use by sector (commercial, industrial, residential and transportation) 
as well as source (coal, natural gas, petroleum, retail electricity, and renewable 
resources).  The EA Team uses this historical data to establish a baseline of energy 
usage, determine trends and identify dependencies.  As the EA Team acquires new 
data, it is incorporated with existing data to identify trends or indications that an energy 
emergency may be imminent.  The frequency of data collection is based upon the 
availability of the data and the needs of the leadership team.  
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4.4.1. Petroleum 

North Carolina is dependent upon interstate pipeline operations for its petroleum 
supply.  The EA Team maintains close monitoring of the petroleum market due to 
petroleum’s critical role in the state’s energy profile.  To track trends in petroleum 
markets the EA team monitors data from the Oil Price Information Service 
(OPIS), several news feeds, consumer prices for fuel as indicated in Figure 2, 
and spot markets as indicated in Figure 3.  Additionally, the SEO monitors the 
refinery and pipeline operations that support the Colonial and Plantation 
pipelines.  

Figure 2: Consumer Petroleum Pricing
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Figure 3: Crude Oil Spot Prices

Figure 4: Finished Product Spot Prices

4.4.1.1. External factors affecting supply 

The pipelines that deliver the state’s petroleum supplies originate in Texas and 
Louisiana, and pass through several states on their way to NC.  Severe weather 
in the Gulf of Mexico can disrupt refinery and pipeline operations, reducing or 
stopping the flow of petroleum.  Severe weather within the state can disrupt 
petroleum supplies by damaging terminals, preventing ground transportation, or 
produce power outages that shut down retail fuel sales.  The SEO maintains 
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awareness of possible severe weather by monitoring local (Wilmington, 
Morehead City and Raleigh), regional, national and global weather events.  

The petroleum supply can also be influenced by geopolitical instability or events 
in oil-producing nations.  The U.S. imports the majority of crude oil which is used 
to produce finished petroleum products (EIA, 2011).  NC receives its oil from 
PADD-3, which sources over 53% of its imports from OPEC member nations 
(EIA, 2011).  The SEO monitors for potential disruptions of domestic petroleum 
supplies by following news from local, regional, national (ABC, CBS and NBC) 
and international sources for events that may affect the volume and price of 
petroleum imports.  

The EA team monitors several information streams to maintain situational 
awareness of national petroleum markets and prices within the state, such as the 
Wall Street Journal for market data on Crude Oil futures and cash prices for 
refined products.  The EA team collects petroleum industry news from feeds such 
as OPIS and statistical information from the EIA’s website.   

4.4.2. Electricity Monitoring 

Electricity is an essential part of NC’s energy profile.  Electricity is consumed by 
every sector of the state’s economy, and is also required for the provision and 
distribution of other forms of energy.  Maintaining awareness of issues that may 
affect electric generation, transmission and distribution systems is an important 
part of the EA team’s role under the Energy Assurance Plan.  The team monitors 
electrical generation inputs and inputs along with the transmission and 
distribution infrastructure needed to deliver electricity to end users.  The purpose 
of this monitoring is to identify potentially disruptive situations before they 
interrupt normal operations.  

4.4.2.1. Coal is currently the primary source of energy used for electric 
generation, followed by nuclear energy and natural gas.  As such, the 
EA team monitors the price and supply of coal (see figure 4), and 
historical patterns of consumption (see figure 5). 

4.4.2.2. North Carolina imports its coal from other states, and therefore is 
dependent upon external factors affecting the originating states and the 
rail systems that bring coal to the generation plants.  As such, the EA 
team monitors for weather events with the potential to disrupt rail 
operations or damage rail infrastructure.  A general rail map can be 
found by following this rail map link. Freight lines are represented on 
this interactive freight map.  CSX and Norfolk Southern are two of the 
major rail lines that serve NC. 
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Figure 5: Coal Spot Prices 

 

 

Figure 6: Total Coal Consumption 1960-2009 

4.4.2.3. Electricity producers within NC are increasingly using natural gas 
for intermediate and auxiliary generation.  Natural gas is also achieving 
greater market penetration in the residential sector.  As such, the EA 
team monitors industry news sources to maintain awareness of the 
flow, stock, and price of natural gas.  The team also monitors for 
weather events that may affect the operations of the natural gas sector 
or have dramatic effects on consumer demand for natural gas.  
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4.4.3. The EA team monitors the status of the Dixie and Transco inter/intra-state 
pipelines and local distribution companies such as Frontier, PSNC, 
Piedmont and TOCCOA.  The team also maintains relationships with trade 
associations such as the North Carolina Propane Gas Association 
(NCPGA).  

Figure 7: Natural Gas Prices by Consumer Sector

Figure 8: Natural Gas Consumption by Consumer Sector 
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4.5  Tracking Procedures 

The EA team is working to develop improved communications processes with the state 
agencies, public utilities and other energy entities serving NC.  The procedures the EA 
team implemented are as follows: 

1) The EA team will maintain continual energy situational awareness.

a. The EA team will monitor various news sources.

b. The EA team will make liaison with local, state, federal governmental
sector and public sector entities within the sphere of energy assurance as
the situation dictates.

c. The EA team will develop a notification list that encompasses various
stakeholders within the energy sphere.

d. If an energy disruption or the potential for energy disruption is identified,
the EA team will make appropriate contacts using the call-list. The call-list
is maintained by the EA team and stored in both electronic and paper
formats.

2) Immediate Data Collection-Upon detection of an energy disruption the EA team
will make contact with the appropriate agency and gather information about the
situation. The EA team will collect information from the following stakeholders to
include but not limited to:

a. Entity/source impacted
i. Cause of event
ii. Number of customers/residents impacted
iii. Identification of ongoing concerns
iv. Cascading issues
v. Response
vi. Information sharing efforts

b. Actions taken by state/regional/local government
i. Response actions taken (example: fire department response)
ii. Interactions with media
iii. Recommendations for voluntary or involuntary curtailment

measures

3) EA team will produce a synopsis of event that includes
a. Event trigger (time, date, location)
b. Estimated time required for response measures (e.g., time to put out fire)
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c. Initial assessment of event 
d. Estimated time required for restoration 
e. Estimated time for recovery (return to normal operations)  
f. Predicted duration of event (timeline)  
g. Impact on reserves 
h. Full investigation of event 

i. Length of investigation (on-site and follow up) 
ii. Results by investigating agency 

 

4.6  Energy Assurance Coordination 
 

At the time of this EA Plan development, the EA team was comprised of the Private 
Sector Program Manager and three (3) ARRA-funded positions that included an EA 
Program Manager, an EA Planner, and a Smart Grid Specialist.   

4.6.1  Energy Contacts 
 

Due to the sensitive nature of personal contact information, 24-hour energy emergency 
contact information is retained within in by the EA team in both electronic and paper 
formats, but is not published for general consumption.  

4.6.2 Assessing an Energy Emergency 

The EA team will assess each energy disruption by seeking to identify and understand 
impacts to the state’s citizens and commerce as well as downstream users of energy 
infrastructures that transit the state. The EA team’s analysis will examine the disruptive 
event within the context of current and projected future energy demands in order to 
determine and recommend an appropriate response. For example, a shortage of home 
heating oil in July may not warrant any response actions; however, the same shortage 
during the month of January during a weeklong record cold spell would demand 
immediate response actions. The team’s analysis will examine: the nature and extent of 
the disruption, its anticipated duration, the number of citizens or entities affected, the 
severity of impacts, available remedies, current and expected weather events, and other 
factors as appropriate. Once the analysis is completed, results will be communicated to 
the SEO leadership.   

4.6.3 Measuring Recovery 

The SEO endeavors to mitigate future events by root cause analysis of past events to 
understand the cause and effects of disruptive events. The SEO intends to identify at a 
minimum the following information during its analysis: 
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a. The estimated and actual time to achieve initial recovery 
b. The estimated and actual time to full recovery 
c. Key successes/failures 
d. Lessons learned  

i. SEO 
ii. IOU 
iii. Public and Private entities 

e. Suggestions by participants to improve response for next event. 
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5 Emergency Support Function 12 (ESF-12) Contingencies and Response 
 

5.1 Introduction  

Access to reliable and affordable energy is essential to sustaining our modern, 
technologically dependent society. Energy emergencies can produce significant 
economic losses, harm public welfare, and degrade government services. Supply 
disruptions can result from natural disasters, accidents, deliberate acts, systemic 
factors, geopolitical events, or market forces producing a rapid, unsustainable increase 
in energy prices. Energy Assurance is an effort to improve the resiliency of our energy 
system, to reduce the risk of energy emergencies and hasten restoration when 
disruptions do occur. 

 
The State Energy Office (SEO) endeavors to facilitate the provision and delivery of 
reliable and secure energy supplies to consumers and businesses despite adverse 
conditions. The SEO fosters collaboration and partnerships between stakeholders 
involved with critical energy infrastructure. This plan was developed to help North 
Carolina (NC) prepare for and react to unforeseen energy interruptions, reduce the 
impact of energy emergencies and ultimately support a timely recovery.  

The planning process is based on an atmosphere of trust and mutual understanding 
with the best interests of the people of NC in mind.  While the SEO understands that it 
cannot plan for every potential hazard, it can however, coordinate and develop a 
general plan that may be adapted for any crisis. By developing a model that considers 
the lifecycle of a potential crisis, all entities can identify effective methods to achieve a 
positive result.  
 
This Energy Assurance Plan establishes a comprehensive framework that will assist in 
all phases of emergency management: mitigation, preparedness, response, and 
recovery.  The plan identifies stakeholder authorities and responsibilities, and provides 
options for addressing disruptive energy events. It describes relationships and lines of 
communication between federal, state, local and private sector stakeholders. The plan 
is designed to be used in conjunction with the North Carolina Emergency Operations 
Plan, developed and is maintained by the Department of Public Safety, Division of 
Emergency Management. The SEO is responsible for the maintenance of the North 
Carolina Energy Assurance Plan and for submitting any changes to the Department of 
Public Safety. 

5.1.1 Purpose 

The purpose of the Energy Assurance Plan is to establish a systematic approach for 
addressing disruptive energy events. This plan was created to help NC prepare for and 
react to unforeseen interruptions in service.  It is intended to reduce the impact of 
energy emergencies and ultimately support a timely recovery. The plan also provides 
state energy and emergency officials with pre-identified consumption reduction 
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measures to reduce the impact of a disruptive energy event. The plan is intended to be 
National Incident Management System (NIMS) compliant.  

5.1.2 Scope 

The Energy Assurance Plan is designed to address planned and unplanned, real or 
perceived, and disruptive energy events. The plan will provide a context for energy 
assurance planning and describe a process that is applicable in any energy 
reduction/emergency in NC.  The plan will support Energy Support Function-12 (ESF-
12) activities within state government. Certain aspects of the Energy Assurance Plan 
rely on conservation measures, observations of market behaviors and other agencies’ 
plans such as the North Carolina Emergency Operations Plan and its incorporated sub-
plans.   

5.1.3 Organization 

The Emergency Support Function 12 (ESF-12) Contingencies and Response section 
consists of the following elements: 

� Situation and Assumptions 
� Geographical Characteristics 
� Hazards and Vulnerability Analysis 
� Assumptions 
� Emergency Communications 
� Public Information Program 
� Disruption Response Plans for Electricity, Natural Gas and Petroleum. 

5.1.3.1 Situation and Assumptions 

Energy is essential to the health, safety, and welfare of the people NC and to the health 
of the state economy (N.C.G.S. § 113B-1). Energy emergencies can produce significant 
economic losses, harm public welfare, and degrade government services. Disruption of 
energy supplies can result from natural disasters, accidents, criminal acts, systemic 
factors, geopolitical events, and/or market forces that may produce a rapid, 
unsustainable increase in energy prices. 

It is important to recognize that energy disruptions are inevitable. The duration of a 
disruptive energy event is dependent upon its extent and the market forces acting upon 
the disrupted commodity. In many instances, the market will correct itself and not 
require governmental intervention. However, there are instances when governmental 
assistance/intervention will be required.   

5.1.3.2 Geographical Characteristics 

Please refer to Section 3.4.1, Geography  
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5.1.3.3 Hazards and Vulnerability Analysis 

Listed below are some of the hazards to which NC’s energy infrastructure is vulnerable. 
A brief discussion and electronic links to other sources of information are provided for 
each vulnerability.  

• Tornadoes often produce disruptive energy events by damaging power lines and 
other infrastructure.  According to NC’s State Climate Office, tornadoes are 
responsible for millions of dollars worth of property damage each year in NC, 
and affect every part of the state. They are most frequent in the southeastern 
and south-central regions, but the majority of intense tornadoes occur in central 
NC.  For more information on tornadoes, please consult the State Climate 
Office of North Carolina by following this LINK.  A detailed risk analysis of NC’s 
tornado vulnerability can be found on the North Carolina Department of Public 
Safety’s Hazards website. Follow this LINK for more information. 
 

• Hurricanes usually occur during the months of June through November.  
Historically, NC has experienced several strong hurricanes that have produced 
severe damage to its infrastructure.  Hurricanes present the greatest risk to 
eastern NC, but large storms can produce wind and flooding damage in the 
central and western regions.  For more information on hurricanes, please 
consult the State Climate Office of NC following this LINK. A detailed risk 
analysis of NC’s hurricane vulnerability can be found on the North Carolina 
Department of Public Safety’s Hazards website. Follow this LINK for more 
information. 
 

• Thunderstorms are a common occurrence in NC. The State Climate Office of 
North Carolina estimates that the state experiences thunderstorms at least 40 
to 50 days of each year. They bring strong winds and lightning strikes, both of 
which have historically disrupted electrical service.  For more information on 
thunderstorms’, please consult the State Climate Office of North Carolina by 
following this LINK. A detailed risk analysis of NC’s thunderstorm vulnerability 
can be found on the North Carolina Department of Public Safety’s Hazards 
website. Follow this LINK for more information. 
 

• Winter storms can have an adverse effect on the state’s energy systems. They 
often bring snow, sleet, freezing rain and/or a wintry mix which can cause 
power lines to fail and preclude the transportation of fuels on the roadways. For 
more information on thunderstorms’, please consult the State Climate Office of 
North Carolina by following this LINK. 
 

• Drought conditions adversely affect the energy infrastructure. Electric generation 
needs an ample supply of water for use in hydroelectric and steam generation, 
and for cooling at nuclear facilities. For more information on drought, please 
consult the State Climate Office of North Carolina by following this LINK.  
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• Wildfires can affect energy infrastructure by causing damage to the distribution 
and generation infrastructure of utilities.  A detailed risk analysis of NC’s wildfire 
vulnerability can be found on the North Carolina Department of Public Safety’s 
Hazards website. Follow this LINK for more information. 
 

• Earthquakes, though somewhat rare in NC, may affect the energy infrastructure.  
A detailed risk analysis of North Carolina’s earthquake vulnerability is found on 
the North Carolina Department of Public Safety’s Hazards website. Follow this 
LINK for more information. 

 
• Electromagnetic disturbances may occur as geomagnetic storms, solar radiation 

storms, radio blackouts or Electromagnetic Pulse (EMP). These events can 
cause disruptions to the electric grid by interfering with transmission systems, 
transformers, and discrete component operations.  In some cases, High 
Frequency (HF) communications may degrade communication monitoring 
energy transmission systems in electric, natural gas, and petroleum pipeline 
systems. For more information on space weather storms, please follow the link 
for the NOAA/Space Weather Prediction Center. 

 

5.1.3.4 Plan Assumptions 

Energy is essential to the health, safety, and welfare of the people of this State and to 
the workings of the State economy (N.C.G.S. § 113B-1). Energy disruptions threaten 
the commerce, transportation, communications, government, and health of NC’s 
citizens. During any given year, NC faces the possibility of an energy disruption through 
accidental, natural, systematic or deliberate incidents. An energy emergency has the 
potential to produce substantial cascading effects that could adversely affect the 
delivery of essential needs such as food, water, shelter, and medical treatment.  

 
The Energy Assurance Plan assumes that state agencies have emergency resources 
and expertise that will assist in preparing for, responding to, and recovering from energy 
disruptions.  The plan also assumes that county and local governments will develop 
plans to respond to localized energy disruptions.  Additionally, it assumes that Investor 
Owned Utilities, Local Distribution Companies, and all other energy providers that 
service NC will have developed plans to respond to energy disruptions.  
 
The Energy Assurance Plan assumes that federal resources and expertise can be 
mobilized to augment local and state efforts in relieving energy disruptions that are 
beyond the capabilities of both state and local governments. 
 
The SEO will provide representatives to serve in the infrastructure cell within the N C 
Emergency Operations Center (EOC). The State’s EOC is located at 1636 Gold Star 
Drive, Raleigh.  The EOC serves as the primary location for State emergency 
operations under the direction and control of the State Emergency Response Team 
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(SERT) leader, usually the Director of the Division of Emergency Management.  If 
conditions are such that the primary EOC is incapable of operations, the EOC will 
relocate to an alternate location in accordance with the North Carolina Emergency 
Management Continuity of Operations Plan (COOP). 
 

5.2 Emergency Communication Procedures 

Emergency communication procedures are a vital part of the energy assurance plan.  It 
is important for energy assurance information to flow in a timely manner.  Information 
should flow up and down the chain of command, as well as laterally between supporting 
agencies.  The flow of information must also include private entities such as the Investor 
Owned Utilities (IOU’s), petroleum markets, and Local Delivery Companies (LDC’s) that 
provide energy resources in the state. 

The SEO’s Energy Assurance Team will access, analyze and disseminate vital 
information pertaining to the energy supply, demand, pricing and infrastructure. They 
scan several sources of information (please see the NC Energy Disruption Tracking 
Process) on a regular basis to acquire pertinent information.  During times of energy 
crisis, the information monitoring frequency may be increased to adapt to any situational 
changes.  From time to time, the SEO will provide data and assessments of the current 
and forecasted energy situations that could affect the state. The SEO will communicate 
its analysis through the SEO Energy Director, who will in turn communicate with the 
SERT Leader and other governmental entities who require information. 

The EA team maintains communication relationships with suppliers and consumers of 
energy as well as state and local government stakeholders. Pertinent information is 
communicated within the SEO and to the Department of Environment and Natural 
Resources (DENR), the Energy Policy Council, the North Carolina Department of Public 
Safety and the North Carolina Utilities Commission. Communications occur through 
several mediums such as e-mail, telephone, and face-to-face communications. Figure 
5-1 outlines the information sharing and reporting flow prior to any crisis. 
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Figure 5-1: State Energy Office Interactions 

Both formal and informal communications occur at various stages during the event. 
Informal communication is continuous prior to the identification of an energy emergency. 
An example of informal communications may be a regular phone calls, emails or 
personal visits that foster relationships between the SEO and energy stakeholders. 
These pre-existing informal relationships improve the effectiveness of formal 
communication pathways during energy emergencies.  

5.2.1 Points of Contact 

The SEO maintains a regularly updated 24-hour emergency contact list of energy-
related organizations within the state. Due to its sensitive nature, the list is not available 
to the public.  

5.2.2 Communications During Normal Conditions  

The daily analysis and communication is an informal communication process within the 
Energy Assurance Team (consisting of the Energy Assurance Program Manager, 
Energy Assurance Planner and Smart Grid Specialist). They monitor the energy 
markets within the state and surrounding region.  If the team identifies unusual 
conditions in the normal behavior of the energy landscape, they will communicate with 
the energy providers to determine what caused the situation and what action (if any) 
can be taken to reduce or mitigate the issue. The team’s analysis is communicated to 
the Private Sector Program Manager and then to the Director of the State Energy 
Office. The SEO Director communicates energy related information to DENR, the SERT 
Leader, and to other entities of interest.  The SEO Director alerts decision makers to 
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potential events that may or may not cause a rise in energy prices or a reduction in 
energy supply. 

5.2.3 Communication During Emergency Operations 

During times of energy emergencies, representatives of the SEO may be activated to 
serve as members of the State Emergency Response Team (SERT). The SERT 
activation procedure is provided in the North Carolina Emergency Operation Plan.  The 
SEO serves under the broad scope of the Operations Section and more directly under 
the Infrastructure Sub-Section.  SEO SERT representatives will communicate with 
various entities to ascertain the current and forecasted energy situation.  Specifically, 
the SEO will communicate with their established contacts at: the investor owned utilities; 
local distribution companies; the petroleum pipeline and petroleum terminal operations; 
and other relevant stakeholders to ascertain the state of the supply lines and estimated 
return to service.  Figure 5-2 illustrates the high-level of government communications 
flow during emergency operations. Figure 5-3 illustrates the SEO communications flow 
during emergency operations. 
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Figure 5-2: Communications Flow Under Emergency Operations 
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Figure 5-3: SEO Detailed Flow of Communications under Emergency Operations 

The SEO will review requests for assistance, assist with the prioritization of response 
strategies, and assist in the determination of resources needed to mount a response to 
the situation during an energy emergency.  

The SEO may be tasked with the assessment of energy infrastructure damage related 
to energy supply, energy demand, and energy service restoration requirements. The 
SEO may also be tasked with assisting in obtaining fuel for transportation and 
emergency operations, as well as providing energy information, education and 
conservation guidance to NC citizens. As the lead technical agency for energy 
emergencies, the SEO may provide assistance to governmental entities by reviewing 
emergency fuel requests and assisting other entities in procuring needed assistance to 
restore normal energy-related operations. The SEO will also assist in the development 
of recovery strategies to meet the state’s needs. 

During large-scale events, such as a widespread grid failure, petroleum shortage, or 
severe storms, the EA team will prepare information about the geographic area(s) 
affected, the cascading effects that are/may be felt, and the mitigation efforts on both 
the energy demand and energy supply side. The EA team will disseminate information 
according to the SEO’s communication process. 

The definitions the energy disruption phases are in the Error! Reference source not found. 
below. 

 

 

5-9 
 



 Communications Actions that may be required 

Monitor 
and Alert 

-Keep Governor’s staff and legislative offices informed 
-Review/prepare graphic energy market “slides” and other materials to 
explain consumption patterns and anomalies 
-Keep NC Emergency Management(NCEM) public relations officer 
updated  
-Provide basic energy supply & demand data 
-Coordinate with NCEM on media contacts to help reporters understand 
basic energy facts and issues  
-Review weather forecasts 
-Estimate the probability of greater shortage  
-Prepare briefings on possible supply and demand restraint measures 
should shortage intensify 

Mild 
Shortage 

-Maintain information actions per above 
-Coordinate with NCEM to draft energy conservation recommendations if 
shortage is predicted to reach moderate level  
-Prepare advisories on recommended energy conservation techniques 

Moderate 
Shortage 

-Maintain information actions per above  
-Be prepared to explain conservation recommendations to the Legislative 
Committee or NCEM media briefings  
-Follow-up messages may be made by the Governor to assure public and 
encourage continued cooperation and compliance 

Severe 
Shortage 

-Maintain information actions per above  
-Governor recommends mandatory measures to the Legislative 
Committee   
-NCEM or SEO may explain details of mandatory measures during media 
briefings  
-NCEM, Attorney General’s Office or Governor announces enforcement 
actions if any 

Table 5-1 Communication Actions 

The State of NC maintains an Emergency Information Bilingual Hotline staffed by state 
employees during emergencies. The hotline operators will provide information to callers 
about evacuations, shelters, feeding sites, highway conditions or any pertinent 
information about the current situation. Energy information may be relayed to the 
operators if the situation requires it. The hotline number is (888) 835-9966 and is staffed 
24/7 during any emergency situations. 

5.3 Public Information Program  
 
During any emergency, it is important to maintain public confidence in the government 
as well as the market.  It becomes increasingly important to maintain public support 
during energy shortages as the public relies on energy commodities for transportation, 
climate control, sustenance and virtually every portion of their daily lives.  One of the 
ways to foster public confidence is to inform the public of the nature, severity, and 
possible duration of the impending or current situation. It is also important to provide 

5-10 
 



information on the measures implemented to alleviate the situation and what actions the 
public can take to assist. Providing accurate and timely information can reduce the 
public’s apprehension and increase confidence. It is also important to educate the public 
on what actions they can take to reduce energy demand and alleviate the situation. 
 
The level of governmental or press involvement will be dependent upon the nature and 
severity of the situation. Regardless, accurate and official information on the status of 
the shortage, voluntary or mandatory measures as well as energy-efficiency measures, 
should be provided to the public and to decision makers.  

 
In cases of localized disruptions, there may be little-to-no media involvement.  In all 
cases, if the SEO is contacted for statements by the media, all information and 
responses will be routed through the SEO Director and the SEO Public Information 
Officer. 

 
In the event of a state wide or regional disruption, the media involvement will increase.  
If this happens, a coordinated public information effort should be encouraged with 
appropriate communication among the involved governmental agencies such as the 
North Carolina Utilities Commission, DENR, Energy Policy Council, Governor’s Office, 
and the NCEM, as well as private energy providers.  
 
As energy disruptions become prolonged or rise to a larger scale, the release of public 
information will be in accordance with the accepted protocol of the Governor’s Office, 
DENR, and the North Carolina Emergency Management Joint Information Center, when 
involved in SERT functions. The SEO and NCEM will establish a central information 
center to facilitate the collection, analysis and distribution of pertinent information. To 
avoid contradictory statements, stakeholders will compile all information for review prior 
to release. All event information should be validated and uniformly prepared prior to 
public release. It may be wise to schedule interagency meetings/teleconferences to 
discuss a coordinated message prior to any public release. Public information news 
releases may disseminated through radio and television stations, the internet, direct 
telephone contact, newspapers or other media.  
 
Public Information Officers (PIOs) from the SEO and other agencies will be task- 
organized based on the nature and severity of the disruption. In the event of a SERT 
activation, there will be a PIO function at the EOC. The SEO will establish a hotline to 
provide appropriate information to the public and to respond to any citizen complaints. 
Table 9 provides a summary of some actions that may occur in the different phases of 
an energy emergency. 
  
The educational portion of the message may include information from representatives 
from the affected industry, such as electricity or natural gas. Due the unregulated nature 
of the petroleum industry, it may not appropriate for them to attempt to educate the 
public through official state PIO channels. Their industry representatives should provide 
energy conservation actions that the public may take in order to alleviate the situation. 
 

5-11 
 



The event’s public information campaign should educate the public about what it can do 
to alleviate the stressor on the energy system during the energy disruption. Information 
provided should focus on the efforts needed to mitigate the current energy situation.  
 
Some possible topics may include (but are not limited to) the following: 
 

• Increasing fuel efficiency of automobiles 
• Alternatives to single-occupant automobile travel, including public transit, ride 

sharing, and individual options 
• Home heating/cooling conservation tips 
• Tips on general energy conservation at home and in the work place; and 
• Energy supply availability and pricing 

 

Phase Detailed Public Relations Steps for the SEO 
Monitor 
and Alert 

• Review and reinforce communications within the SEO  
• Ensure all personnel know current facts (what can/CANNOT be relayed) 
• Communicate with DENR, the NCEM SERT and the Governor’s Office 
• Communicate with the NCEM Watch Commander and PIO 
• Prepare current situation graphics (supply, demand, historical data, etc.) 
• Keep appraised of developing weather situations 
• Estimate “worst case scenario” probability and the ensuing effects as 

well as the “best case scenario” 
• Identify conservation/energy efficiency measures that reduce demand 

Mild 
Shortage 

• Maintain all above actions 
• Coordinate with NCEM to develop energy conservation measures, if the 

situation does not resolve itself in a timely manner. 
• Consult industry resources, the U.S. DOE in order to ascertain best 

practices for conservation techniques 
• Announce voluntary conservation actions 

Moderate 
Shortage 

• Maintain all above actions 
• Governor may suggest conservation measures to the Legislative Council 
• SEO and/or NCEM may need to amplify or explain the reasoning behind 

the measures to the Governor’s Office and Legislative Council 
• Follow-up communications may be required to the Governor’s Office for 

dissemination by the Governor in press releases 
Severe 
Shortage 

• Maintain all above actions 
• Governor may recommend mandatory measures to Legislative Council 
• NCEM may hold media briefings 
• NCEM, Attorney General’s Office, or Governor’s Office may announce 

enforcement actions, if necessary. 
Table 5-2 Public Relations Steps 
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5.4 Energy Emergency Response Plans 

The two types of energy disruptions are planned and unplanned. The planned 
disruptions are usually transparent to the consumer whereas the energy provider took 
proactive steps to mitigate any loss of service to the customer. This type of disruption 
may include activities such as corrective or preventive maintenance to the existing 
infrastructure or addition of new infrastructure. For the most part, customers rarely know 
the event even occurred.  

 
Unplanned energy disruptions occur in a variety of ways, ranging from unforeseen and 
immediate acts of God (such as lightning), or slower-onset situations such as hurricanes 
and geopolitical events. One cannot predict which sector will be disrupted or when a 
disruption will take place. Both energy providers and government officials will take 
appropriate reactive steps when an unplanned energy disruption occurs. 
 
In the event of a major energy supply disruption, both industry and government will have 
significant roles to play in managing the incident and its consequences. The energy 
providers (electricity, natural gas, or petroleum) will be responsible for the practical and 
operational management decisions of the incident. The energy providers have the 
intimate knowledge and experience to manage the “incident” operations safely and 
quickly restore energy services.  
 
The role of state government and the SEO is to understand and manage the broader 
effects of an energy supply disruption whether it is a statewide shortage or a 
geographically isolated supply shortage. The SEO will assist industry representatives 
with their coordination efforts to develop and implement policies to restore services. The 
SEO will work closely with other state agencies such as Emergency Management, 
Department of Transportation, as well as Federal Agencies to support recovery. 
 
Many of the organizations involved in energy production and distribution manage 
complex operational situations on a daily basis and they have contingency plans in 
place for a variety of less-common events. The June 13, 2010 petroleum tank fire at the 
Greensboro terminal demonstrated this preparedness.  Industry representatives and 
local emergency workers were able to quickly respond and resolve the incident without 
loss of life or widespread damage. The speed in which the situation was controlled and 
returned to normal operations was the result of well-developed and exercised 
emergency plans. The SEO assists private sector partners by fostering effective 
communication and cooperation between them and state and local government 
agencies.  
 
It may be beneficial to follow a standard template for all commodities when planning for 
energy emergencies.  This template can serve as a skeleton to which actions are added 
to and/or removed (as appropriate) for individual situations or commodities.  The SEO 
should ensure that the Energy Assurance Plan is reviewed/updated annually by 
providing current information about the energy infrastructure and contacts.  Additionally, 
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the SEO should ensure that the various commodity providers, working groups and 
stakeholders are aware of the plan and have input to the plan. 
 

5.4.1.0 SEO Procedures 
 
When an energy disruption is suspect, the SEO should: 

� Assess the commodity market by examining the current and historical pricing and 
usage within the state and region. 

� Contact relevant industry representatives to verify the existence of a disruption or 
market fluctuation. 

� Contact local government officials in the affected regions to confirm the 
disruption or market fluctuation. 

� Contact the surrounding states to confirm the disruption or market fluctuation 

When an energy disruption is confirmed, the SEO should: 

� Prepare a written report for the SEO Director and the Deputy Director/Operations 
Chief of NCEM describing the preceding investigation. 

� Continue tracking the current/historical pricing usage within the state and region. 
� Contact industry representatives to ascertain the following: 

o Identify the cause of the event 
o Who and how many customers may be affected 
o Ascertain the estimated time to repair, replace or restore service 
o Identify if an alternate source may be obtained 
o Seek advice and offer assistance 

� Coordinate w/contiguous state’s SEOs to facilitate a regional disruption approach   
� Suggest public appeals for reduction 
� Prepare for mandatory measures 
� Prepare a Situational Analysis Report that includes: 

o General description of the situation 
o Steps being taken to alleviate the disruption 
o Required support  

� Once completed, the Situational Analysis Report, should be approved by state 
entities and then forwarded to the U.S. Department of Energy. 

� Assist local and state entities with energy-related requests as needed  
� Administer statutory authorities pertaining to energy conservation 

When transitioning into the recovery phase of an Energy Disruption, the SEO should:  

� Continue to track current/historical pricing and usage within the state and region 
� Track the duration of the disruption 

5-14 
 



� Assist the State Coordinating Officer (SCO) and the Federal Coordinating Officer 
(FCO) in the restoration of damaged energy systems 

� Verify with industry representatives that disruption is recovering/returning to 
normal conditions 

� Verify with local government officials that the recovery is taking place 
� Assist in the coordination of resupply efforts 
� Communicate with surrounding states about recovery/resupply efforts 
� Prepare to terminate voluntary and/or mandatory actions 
� Inform public of restoration 

After the recovery is complete, the SEO should: 

� Examine the factors leading up to the event 
� Amend the Energy Assurance Plan to reflect the problem and solution 
� Determine what went wrong and what could have been done to prevent or 

mitigate the effects of the event 

5.4.2 Electric Disruption Procedures 

It is not possible to predict when, or what will disrupt the flow of electricity. However, we 
can examine the current infrastructure and the historical events that affected the 
delivery of electricity within the state. By identifying historical events and their effects, 
we can develop a course of action to mitigate some of the effects of a similar future 
disruption.  

As discussed previously, NC generates and uses a considerable amount of electricity.  
It is apparent that electricity is vital to the economy and welfare of NC and its citizens. 
Electricity has interdependencies associated with the delivery of petroleum, from the 
pipeline to terminals and retail stations as well as in the commercial, industrial, 
transportation and residential sectors.  The banking and finance industry are dependent 
upon the constant delivery of electricity to power the information technology 
infrastructure that manages and records its transactions.  It is logical to determine how 
energy will be distributed, as well as limited, in times of a supply disruption. 
 
Electrical energy suppliers may need to curtail delivery of service to some of their 
customers during a disruptive energy event.  If an electricity curtailment occurs, it follow 
the Commission Rules and Regulations of the North Carolina Utilities Commission 
(NCUC). The rules and regulations governing the electric utility are covered in Chapter 
8 of the Commission’s Rules and Regulations.  Under Rule R8-141 (a) and (b), Filing of 
emergency load reduction plans and procedures, each utility is required to design and 
adopt an emergency load reduction plan and procedure that is judicious to all affected 
customers. They are also required to file that detailed emergency load reduction plan 
with the NCUC. The utilities in NC review and update the emergency load reduction 
plan annually.  
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Energy consumers are encouraged to conserve electricity in order to reduce aggregate 
demand and the risk of disruption due to system overload. Suggested conservation 
measures for residential consumers include (but are not limited to): installing Energy 
Star appliances, adjusting home thermostats to reduce usage, and installing energy 
efficient light bulbs.  Commercial, industrial or governmental customers may wish to 
consider performance contracting to increase energy efficiency.  Performance 
contracting, also known as a “Guaranteed Energy Savings Contract”, involves a 
comprehensive energy efficiency measures and a guarantee that the savings will be 
able to service the debt incurred by the installed measures.  Performance contracting 
will incorporate the results of a comprehensive energy audit with information about 
organizational constraints (money, time, or personnel) to produce a workable plan for 
improving energy efficiency.  Once the energy efficiency measures are complete, 
another audit is will be done to quantify the efficiency improvements.  The energy 
efficiency improvements are converted to dollars to evaluate realized savings and 
demonstrate the return-on-investment.  
 
It is important to note that savings are measured (by electric utilities and natural gas 
companies, respectively) in kilo-Watt-hours (kWh) and therms.  The kilo-Watt-hours 
(kWh) and therms are then given a monetary value based on the current market price 
for the energy resource.  A carefully monitored measurement and verification must 
occur to ensure the performance of the improvements. For example, an entity should 
measure the energy consumption before the installation and again after the installation 
to ensure that it is effective.  Continual measurement after the installation verifies its 
performance and fiscal worthiness, especially when the energy savings are the source 
of the repayment or the Return-on Investment (ROI).  
 
There are several potential threats to the delivery of electricity and some are more 
common than others are. History indicates that weather events such as winter ice or 
summer hurricanes pose the greatest threat to electrical service. Damage to distribution 
lines is the most common variable in the loss of delivery. Depending on the season, the 
majority of the disruptions occur in either the coastal plain or the mountains.  It is 
important to recognize that even thought the distribution line disruption is the most 
common threat, we should not discount the possibility that the transmission lines or the 
logistical lines that transport the fuels (coal, nuclear or petroleum) used in electrical 
generation could be affected. 

Because of the variety of hazards that can disrupt electrical services, it is prudent to 
develop plans to mitigate the effects of weather-induced disruption.  These plans should 
include recommended actions for pre-season, pre-event, and during an actual 
disruption.  

5.4.2.1 Pre-Season Planning Checklist for SEO and Governmental Agencies 
 

Prior to the high-risk seasons (winter/summer), the following actions should take place: 
� Coordinate with the utilities and facilities management of state-owned properties 

to encourage line maintenance and vegetation management 
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� Verify communications call list 
� Encourage critical agencies to obtain/verify their ability to perform fuel switching 
� Categorize critical assets by what is vital, essential and non-essential. This 

categorization helps determine a curtail/not-curtail decision for particular services  
� Establish non-essential to vital order implementation plan reductions (if needed)   
� Encourage energy conservation with  energy efficiency/conservation techniques 
� Provide public information to public for actions for citizens 

5.4.2.2 Pre-Event Electric Disruption Planning Checklist for SEO and 
Governmental Agencies 

To manage the energy resources across the grid and those demanded by citizens as 
well as state entities, it may prove beneficial to consider taking the following U.S. 
Department of Energy recommended actions: 

 
� Coordinate with State Emergency Management and the U.S. Department of 

Homeland Security to identify critical infrastructure (distribution, transmission and 
data lines). Early identification could lead to improved response and recovery 

� Identify load reduction measures appropriate for the facility  
� Categorize electrical loads into the following categories and coordinate with the 

energy provider: 
o Life, health and safety driven 
o Mission critical and Non-non-mission critical 

� Monitor total facility demand and demands within the categorized loads 
� Monitor weather forecasts and identify the high or low-degree days 
� Communicate weather data w/employees for preparation (i.e. appropriate dress) 
� Prepare impact statement-outline long-term power outage impact on government 

operations 
� Prepare impact statement outlining effects of long-term power outage on the 

health, welfare, and safety of citizens located in the affected areas 
� Identify priority service areas such as public health, public safety, governmental 

and economic centers for restoration activities 
 

Categorizing electrical loads early and communicating organizational priorities to the 
utilities will assist in the decision making process when loads need to be shed or critical 
restoration activities must take place. Once informed of expected weather, employees 
can make appropriate attire choices to withstand temperature variation, reducing the 
need for climate control and relieving some demand for electricity. 
 
The SEO recognizes that utility providers will provide for the maintenance and repair of 
their systems and that they have developed plans to facilitate timely restoration of 
services. The utilities will execute those restoration plans when the situation requires it. 
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The SEO also assumes that the entities that require priority restoration have been pre-
identified and recorded by both the utility and NCEM. 

Additional assumptions include a generally accepted restoration schedule: 

� Downed power lines or life threatening situations and public health and safety 
facilities without power 

� Transmission lines that serve thousands of customers 
� Substations 
� Main Distribution lines, in order of customer volume 
� Secondary distribution lines, neighborhoods 
� Service lines to business and residences 

5.4.2.3  Event Execution Checklist for SEO and Governmental Agencies 
 

� Provide a liaison to the EOC, Infrastructure Cell 
� Communicate w/investor-owned utility (IOU’s)  to verify power disruption reports f  
� Communicate with IOU’s to establish estimated time of restoration 
� Coordinate with IOU’s to exchange critical information that the EOC may have 

(such as road closures or flooding) to assist in recovery operations  
� Coordinate a schedule to receive updates on the estimated time to repair/recover 

o 8:00 AM, 2:00 PM, and 8 PM are accepted past intervals that have worked  
� Summarize disruptions by county and prepare for further analysis of the data 
� Coordinate with IOU’s to develop an impact statement outlining the effects of a 

long-term power outage on government operations 
� Coordinate with IOU’s to develop an impact statement outlining effects of a long-

term power outage on the health, welfare, and safety of citizens in affected areas 
� Inform employees of demand reduction activities 
� Initiate load reduction measures based on previously identified categories 
� Reduce use of overhead lighting, personal computers and high demand 

appliances such as microwaves 
� Contact Facilities Maintenance or Energy Service Companies (ESCO’s) to 

employ HVAC conservation cost measures   

 

5.4.2.4 SEO and ESF-12 Checklist for Moderate Electric Disruptions 
 

 

 
� Monitor IOU’s web-based outage pages for outage related information 
� Monitor the price and consumption of coal and natural gas products  
� Alert key personnel per Standard Operating Procedures (SOP) 
� Communicate with IOUs 

Trigger: Isolated incident or degradation of service reliability 
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� Communicate to the State Emergency Operations leadership and Joint 
Information Center the following information 

o Location of outage 
o Duration of outage 
o Reason for the outage, if known 

5.4.2.5 SEO and ESF-12 Checklist for Moderate Electric Disruptions 
 

 

 

� Continue actions in Phase I 
� Communicate with IOU 
� Identify if voluntary reductions will be requested from the IOU and plan for 

messages reflecting the decision 
� Plan for mandatory measures 
� Alert Key Personnel IAW SOP 
� Request Governor Appeal 
� Provide information through a variety of media to inform the public  
� Suggest compressed workweek 

 

5.4.2.6 SEO and ESF-12 Checklist for Severe Electric Disruptions 
 

 

� Continue actions implemented in previous phases 
� Implement Mandatory Measures 
� Request Declaration of Emergency by the Governor  
� Notify U.S. DOE 

 

5.4.2.7 Voluntary Measures for Electric Disruptions 
 

� Perform HVAC Temperature Set-backs:  
Encourage commercial/residential customers to adjust building temperatures to a 
maximum of 65-degrees in winter and minimum of 78-degrees in summer. The 
U.S. DOE estimates about 3% energy savings per “set-back” degree during 
winter and 6% energy savings per degree during summer.  

The 2011 Energy Information Administration (EIA) Annual Energy Outlook 
reports that cooling and ventilation accounted for approximately 18% of 
residential and 22% of commercial electricity consumption in 2009. In the same 

Trigger: Escalating existing incident, continued degradation of service reliability, confirmed incident, 
impending threat of allocation that will last for several weeks or request for assistance from IOU’s 

Trigger: A persistent event that has persisted for several weeks and timely resolution does not appear 
possible.   
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year, space heating accounted for approximately 6% of residential and 4% of 
commercial electrical consumption.  

EIA’s 2009 State Energy Consumption Estimate reports energy consumption for  
NC at 192.1 Trillion Btu for residential and 157.8 trillion Btu for commercial. 

Using EIA’s numbers, we can estimate the potential electricity savings that NC 
consumers could achieve if all of them implemented thermostat “set-backs”.  The 
annual estimate assumes 100% compliance, which is not likely to occur.  

 

 

 

 

 

 

 

 

 

 
 

� Reduce Hot Water Temperature 
Encourage commercial/residential users to reduce water heater temperatures to 
105-degrees. The U.S. DOE reports that a 10- degree reduction results in a 3%-
5% cost savings.  EIA’s 2011 Annual Energy Outlook reports that water heating 
accounted for about 9% of residential and 2% of commercial electricity use in 
2009. EIA’s 2009 State Energy Consumption Estimate reports that NC residents 
consumed 192.1 Trillion Btu and commercial ones consumed 157.8 trillion Btu. 

The chart below assumes 100% compliance, which unlikely. Exceptions for 
health care facilities, food service industries, and others may necessary. 

 
 
 
 
 
 
 
 

HVAC Set-Back Heating Months: 

Residential electric demand for heating = 192.1 trillion Btu x .06 = 11.5 trillion Btu 

Commercial electric demand for heating = 157.8 trillion Btu x .04 = 6.3 trillion Btu 

Combined demand = 17.8 trillion Btu 

3% saving associated with heating setback= 534 billion Btu or 156,500 MW/h 

 

 

HVAC Set-Back Cooling Months: 

Residential electric demand for cooling = 192.1 trillion Btu x .18 = 34.6 trillion Btu 

Commercial electric demand for cooling = 157.8 trillion Btu x .22 = 34.7 trillion Btu 

Combined demand = 69.3 trillion Btu 

6% saving associated with cooling setback= 4.2 trillion Btu or 1,230,899 MW/h 

 

Electric Hot Water Set-Back: 

Residential electric demand for water heating = 192.1 trillion Btu x .09 = 17.3 trillion Btu 

Commercial electric demand for water heating = 157.8 trillion Btu x .02= 3.2 trillion Btu 

Combined demand = 20.5 trillion Btu 

3-5% saving from temperature setback= 615-1,025 billion Btu or 180,239-300,398 MW/h 
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� Efficient lighting use and installation 
The 2006 Energy Star Lighting Guide recommends commercial lighting upgrades 
that can reduce electrical consumption by 50-80%. Residential customers can 
reduce their lighting consumption by more than 75% by replacing traditional 
incandescent bulbs with energy efficient bulbs.  
 
Residential and commercial users can reduce their consumption by: 

o Reduce light wattage, replace incandescent lights w/energy efficient ones  
o Reduce outdoor illumination to essential needs (i.e., security purposes). 

 
The 2011 EIA Annual Energy Outlook reports that lighting accounted for about 
15% of residential and 23% of commercial electric consumption in 2009. The 
2009 EIA State Energy Consumption Estimate indicates that NC residences 
consumed 192.1 Trillion Btu and commercial ones consumed 157.8 trillion Btu. 
 
This annual estimate assumes 100% compliance, which is not likely to occur. 

  
 
 
 
 
 
 

 

 

� Protective measures by IOUs 
If an IOU determines that a disruptive-event could affect the overall reliability of 
the system, they may implement actions to preserve reliability at their discretion. 

� Curtail or load shed non-essential loads 
� Curtail non-firm loads 
� Voltage reductions 

5.4.2.8 Mandatory Measures for Electric Disruptions 
� Adjust Indoor Regulated Space Temperature:  

The Governor could issue an executive order that all commercial, industrial, and 
government customers who use electricity for heating and/or cooling to adjust 
their building temperatures to a maximum of 65- degrees in winter and a 
minimum of 78-degrees during the summer. Possible exceptions could be health 
care facilities, food service industries, and other entities in the health industry.  

 
Enforcement:  Enforcement is yet-to-be-determined. One possible action may be 
to use state employees such as local or statewide building code officials and/or 
law enforcement personnel. 

 

Turning Off Electronic Equipment when not in use: 

Residential electric demand for lighting = 192.1 trillion Btu x .15 = 28.8 trillion Btu 

Commercial electric demand for lighting = 157.8 trillion Btu x .23= 36.3 trillion Btu 

Combined demand = 65.1 trillion Btu 

50% saving from energy efficient lighting = 32.5 trillion Btu or 9,539,463 MW/h 
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� Reduce Hot Water Temperature: 
The Governor could issue an executive order that commercial, industrial, and 
government users must lower the temperature of the hot water in their buildings 
to 105-degrees. Possible exceptions could be health care facilities, food service 
industries, and other entities in the health industry.  

 
Enforcement:  Enforcement is yet-to-be-determined. One possible action may be 
to use state employees such as local or statewide building code officials and/or 
law enforcement personnel. 
 

� Government Facility Hours Reduction/Closures 
The Governor could issue an executive order requiring reduced operating hours 
at state government facilities (especially those that use exclusively electricity for 
heating and/or cooling).  Depending on the circumstances, the Governor may 
elect to close some government facilities temporarily. The order will follow the 
below rubric: 
 

o Non-critical personnel and activities will close first  
o Mission critical personnel and activities will close on order 
o Life, health and safety driven activities will be the last to close 

Enforcement: Division heads will be responsible for complying with the order.  
 

� Electronic Signage/Advertising Lighting 
The Governor could issue an executive order to restrict the use of advertising 
signs and window displays. Commercial, retail, and other service establishments 
may only keep signs lighted during business hours, and may only light signs that 
are essential to direct customers to the business or to identify the business. 

Enforcement: Enforcement is yet-to-be-determined. One possible action may be 
to use state employees such as local or statewide building code officials and/or 
law enforcement personnel.  

 

� Restrict Retail Establishment Operating Times 
The Governor could issue an executive order that to restrict retail establishment’s 
operating hours. Because it has adverse implications on the economic stability of 
the state, this measure initiated as a last resort. 

Enforcement:   Enforcement is yet yet-to-be-determined. One possible action 
may be to use state employees such as local and statewide building code and 
law enforcement personnel. 
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5.4.2.9 SEO and ESF-12 Recovery Action Checklist for Electric Disruptions 
 

� Verify that IOU is returning to normal operations 
� Notify Director of SEO and NCEM Personnel 
� Inform public 
� Conduct after-action to include: 

 
o Estimated and actual time to initial recovery 
o Estimated and actual time to full recovery 
o Key successes and failures 
o Lessons learned from the lens of the SEO, IOU, public and private entities 
o Improvements to the plan 

5.4.3 Natural Gas 
 
It is impossible to predict correctly when or what event will disrupt the flow of natural 
gas.  However, we can examine the current infrastructure and the historical events that 
affected the delivery of natural gas within the state.  By identifying historical usage and 
events we can develop a course of action to mitigate some of the disruption impacts. 

As discussed previously, North Carolina is dependent upon the Transco and Columbia 
natural gas pipelines to import all of its natural gas needs.  Pipeline safety has become 
a matter of public concern since the San Bruno natural gas explosion in California on 
September 9, 2010.  The responsibility of pipeline safety is with the NCUC as stated in 
NC Gen. Stat. 62-50(c).  The statute provides the NCUC with the authority to 
collaborate with the U.S. Department of Transportation to regulate and inspect the 
safety procedures associated with the transmission of natural gas within the state. 
 
The demand for natural gas at one time was seasonal, increasing during winter months 
due to the need for residential heating and falling off during the summer.  Summer 
demand is currently trending upward.  This increase in demand may be due to electricity 
producers using natural gas to operate peaking and intermediate generation, or the 
increased adoption of natural gas appliances.   

If there is a disruption in the supply of gas to NC, natural gas suppliers may need to 
curtail delivery of service to some of their customers. If a natural gas curtailment in 
instituted, it will be in accordance with the Commission Rules and Regulations of the 
NCUC. Natural gas rules and regulations reside in Chapter 6 of the Commission’s Rules 
and Regulations. Under Rule R6-19.2., Curtailment of Service, curtailment shall occur 
with, “the customers paying the least margin per dekatherm first.” The rule also provides 
guidance for geographical disruption of a particular service area; “…curtailment by 
margin should be applied only to those customers within the affected areas.”  Follow 
this link for more information on the NCUC Curtailment of Service rules and regulations. 

The Commission Rules and Regulations provide for a timely restoration of service and 
provides for the restoration in a safe manner.  In the case of disruption, the provider will 
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identify it, the cause for the disruption, perform necessary corrective action, perform 
operational tests and then deem it safe for distribution of service. The utility shall file a 
report to the NCUC identifying the cause, date and time, duration, location, number of 
customers affected.  

To ensure the safe and consistent performance of natural gas service, the NCUC 
provides guidance under Article 8, Safety. Please follow the link for more information 
pertaining to this topic.  

Emergency points of contact include the NCUC, the Pipeline Safety Director and each 
of the natural gas utility providers. Due to the sensitive nature of this information, the 
emergency contacts are maintained by the SEO and can be found as an appendix to 
this document. 

To forestall a disruption in service due to high-demand, consumers are encouraged to 
employ conservation measures that include reducing unnecessary lighting, temperature 
set-backs on HVAC, and time-shifting energy intensive activities to a period of lower 
demand.  On a larger scale, commercial, industrial or governmental customers may 
wish to consider performance contracting to increase energy efficiency. Performance 
contracting or a “Guaranteed Energy Savings Contract” involves a comprehensive 
energy efficiency upgrades and a guarantee that the savings will be able to service the 
debt incurred by the upgrades.  Performance contracting incorporates the 
recommendations of a comprehensive energy audit to produce a financially viable 
energy efficiency plan that uses the deferred energy expenses to pay for it. 
 

5.4.3.1 SEO and Governmental Agencies Pre-Season Planning Checklist for 
Natural Gas Disruptions 

 
Prior to entering the high-risk winter or summer season the following actions should be 
taken: 

� Coordinate with the IOU and facilities management of state owned properties to 
encourage pipeline maintenance and vegetation management. 

� Verify the communications call list 
� Identify priority natural gas users, encouraging them to obtain/verify their ability to 

perform fuel switching 
� Categorize critical assets by what is vital, essential and non-essential. This 

categorization helps determine a curtail/not-curtail decision for particular services  
� Establish a non-essential-to-vital plan to implement reductions if needed   
� Encourage energy conservation through efficiency and conservation techniques 
� Provide public information to public for actions for citizens 

 

5.4.3.2 SEO and Governmental Agencies Pre-Event Planning Checklist for Natural 
Gas Disruptions 
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� Prepare an impact statement that outlines the effects of a long-term natural gas 
interruption on government operations 

� Prepare an impact statement outlining the effects of a long-term natural gas 
interruption on the health, welfare, and safety of citizens in the affected areas 

� Identify how customers can impact demand-side management through 
conservation and energy efficiency 

� Provide a Public Information Program that identifies accepted conservation 
methods for customer’s such as water heater  temperature “set-back”  

 
The SEO assumes that the Local Distribution Company’s (LDCs) will provide for their 
system’s maintenance and repair.  We also assume that the LDCs have established 
Memorandums of Understanding (MOU) to facilitate timely service restoration, pre-
identified priority restoration targets, and proper LDC/NCEM notification. 

Additional assumptions include the following accepted restoration schedule: 

� Priority 1: Residential 
o Human needs without an alternative fuel source 
o Commercial service with less than 50 Mcf/day (million cubic ft./day) 

� Priority 2: Industrial requirements less than 50 Mcf/day.  
o Process, feedstock and plant protection w/no alternate fuel capability 
o Large commercial requirements of 50 Mcf or more per day except for 

large commercial boiler fuel requirements above 300 Mcf/day. 
� Priority 3: All other industrial requirements less than 300 Mcf per day. 

 

5.4.3.3 SEO and Governmental Agencies Event Execution Checklist for Natural 
Gas Disruptions 

 
� Provide a liaison to the EOC, Infrastructure Cell 
� Respond to reports of service disruptions 
� Provide updates on affected areas to include estimated time to repair/recover 
� Prepare long-term natural gas interruption impact statement outlining the 

effects on government operations 
� Prepare long-term natural gas interruption impact statement outlining the 

effects on the health, welfare, and safety of citizens in the affected areas 
� Coordinate restoration activities 

5.4.3.4 SEO, Governmental Agencies and ESF-12 Checklist for Mild Natural Gas 
Disruptions 

 

 
� Monitor LDC’s web-based outage pages for outage related information 
� Monitor the price and consumption of natural gas products  
� Alert key personnel per SOP 

Trigger: Isolated incident or degradation of service reliability 

 

5-25 
 



� Communicate with IOU 
� Determine location, duration, and cause of outage and report through a Public 

Information Campaign 

5.4.3.5 SEO, Governmental Agencies and ESF-12 Checklist for Moderate Natural 
Gas Disruptions 

 
 
 
 
 

� Communicate with LDCs 
� Request Voluntary reductions using pre-scripted messages 
� Plan for mandatory measures 
� Alert key personnel  
� Request an Appeal to citizens from the Governor  
� Provide information through a variety of media to inform the public  
� Suggest compressed workweek 

5.4.3.6 SEO and ESF-12 Checklist for Severe Natural Gas Disruptions 
 
 
 
 

� Continue actions implemented in previous phases 
� Request Declaration of Emergency by Governor 
� Contact U.S. DOE 
� Implement mandatory measures such as: 

 
� Adjust Indoor Regulated Space Temperature 

The Governor could issue an executive order to all commercial, industrial, 
and government customers (heating w/natural gas) to lower their winter 
building temperatures to a maximum of 65- degrees. Possible exceptions 
may be health care/industry facilities, food service providers, etc.  
 
Enforcement: Enforcement is yet yet-to-be-determined. One possible 
action may be to use state employees such as local and statewide 
building code officials and law enforcement personnel.  
 

� Reduce Hot Water Temperature. 
The Governor could issue an executive order that commercial, industrial, 
and government users must lower the water heater temperatures in their 
buildings to 105-degrees. Possible exceptions could be health care 
facilities, food service industries, and other entities in the health industry.  

 

Trigger: Escalating existing incident, continued degradation of service reliability, confirmed incident, 
impending threat of allocation that will last for several weeks or request for assistance from LDC’s 

Trigger: A persistent event that has persisted for several weeks and timely resolution does not appear 
possible.   
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Enforcement: Enforcement is yet yet-to-be-determined. One possible 
action may be to use state employees such as local and statewide 
building code officials and law enforcement personnel. 

 
� Government Facility Hours Reduction/Closures 

The Governor could issue an executive order requiring reduced operating hours 
at state government facilities that use natural gas for heat. Depending on the 
circumstances, the Governor may temporarily close some government state 
facilities. The order will follow the below rubric: 
 

o Non-critical personnel and activities will close first  
o Mission critical personnel and activities will close on order 
o Life, health and safety driven activities will be the last to close 

Enforcement: Division heads would be responsible to comply. 

5.4.3.7 Voluntary Action Checklist for Natural Gas Disruptions 
 

� Reduce Indoor Heated Space Temperature 
Encourage commercial and residential heating customers to reduce their building 
temperatures to a maximum of 65-degrees, or an alternative temperature as 
recommended by the natural gas industry. Possible exclusions may include 
public/private health care facilities, food service industries or others. 
   

� Reduce Hot Water Temperature 
Encourage commercial and residential heating customers to lower the water 
heater temperatures to 105-degrees. Possible exclusions may include public/ 
private health care facilities, food service industries or other public health entities.   
 

� Reduced Operating Hours through a compressed workweek 
Large employers (100+ employees/location) with natural gas heat will be asked 
to reduce operating hours, allowing employees to telecommute from home. 
 

� Perform weatherization of structures  

5.4.3.8 Mandatory Action Checklist for Natural Gas Disruptions 
 

� Reduce Indoor Heated Space Temperature 
The Governor could issue an executive order requiring all natural gas heating 
commercial, industrial, and government customers to reduce building 
temperatures to 65-degrees maximum. Possible exclusions may be public/private 
health care facilities, food service industry or other public health industries.   

 
Enforcement: Enforcement is yet yet-to-be-determined. One possible action may 
be to use state employees such as local and statewide building code officials and 
law enforcement personnel.  
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� Reduce Hot Water Temperature 

The Governor could issue an executive order requiring all commercial, industrial, 
and government users to lower the water heater temperature105-degrees. 
Possible exclusions may include public/private health care facilities, food service 
industry or other public health industries. 

 
Enforcement:  Enforcement is yet yet-to-be-determined. One possible action may 
be to use state employees such as local and statewide building code officials and 
law enforcement personnel.  

 
� Notify Interruptible Natural Gas Customers 

Natural gas companies with interruptible natural gas contract customers will 
notify them that their service will be temporarily curtailed. 

 
� Government Facility Hours Reduction/Closures 

The Governor could issue an executive order requiring a reduction in the 
operating hours at natural gas heated or cooled state government facilities. In 
addition, the Governor may choose to close (temporarily) some government 
facilities. The order will follow the below rubric: 

o Non-critical personnel and activities will close first  
o Mission critical personnel and activities will close on order 
o Life, health and safety driven activities will be the last to close 

Enforcement: Division heads would be responsible to comply. 

 
� Provide a post-event report with details on what caused the disruption, date 

and time, duration, location, number of customers affected, and actions 
performed to restore service 

5.4.3.9 Recovery Actions for Natural Gas Disruptions 
 

� Verify that LDC is returning to normal operations 
� Notify Director of SEO and NCEM Personnel 
� Inform public through PIO channels 
� Conduct after-action to include: 

 
o Estimated and actual time to initial recovery 
o Estimated and actual time to full recovery 
o Key successes and failures 
o Lessons learned from the lens of the SEO, LDC, public and private entities 
o Improvements to the plan 
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5.4.4 Petroleum 

It is impossible to predict when or what will disrupt the flow of petroleum. However, we 
can examine the current situation and the historical events that have affected the 
delivery of petroleum in NC.  By identifying the infrastructure and the external factors 
affecting it, as well as the previous historical events that have interrupted petroleum 
flow, we can develop a course of action to mitigate some of the effects of the disruption.  

As previously discussed, NC is a consumer of petroleum and it imports almost all of its 
petroleum needs.  Severe weather events are the most common threat to the petroleum 
distribution system.  Armed with this knowledge, it may be prudent to develop a 
mitigation plan to address the effects of a weather-induced disruption.  It should include 
a pre-season, pre-event, and actual disruption plans.  The following discussion portrays 
a severe weather scenario, but it can be adapted to any petroleum disruption. 
 

5.4.4.1 Pre-Event planning  

Areas prone to severe storm activity should begin to prepare for the hurricane season in 
the spring or early summer.  Some actions may include encouraging state and local 
government as well as businesses to ascertain the current amount of fuel on hand and 
identify how much fuel needs for daily and emergency operations. Additional 
considerations may include maintaining above 50% capacity in their storage tanks of 
automotive grade fuels (motor gas and diesel) and/or to participate in a voluntary pre-
event re-fueling program.  If an emergency resupply is required during a disruption 
event, state and industry representatives will have a greater ability to deliver re-supply 
on an already partially satisfied fuel storage resource.  

Public awareness campaigns should recommend that individuals keep enough fuel in 
their private vehicles to evacuate west of I-95 in the event of a hurricane. Reducing the 
need for last minute refueling prior to evacuation will avoid some premature depletion 
and preserve supplies for essential emergency services.  
 
It may prove beneficial for entities to examine their critical assets, such as day tanks for 
generators, or use of or the ground storage of petroleum products. By identifying the 
assets and examining each asset’s average daily petroleum requirements, one may 
determine product needs to support operations for an extended period. Anticipating the 
amount of petroleum resources required to operate specific equipment for an extended 
period without resupply, could facilitate seamless operations during a petroleum 
disruption. Additionally, understanding what is critical and non-critical will assist in the 
business decision to curtail or not-curtail a particular service.  
 
Preparations for evacuation emergencies should include ensuring adequate fuel 
supplies along evacuation routes to meet anticipated demand from the public, public 
safety personnel, and other government entities.  To achieve this goal, the SEO, SERT, 
and industry stakeholders should obtain fuel status reports from local governments and 
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fuel retailers along evacuation routes prior to the event, and continue contact with 
critical providers during operations to maintain awareness. Obtaining an estimated fuel 
inventory will help to determine how much needed fuel support essential functions as 
well as evacuations. During this time, the SEO and SERT may wish to evaluate the 
evacuation route to inventory fuel supplies of service stations along the route. An 
analysis of fuel supplies at these service stations should rake place to determine if the 
route is capable of supporting the evacuation or essential operations.  
 
Maintaining an adequate gasoline and diesel supply during restoration and recovery 
from the emergency is critically important.  If a commercial re-supply is necessary, the 
stations nearest to the evacuation route need to be identified. Pre-staging fuel tankers in 
secure areas and routing them on non-evacuation roads simplifies deliveries to the pre-
determined stations. Routing tankers on non-evacuation roads allows the main 
evacuation route to remain clear, thus assisting passenger traffic with a timely 
evacuation.  It may be beneficial to plan for law enforcement escorts during severe 
shortages.  This action expedites travel and secures valuable assets as they travel. 
 
Electricity has a vital interdependency association with petroleum delivery.  Electricity is 
required to dispense fuel at the retail level and to complete electronic fuel sales 
transactions.  Positioning emergency generators at key service stations along 
evacuation routes is an essential piece of pre-event planning.  These stations can 
provide critical fuel and supplies to residents and responders before, during and after an 
evacuation.  Pre-wiring stations for generators facilitates timely generator installations. 
 
Recently, the state of Florida enacted legislation requiring retail stations, within a half-
mile of evacuation routes, to be equipped with generators to power their fuel pumps.  In 
addition, within 24 hours of an emergency declaration, owners of more than ten retail 
stations in the state must install generators at 10% of their retail stations.   All portable 
generators must be stored within the State or within 250 miles of the station (U.S. 
Department of Energy, 2010).  It may be beneficial for NC to explore a similar initiative. 
This initiative will create the opportunity for petroleum retailers to continue petroleum 
and retail/convenience service to its customers.  This action would be extremely 
beneficial for municipal governments who rely on commercial stations for their 
petroleum needs by reducing state government fuel storage facilities needs.  

5.4.4.2 SEO and Governmental Agencies Pre-Event Planning Checklist for 
Petroleum Disruptions 

� Review and verify the Points of Contact list 
� Coordinate with the NCPC, NCPCMA, and the NCEM to encourage affected area 

stations at least 50% of fuel capacity 
� Obtain commercial/government fuel status 72 hours before known weather event  
� Identify a reporting mechanism to identify municipal fuel availability 
� Identify fuel re-supply routes and security protocol (if needed) 
� Identify stations that have generators  
� Identify priority end users and determine identification method 
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o Identify types of petroleum that priority end users require 
o Identify priority end user daily non-emergency consumption 
o Identify priority end user emergency consumption 

� Identify historical usage in large, medium and small sized NC communities 
� Identify/verify petroleum suppliers that can supply product to the state 
� Work with NCEM to contract mobile fuel farms/trucks to support affected areas 
� Work with NCEM to contract large long haul fuel capacity 

5.4.4.3 SEO and Governmental Agencies Event Execution 
 
When a potential petroleum disruption occurs, the SEO examines the historical data 
(such as product throughput and price) to compare it with current market trends.  For 
example, the threat of hurricane affecting the Gulf of Mexico has traditionally affected 
the spot and rack prices of petroleum.  Reasons for price fluctuations range from pure 
speculation to the possibility of a reduction in production or refinery operations.  
Petroleum prices across the state, or in specific regions, may increase as consumers 
increase demand by filling their tanks before the event.  As NC consumers and those in 
neighboring states demand more petroleum, the regional supply may become restricted. 
The state must be prepared to mitigate the impacts of a widespread petroleum supply 
reduction on the citizens of NC. 
 
The SEO will maintain contact with the NCPC, NCPMA and pipeline officials to 
ascertain pipeline, terminal, or retail establishment shortages.  Consumer behavior at 
retail establishments is a good indicator of the current petroleum climate in NC.  
 
The SEO will compare current petroleum prices to that of historical prices (i.e. the 
previous week, month, quarter or year) to determine what effect the current disruption 
has on retail prices.  Reduced supplies and increased demand will likely drive prices up.  
It is important to understand the difference between acceptable market behavior and 
unreasonable, excessive pricing.  The NC law on “price gouging” can be found at  North 
Carolina General Statute § 75-38, “Prohibit excessive pricing during states of disaster, 
states of emergency, or abnormal market disruptions.”  
 
The three accepted levels of petroleum shortages are: mild shortage (5-10% deficit); 
moderate shortage (10%-15% deficit); and severe shortage (15% or more deficit). 
Figure 5-5 and Figure 5- depict the mild, moderate, and severe petroleum levels by 
month and volume. The data uses a seven-year average of the state's taxable gallons 
as reported to the North Carolina Department of Administration.  
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The SEO assumes that the petroleum industry will provide for the maintenance and 
repair of their pipeline, terminal and local distribution systems.  The SEO also assumes 
that the petroleum industry has existing Memorandums of Understanding (MOU) with 
other petroleum infrastructure entities to facilitate timely restoration services. 

5.4.4.4 Public Information Campaign 

A Public Information Campaign may be one way to inform the public of pre-event and 
early-stage actions that reduce demand in during a petroleum disruption. Providing 
timely information about the current and forecasted energy situation helps to educate 

 

Figure 5-5: Trigger Chart of Taxable Gallons of Diesel Fuel 

 

Figure 5-4: Trigger Graph of Taxable Gasoline Gallons 
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the public while providing the opportunity to cope with/manage the situation with little or 
no governmental intervention.  Providing conservation and efficiency techniques 
information through a variety of media outlets (radio, television, publications and social 
media) is helpful.  Enlisting partners (NC Department of Motor Vehicles, Transportation, 
local, county and regional governmental entities) is beneficial to the campaign. 

5.4.4.5 Mild Disruption Actions for Petroleum 
 
Mild Shortages show relatively short lines at fuel pumps (one to five vehicles). As the 
petroleum shortage situation increases, the SEO may determine that some intervention 
steps need to taken.  Voluntary fuel-use reduction is one method used to reduce 
demand.  When policy makers ask the public for fuel-use reduction, it is their choice to 
comply voluntarily.  Generally, a public appeal for voluntary action is estimated to net 
anywhere from a five to a ten-percent reduction in consumption. Measuring the impact 
is difficult, since there are many other factors affecting the result.  Some specific actions 
(e.g., not topping of the tank) should reduce the immediate demand for petroleum.  

5.4.4.6 SEO, Governmental Agencies and ESF-12 Checklist for Mild Disruptions 
 

 

� Determine the extent of the disruption and anticipated length 
� Monitor and track prices, supply and demand  
� Identify the amount of available fuel in the ground  
� Identify how much fuel may be available for transport 
� Identify where the fuel may be needed the most 
� Identify and confirm the entities that can transport fuel 
� Identify how much fuel can be moved an in what time interval 

Governmental operations (state and local agencies) may consider the following actions: 

� Reduce non-essential travel 
� Combine necessary travel with others; choose shortest route to accomplish tasks  
� Initiate no idling policy for government vehicles.  

5.4.4.7 Voluntary Action Checklist for Mild Petroleum Disruptions  

� Encourage travel reduction by combining trips, mapping out routes efficiently, 
walk instead of driving (if possible) 

� Encourage use of multi-passenger travel i.e. public transportation and carpools  
� Encourage alternative transportation such as walking or riding bicycles 
� Encourage drivers to increase their vehicles fuel efficiency by: 

o Reducing average speeds 
o Reducing idling (could save 15% in fuel efficiency) 

Trigger:  Isolated disruption that persists for one week or more and/or a 5-10% reduction in supply 
volume. Can be triggered by weather, national or international events 
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o Perform regular vehicle maintenance (increases fuel economy by 4%) 
o Inflate tires properly (+3% in efficiency); use most efficient vehicle for task  

� Encourage speed limit compliance; lower speeds increases gas mileage (e.g., 60 
MPH vs. 55 MPH drops efficiency by 6% and  75 MPH vs. 55 MPH drops it 24%) 

� Inform public of negative impacts of speeding (e.g., citation and insurance costs)  
� Utilize Selective Enforcement or Speed Limit Enforcement as a tool increase 

public awareness.  The enforcement should an educational tool rather than a 
sanction. The education message emphasizes the necessity of compliance.  

While the voluntary actions checklist actions are in force, the SEO and governmental 
agencies (city, county and state entities) should consider:  

 
No Idle Policy Discussion: At idle, vehicles achieve zero miles per gallon; a great loss 
when compared to its efficiency when in motion. The U.S. DOE estimates that a 
passenger vehicle idling for one hour uses 0.5 gallons of gasoline while heavy trucks 
use one gallon of diesel for every hour it idles. The U.S. Department of Transportation’s 
Federal Highway Administration identified (Highway Statistics 2008, State Motor Vehicle 
Registrations 2008) 3,572,277 registered automobiles and 2,641,648 trucks in NC. If the 
average automobile idles for 30 minutes/day (consider warm-up, traffic lights, slow-
downs, etc.) and the average large truck idles for 4 hours per day (1,456-hours/year) 
then multiplying the gallons per day by the number of vehicles provides an estimate of 
potential fuel savings.  Using this formula, potential fuel savings are estimated (below).  

 

 

 

 

 

 

 

 

To calculate the potential savings of a school bus “no idle” policy, please see the U.S. 
Department of Environmental Protection Agency Clean School Bus USA page’s 
electronic calculator at the following this link.  

5.4.4.8 Moderate Disruption Actions for Petroleum 
 
Moderate Shortages occur when lines of five to ten vehicles are waiting at fuel pumps.  
The implementation of additional demand reduction measures can reduce lines and 
relieve pressure on limited supplies.  During a moderate disruption, measures that 

Passenger Vehicle Idle Savings: 

3,572,277 vehicles X 0.25 gallons/day= 893,000 gallons/day avoided  

893,000 gallons/day x 5 day work week= 4.46 million gallons/ week avoided 

Truck Idle Savings: 

2,641,648 trucks x 4 gallons/day= 10.5 million gallons/day avoided  
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target business, government and educational organizations are added to those 
preceding initiatives that targeted the public during a mild disruption. These additional 
steps follow in the SEO and ESF-12 Checklist for Moderate Petroleum Disruptions: 

5.4.4.9 SEO and ESF-12 Checklist for Moderate Petroleum Disruptions 
 

 

 
� Continue all actions initiated in the Mild Disruption Phase 
� Contact petroleum terminals, pipeline operators and prime suppliers to obtain 

an estimate of available supplies 
� Contact the NCPC and NCPMA for information on: 

o Current prices 
o Amount vehicles waiting in lines at station’s fuel pumps 
o Estimate of supply levels 

� Discuss implementation of conservation options with appropriate entities 
� Consider employer and school travel reduction planning (possible 25% 

demand reduction); public/private entities, schools/colleges, employers of 50+ 
employees may implement the following actions: 

o Employers encourage carpooling, vanpools or public transportation  
o Preferred parking to carpoolers to prevent single-occupant commuters 
o Vary work hours to avoid rush-hour congestion 
o Allow employees to telecommute (longest commute, congested routes) 
o Reduce vehicle commuting by work-related travel limits, webcasts, etc.  
o Increase workday two hours (10 vs. 8-hour days); shorten work-week 

by one-day (4 vs. 5 day work week) 
� Secondary schools may discourage student driving to/from vs. riding bus; limit 

field trips or distant travel to sporting events 
o Coordinate with the Department of Public Instruction 
o Coordinate with local government officials 
o Coordinate with the local School Board 
o Compile rules for students who drive to school 
o Determine enforcement actions 

� Governmental agencies should consider: 
o Encourage use of telephone and web hosted conferences/meetings 
o Encourage alternative work schedules (4 x 10/hour per day work week) 
o Encourage carpool/van pool 
o Suspend non-essential travel 
o Essential travel only, consolidate trips, utilize the most efficient routes 
o Initiate a no idling policy for vehicles  
o Consider one day (Friday) as a no travel day 

Flexible Work Hours Discussion: A flexible work hour schema reduces the vehicle traffic 
idle time. Idling vehicles achieve zero miles per gallon; an inefficient use of a limited 

Trigger: Persistent and expanding supply disruption. May notice a 10-15% reduction is supply, 
curtailments may be in place, and price may increase rapidly. Persistence two-or more weeks 
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resource.  If traffic volume is staggered, it may reduce the vehicle idle time and make 
commuting more efficient while reducing overall fuel consumption.  

Some options for consideration when considering a flexible work hour’s schema are:  

1. Option 1: Divide the workforce into three separate groups. Group A may be 
required to come to work two-hours early. Group B may be required to come 
to work at the regular (8am) time. Group C may be required to arrive at 10am. 
This option assumes reduced commute times with less fuel use overall. 

2. Option 2: An individual flex schedule allows employees to set their own 
schedule to avoid their normally heavy commute. The option assumes that 
the individuals select the most efficient commute route/time, save gas and 
reduce their own expenses. 

3. Option 3: Initiate a four-day work-week so that employees work 10 hours/ 
day. Their day off should be either on Monday or Friday.  Additional energy 
savings can occur if the institution shuts down for the day. If the institution 
chooses remain open, then it could stagger employee’ schedule so that half 
would work Monday-Thursday and the other half would work Tuesday-Friday. 
The option assumes a 20% reduction in fuel consumption through reduced 
driving days for employees. To achieve the intended effect, a public 
information campaign, urging employees to participate, should support it.  

No Travel Day Discussion:  A “no travel day” helps avoid costs associated with routine 
daily travel.  If the average employee drives 10 additional miles during the workday 
(incidental travel, lunch, etc.) in a 20 MPG vehicle, then it consumes 0.5 gallons each 
day.  Of the 3,572,277 registered passenger vehicles in NC, assume only 25% of them 
participate to determine the estimated avoided costs below: 

 

 

 

 

 

 

5.4.4.10 Severe Disruption Actions for Petroleum 
 
A Severe Shortage is characterized by many long lines at fuel station pumps (more than 
ten vehicles waiting).  Some stations may be out of fuel; compounding the problem and 
agitating the public.  The severe shortage measures include all measures implemented 
in the mild and moderate disruption checklists.  It adds measures such as minimum and 

No Travel Day Calculation: 

Incidental travel= 10 miles/day  

Vehicle efficiency around town= 20 Mpg 

Registered passenger vehicles= 3,572,277  

25% compliance= 643,069 passenger vehicles 

649,069 X 0.5 gallons incidental travel= 321,532 gallons/day avoided 
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maximum fuel purchase limits, and lowering speed limits.  This condition may call for 
mandatory reductions and reduction techniques.  
 

5.4.4.11 SEO, Governmental Agencies and ESF-12 Checklist for Severe 
Petroleum Disruptions 

 

 

 

� Continue all actions included in the Mild and Moderate disruption phases 
� Discuss issues and options with industry and governmental resources 
� Discuss implementation strategies for the following interventions: 

� Odd/even purchase schema  
� Minimum fuel purchase 
� Maximum fuel purchase 
� Priority end users 
� Reduction in highways speed limits 
� Speed enforcement intensified 
� Fuel set aside 

� Request Declaration of Emergency by Governor 
� Contact U.S. DOE 

The Odd/Even Schema helps to relieve consumers from waiting in long lines at service 
stations.  This schema allows only half of the motoring public should to procure fuel on a 
given day.  The state should identify that on odd numbered days (1st, 3rd, 5th….) only 
those vehicles with license plates ending with an odd number can purchase gasoline or 
diesel.  The other half (even numbered plates) can purchase on even numbered days.  
For personalized plates, its last character determines when the vehicle can re-fuel.  
Letters A-M could fuel on odd days, while letter N-Z could fuel on even days. 

Exemptions: Motorcycles/mopeds and Priority End Users (public safety, public 
transportation), U.S. Postal Service, Utility (electric and gas companies) and emergency 
vehicle recovery (tow-trucks) or any credentialed recovery activity entity involved.  

A minimum fuel purchase helps avoid the daily “top-off” of fuel tanks that some 
consumers practice during a fuel crisis.  Additionally, this schema avoids the time 
consumed by “topping-off” the tank when purchasing fuel.  As consumers take extra 
time to top-off, other waiting customers unnecessarily consume fuel while idling. A 
minimum six-gallon purchase amount should discourage consumers from attempting 
this top-off behavior.  This initiative may help to discourage “top-off” behavior since 
drivers who practice it have to wait until they can purchase a full allotment of fuel.  

Trigger: Persistent and expanding supply disruption. A supply reduction of 15% or more is likely, 
curtailments are in place, prices continue to increase, long lines at pumps. The situation has 
persisted for several weeks and a timely resolution does not appear possible.   
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Exemptions: Motorcycles/mopeds and Priority End Users (public safety, public 
transportation), U.S. Postal Service, Utility (electric and gas companies) and emergency 
recovery vehicles (tow-trucks) or any credentialed entity involved in recovery activities.  

The maximum fuel purchase provides customers the ability to purchase needed fuel to 
perform essential functions.  A maximum limit should discourage hoarding and 
encourage economical use limited fuel resources.  Initially, a 10-gallon limit should be 
instituted.  The 10-Gallon limit, when calculated with the average commute to work 
distance estimated as 30-mile round-trip per day and an assumed vehicle fuel efficiency 
of 20 miles per gallon (MPG), should result in 6.6 days of travel. 

 

 

 

Exemptions: Priority End Users (public safety, public transportation), U.S. Postal 
Service, Utility (electric and gas companies) and emergency vehicle recovery (tow-
trucks) or any credentialed entity involved in recovery activities.  

The odd/even, minimum fuel and maximum fuel purchase schemas work best when 
implemented as a suite of conservation efforts.  Individually, the schemas achieve some 
conservation, but when combined conservation increases overall.  

Enforcement of these schemas may be problematic for station owners; implementation 
difficulties may occur if consumers become overly excitable.  Availability of law 
enforcement personnel may prevent their availability to respond to incident disturbances 
or to supervise implementation efforts.  The success of the combined schema relies on 
the integrity of both station owners/operators and public.  An effective governmental 
public information campaign/public appeal will add to the success of this initiative. 

5.4.4.12 Priority End User Program 

Priority end users are exempt from minimum and maximum purchase requirements. 
Priority end users (public safety, public transportation, U.S. Postal Service, electric and 
gas utilities and emergency recovery vehicles) are essential to response and recovery 
activities.  In advance of an energy emergency, priority end users should identify and 
develop relationships with owners and operators of local bulk fuel distributors.  
Refueling at a distribution facility instead of a retail location allows priority end users to 
avoid long lines and prevents perceptions of undue preferential treatment.   

If a Memorandum of Understanding (MOU) can be achieved, it must meet the following: 

• Coordinate with Department of Transportation 
• Coordinate with Department of Agriculture 

10 Gallon Maximum Purchase Volume: 

10 gallon X 20 Mpg average= 200 miles per fill-up (average) 

200 miles ÷ 30 miles/day commute= 6.6 days of travel 
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• Coordinate with the NC Division of Emergency Management, municipal 
emergency management agencies to identify/develop organizations to participate  

• Coordinate with transportation sector stakeholders; identify critical organizations 
• Establish agreements with vendors 
• Establish a database of authorized priority end users  

Additional MOU Recommendations 

� Establish a priority end users database and a method to identify vehicles 
authorized to re-fuel at priority end user filling stations 

� Develop an identification method (such as serialized stickers or credentialing 
system) to facilitate implementation 

5.4.4.13 Reduction in Highway Speed Limit 

A reduction in highway speed limits can reduce demand, if implemented. The U.S. DOE 
reports a vehicle speed of 60 miles per hour (MPH) vs. 55 MPH results in a 6% fuel 
efficiency loss.  This loss is primarily due to increased wind resistance.  Restricting 
speed limits to 55 MPH can produce significant aggregate fuel savings. To calculate 
potential savings, we must make some “normal conditions” assumptions.  Assuming 
that the average vehicle travels about 15,000 miles annually at a fuel efficiency of 
approximately 20 miles per gallon (MPG), then it uses about 750 gallons/year (15,000 
miles/ 20 MPG=750 gallons/annually).  This annual demand is then divided by the 
number of months (12) to produce a monthly demand figure of 62.5 gallons per vehicle 
per month (750/12= 62.5).  By multiplying the monthly demand by the number of 
registered vehicles we can estimate the monthly demand in gallons. This calculation, 
based on 100% compliance, is unlikely to reach that level. 

 

 

 

Additionally, if a vehicle’s speed is 75 MPH, we assume a 24% reduction in fuel 
efficiency (6% x 4) that translates to increased demand at the pump.  A 24% efficiency 
reduction indicates that the average vehicle will consume approximately 930 gallons per 
year (750*1.24=930 gallons/year).  This figure is then divided by the number of months 
(12) to produce a monthly demand figure of 77 gallons per vehicle per month (930/12= 
77).  To estimate aggregate monthly demand in gallons, we multiply the individual 
monthly demand by the number of registered vehicles. 

 

 

Passenger Vehicle Monthly Demand at 55 MPH:  

3,572,277 vehicles X 62.5 gallons/month = 223 million gallons/month  

Total Passenger Vehicle Demand at 75 MPH: 

 3,572,277 vehicles X 77-gallons/month= 275 million gallons/month 
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Fuel consumed when driving at 55 MPH vs. 75 MPH equals about 14.5 gallons per 
vehicle per month.  If all motorists adhered to a 55 MPH limit, then potential savings of 
52 million gallons/month could be realized (http://www.fueleconomy.gov/feg/drive.shtml).  
The calculation, based on 100% compliance, is unlikely to reach that level. 

 

 

 

 

5.4.4.14 Strict Speed Limit Enforcement  

Strict speed limit enforcement is a tool used to increase public awareness of the law. 
The enforcement should be as much a sanction as it is an educational tool. The 
educational message should emphasize the necessity of compliance.  

5.4.4.15 Petroleum Set-Aside 

Events leading to a Petroleum Set-Aside implementation include a statewide or regional 
shortage similar to those experienced after Hurricane Katrina.  When supply problems 
are widespread, state petroleum distributors may be on an “allocation” from the national 
suppliers or wholesalers.  Mandatory action may be necessary to ensure that priority 
end-users have needed fuel to continue public safety and infrastructure actions on 
behalf of the citizenry.  To be successful, this action requires the following agencies 
coordinate: 

� North Carolina Petroleum Marketers Association 
� North Carolina Petroleum Council 
� North Carolina Department of Transportation 
� North Carolina Department of Agriculture 
� North Carolina Department of Public Safety 
� Regional agencies such as Councils of Government 
� County, city and/or town governments 

The Petroleum Set-Aside allocates limited volumes (~5%) of fuel to designated priority 
users to maintain essential governmental functions on behalf of the public. This action 
strives to ensure the continuation of essential functions (such as public safety, trash 
removal, or mail services) during times of supply restrictions. 

The Petroleum Set Aside is for governmental use in the support of the people, and not 
for their direct use.  However, the action may affect the public’s ability to procure 

Mandatory Speed Reduction Avoided Consumption: 

 3,572,277 vehicles X 14.5-gallons/month= 52 million gallons/month avoided 
statewide 
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petroleum products, since all petroleum set aside fuels demand the current market 
price.  It could prove to be costly since fuel supply is low and demand is high. 

The SEO will assign a fuel allocation manager who, in concert with the Director of the 
SEO or designee, will allocate a certain percentage (~5%) of the monthly fuel supply 
type to priority end users.  The amount may be increased or decreased depending on 
the impending or forecasted situation.  No single supplier will be required to set-aside 
more than the designated volume.  The wholesaler/retailer (or prime supplier) will 
maintain the volume of petroleum until the SEO ordered its release. Actions necessary 
by the SEO are as follows: 

Pre-Implementation Actions 

• Identify priority end user categories e.g., public safety, sanitation, mail, utility 
maintenance (electric and natural gas), etc. 

• Identify consumption history of governmental user (i.e., Any City uses X-gallons 
of X-fuel type daily and X-gallons of X-fuel type in emergencies)  

• Identify reporting mechanism that utilizes Emergency Management’s WebEOC 

Implementation Actions 

• Establish a list of approved priority end users 
• Determine the affected fuel type shortage 
• During first 7-Days of the month determine how much total fuel is available  

o Obtain EIA 782C from federal government (EIA) and/or prime suppliers 
• Determine fuel amounts/types for allocated to Set-Aside (estimate percentage) 

o Use the historical demand for each entity 
o Compare historical vs. new demand(s) amount (current demand-normal 

demand = ____ set-aside gallons needed) 
• Coordinate with Energy Policy Council to determine the appropriate fuel mix for 

set aside and request the Governor’s approval  
• Evaluate and prioritize priority end user hardship requests 
• Coordinate with wholesaler/reseller to re-supply approved priority end users 
• Ensure the re-seller sells only to approved priority end users 
• During last 7-days of month, determine remaining fuel amount in “allocation” 
• Determine how to distribute the remaining fuel 

o May divide remainder among the approved priority end users 
o May release the remainder for public consumption 

• Determine if the fuel set aside must continue 

Potential fuel set aside program applicants may include those involved in agricultural 
production/distribution, aviation, cargo services (freight and mail), emergency services, 
IOU’s and LDC’s, and governmental entities.  Organizations who wish to apply for the 
fuel set aside program are encouraged to:   
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� Make an application to become listed as a priority end user 
� Make an honest determination whether or not the entity needs relief 
� On a monthly basis, estimate how much fuel will be needed  
� Make an application for relief 
� Determine where resupply will take place 
� Receive and disperse fuel allocation  
� Determine the next month’s need and re-apply if necessary 

5.4.4.16 Driver Hour Waiver 

NC is a consumer state, and does not produce any petroleum, so the prospect of 
increasing supply may a difficult option, especially during a regional shortage situation. 
The state can however, open discussions with petroleum entities and to an “honest 
broker” approach in procuring an alternative source of petroleum.  It should be noted 
that the volume of petroleum that the pipeline moves restricts the state’s options. 
Additionally, the fuel volume becomes even more restrictive when using ground 
transportation.  Ground transportation raises several issues such as cost, and time.  

Time becomes an issue when drivers have to transport petroleum products such as 
gasoline, diesel, fuel oil and propane.  NC “Jobbers” may have to take out-of-state 
round-trip excursions to procure petroleum from out of the state or from port facilities.
In either case, the round-trip driving time is likely to have an adverse effect on timely 
delivery of the petroleum product.  To alleviate the driver time restrictions, “Driver 
Waivers” may be request to assist the state in acquiring the needed resource.  The 
Driver Hour Waiver process of should begin with the NC Department of Transportation. 
The following discussion pertains to the Federal Driver Hour Waiver process. 

The transportation of hazardous materials such as petroleum falls under purview of the 
Federal Motor Carrier Safety Administration (FMCSA).  Safety is always a priority in the 
transportation sector.  In an effort to ensure the safety of the motoring public and the 
drivers, there are limits to the number of hours per day that a driver may perform. 
However, there are instances where the hour limits can be waived. The first instance is 
when an emergency has been declared by the President of the United States, the 
governor of a state, or by their authorized representatives having authority to declare 
emergencies.  The second instance occurs when the FMCSA Field Administrator has 
declared that a regional emergency exists that justifies an exemption.  

The exemption applies to drivers, who are providing direct assistance or emergency 
relief to the affected area.  The exemption expires when they are no longer engaged in 
direct assistance.  It can last no longer than 30 days from the date of the initial 
declaration of the emergency or from the exemption from the regulations by the FMCSA 
Field Administrator.  For example, if an emergency was declared in NC on August 1st, 
the exemption would expire (at the latest) on August 31st.  If a driver is delivering 
supplies to an affected area, the waiver applies.  However, if the driver is delivering to 
an unaffected area such as Nebraska, the waiver would not apply.  In a declared energy 
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emergency, such as a severe petroleum shortage, petroleum delivery drivers have an 
exemption.  The waiver permits drivers to drive additional hours for delivery to reach 
distant supply terminals and return expeditiously.  Drivers passing through multiple 
states do not require that waivers be in effect in those states, if they are providing 
supplies to an area where an emergency has been declared.  Detailed information 
about the Driver Waiver and relief from regulations are found at the by the FMCSA link, 
FMCSR 390.23 . 

In order to assist in the business decision to apply for the Driver Hour Waiver, and to 
effectively gather essential facts and organize them into a succinct document, the 
following checklist should be used to assist in the process. 

5.4.4.16.1 Initial Data Acquisition Checklist: 

� Determine if the event will/or is already disrupting the petroleum flow or essential 
services/supplies 

� Contact the petroleum industry to identify the cause of the disruption, the degree 
its severity, area(s) affected, and the estimated time to return to normal service 

� Determine current supplies and estimate how long they will last 
� Determine effects on the economy and the people if the disruption continues 
� Determine which retailers/suppliers are/or will be affected 

o How many are “contracted” vs. “non-contracted”
o Are all available drivers delivering fuel
o What portion of the state is affected most

� Determine which terminals are/or will be affected 
o Are allocations in place for contract/non-contract carriers
o Are there lines waiting for product
o How many fuel  trucks are in line
o What is the estimated wait time
o Have third-party drivers been contracted

� Determine if both pipelines serving NC  are/will be affected 
o Has the pipeline been damaged
o How long before it returns to normal operation

� Determine if the disruption originates in the state, region, or country 
� Determine if the disruption is causing/ will cause significant harm to the NC 

citizens and its economy. 
� Contact surrounding PADD-1C region states to determine if the disruption has/is 

affecting the flow of petroleum, essential services, or supplies in their state(s) 
o Are the other states being supplied
o If so, how and from where

� Consult with the NC Department of Transportation to determine the needed 
length of a driver waiver (consider round trip distance/time in the calculations) 
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5.4.4.17 Considerations for Driver Hour Waiver Requests 

� Has an emergency been declared 
� Weather forecast (will it improve or get worse?) 
� What is status of secondary roads, highways, bridges, and Interstate highways  
� How long (estimated) will it take to get supplies  
� How many persons or homes will be affected 
� How many vehicles, trucks are affected 
� Consider Hazardous materials regulations (49 CFR Parts 100-185) implications 
� Consider controlled substance, alcohol use and testing under 49 CFR Part 382 
� Consider Commercial Driver’s License (CDL) standards, requirements and 

Penalties under 49 CFR Part 383 
� Consider financial responsibility requirements (insurance)  in 49 CFR Part 387 

5.4.4.18 Fuel Specification Waivers 

Severe petroleum product emergencies usually result from national or international 
events that are beyond the ability of state agencies to control.  A recent fuel emergency 
occurred during the 2005 Hurricane Katrina event when NC and the southeast region 
experienced a fuel shortage.  The state’s fuel shortage was exacerbated by Federal 
requirements to use a 7.8 Reid Vapor Pressure (RVP) fuel to maintain air quality.  Since 
7.8 RVP was difficult to obtain, the state requested a fuel specification waiver from the 
federal government.  The Clean Air Act, Section 211(c)(4)(C), which authorizes fuel 
waivers, specifies the criteria for granting a fuel waiver, and the conditions that must be 
included in a fuel waiver.   

A fuel waiver can be granted by the U.S. Environmental Protection Agency (EPA), with 
the agreement of the U.S. Department of Energy, in the event of a gasoline or diesel 
fuel supply emergency.  Fuel or fuel additive requirements may be ‘temporarily waived” 
if doing so will alleviate the fuel supply emergency.  Several agencies that assist in the 
request include the NC Department of Environmental Resources (DENR), and the NC 
Department of Transportation (DOT).  However, only the Governor may request a fuel 
waiver from the EPA.  The Governor’s request must send a formal/written request to the 
EPA Administrator.  The request should include the following points: 

� Nature of the event  
� Geographical areas affected 
� Type(s) of unavailable fuels  
� An explanation of why prior planning did not or could not prevent the shortage 
� Effects being experienced (number of gas stations or citizens without fuel) 
� Expected duration of the shortage 
� Type(s) of fuel being waived 
� Expected effects and duration of the waiver 
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The waivers will apply to the smallest possible area for a maximum of 20 calendar days 
that include a transitional period.  It should also be noted that any liability resulting from 
the waiver resides with the requesting state.  Careful consideration must be given when 
requesting the waiver. In order to expedite the request consideration should be given to: 

� Coordination with surrounding states to form a “waiver group”  
� Coordination internally with state Executive branch, environmental, energy and 

agricultural agencies to determine if any state regulations must also be waived 
� Compiling fuel supply and consumption projections (include impacted and 

alternate fuels to substantiate request) 
� Outline current and future efforts to seek alternative sources of compliant fuel 

Written fuels waiver requests should be addressed to: 

Administrator  
U.S. Environmental Protection Agency 
1200 Pennsylvania Avenue, N.W.  
Washington, DC 20460 

The request should be mailed to the following address: 

Assistant Administrator for Enforcement and Compliance Assurance 
Mail Code 2201A, Room AR 3204 
U.S. Environmental Protection Agency 
1200 Pennsylvania Avenue, N.W. 
Washington, DC 20460 

A copy of the waiver request also should be sent (by facsimile) to the following 
telephone numbers: (202) 501-3842, (202) 564-0069, and (303) 312-6003. Once 
submitted, the U.S. EPA and the U.S. DOE will jointly determine its justification and 
grant/not grant the waiver. The U.S. EPA administrator will issue the waiver if approved. 

More information on the Fuel Waiver process can be found by following this link. 

5.4.4.19 Jones Act Waiver 

A Jones Act waiver may be introduced in to relieve the state of a severe petroleum 
shortage.  It prohibits ships are not registered in the U.S. from delivering cargo to U.S. 
ports.  The Jones Act waiver can enable the U.S. Department of Transportation and the 
U.S. Department of Energy to move fuel into the ports of Morehead City and/or 
Wilmington, using available cargo shipping capacity.  
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The Governor must request the waiver through the U.S. Department of Transportation 
and the U.S. Department of Energy.  The SEO should contact the U.S. Department of 
Energy, Office of Electricity Delivery and Energy Reliability (OE), Infrastructure Security 
and Energy Restoration (ISER) to gain assistance in this task. 

5.4.4.20 SEO and ESF-12 Checklist for Recovery 

� Verify that pipeline, terminal, and state infrastructure is returning to normal 
operations 

� Notify Director of SEO and NCEM Personnel 
� Inform public via Public Information protocol 

5.4.4.21 Conduct after-action to include: 

� Review and document estimated time and actual time to initial recovery 
� Review and document estimated time and actual time to full recovery 
� Review and document the key successes and the failures 
� Identify lessons learned from the SEO, IOUs, public and private entities 
� Incorporate findings/ improvements into the state’s EA plan 
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Figure 6-1: Hierarchy of Infrastructure Upgrades 

6. CRITICAL INFRASTRUCTURE PROTECTION PLANS

U.S. electricity demand is projected to 
increase 1% annually through 2035, 
when the national electricity consumption 
will be 5,021 billion kilowatt-hours.  To 
meet this projected demand, 250 
gigawatts of electric capacity must be 
added to the existing electrical 
generation infrastructure (Nexight Group, 
2010). 

In recent years there has been an 
increase in the number and cost of 
outages caused by natural weather 
conditions or high demand load.  
Additionally, some coal-fired generation plants and utility transformers are reaching the 
end of their expected life cycle.  Utilities are responding to the challenge by upgrading 
electric grid infrastructures. Figure 6-1 shows a hierarchy of system upgrades.  

In addition, many of the grid operations maintenance working force are nearing 
retirement.  Even though increased automation may mitigate the impending impact of a 
shrinking utility workforce, utilities are now partnering with local community colleges to 
fill the expected workforce gap. 

Although the adoption of a Renewable Energy and Efficiency Portfolio Standard (REPS) 
mandates a greater use of renewable energy sources, the existing power grid cannot 
adequately respond to intermittent generation.  The arrival of all electric vehicles (EVs) 
and plug-in hybrid electric vehicles (PHEVs) will add additional stresses on systems 
already functioning close to their design capacity. 
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Figure 6-2: Existing Power Plants (Source: EIA 2011) 

Aging Generation Fleet 

At the annual meeting of the North Carolina Chamber of Commerce in Durham, Duke 
Energy CEO, Jim Rogers, stated that "Across the U.S. from the Carolinas to the 
Midwest and the West coast, utilities are modernizing their aging fleets for the next 
forty-fifty years. By 2050, Duke Energy will need to replace our entire fleet, with the 
exception of our hydro facilities” (Rogers, 2011). 

Figure 6-2 illustrates the existing energy sources.  Between 2011 and 2013 Duke 
Energy will invest $8 to $9 billion on new capital construction.  In 2010, Duke Energy 
spent more than $2 billion constructing new power plants and solar farms in the 
Carolinas (Rogers, 2011).  As of 2013, Duke has several ongoing modernization and 
new construction projects underway to replace retiring assets and increase generating 
capacity.   
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Overnight Capital Cost ($/kW) Nominal Capacity KW's1 
AEO 
2011 

AEO 
2010 % Change AEO 2011 AEO 2010 

Coal 
Advanced PC w/o CCS $2,844 $2,271 25% 1,300,000 600,000 
IGCC w/o CCS $3,221 $2,624 23% 1,200,000 550,000 
IGCC CCS $5,348 $3,857 39% 600,000 380,000 
Natural Gas 
Conventional NGCC $978 $1,005 -3% 540,000 250,000 
Advanced NGCC $1,003 $989 1% 400,000 400,000 
Advanced NGCC with CCS $2,060 $1,973 4% 340,000 400,000 
Conventional CT $974 $700 39% 85,000 160,000 
Advanced CT $665 $662 0% 210,000 230,000 
Fuel Cells $6,835 $5,595 22% 10,000 10,000 
Nuclear 
Nuclear $5,339 $3,902 37% 2,236,000 1,350,000 
Renewables 
Biomass $3,860 $3,931 -2% 50,000 80,000 
Geothermal $4,141 $1,786 132% 50,000 50,000 
MSW - Landfill Gas $8,232 $2,655 210% 50,000 30,000 
Conventional Hydropower $3,078 $2,340 32% 500,000 500,000 
Wind $2,438 $2,007 21% 100,000 50,000 
Wind Offshore $5,975 $4,021 49% 400,000 100,000 
Solar Thermal $4,692 $5,242 -10% 100,000 100,000 
Photovoltaic $4,755 $6,303 -25% 150,000 5,000 

Table 6-1 Comparison of New Power Plant Costs (Source: EIA, November 2010) 

Table 6-1 Comparison of New Power Plant Costs (Source: EIA, November 2010) shows 
revised capital cost estimates for new U.S. power plants. Coal and nuclear power plant 
costs have increased up to 37%.  Increased plant capacity reflects assumes that plants 
would install multiple units per site to gain savings through eliminating redundancies 
and combining services.  The updated cost estimates for natural gas combined cycle 
and combustion turbines generally remained unchanged.  Capital costs for solar thermal 
dropped by 10% and photovoltaic technologies dropped by 25%.  

Onshore wind project costs increased by 21%. Updated costs for offshore wind plants 
are approximately 50% higher than Annual Energy Outlook (AEO) 2010 estimates, and 
are consistent with substantial initial costs. 

Although biomass capital costs remain relatively unchanged from AEO 2010, the 
technology represented by the costs has changed significantly.  Prior estimates were 
based on a highly efficient plant employing gasification and a combined cycle generator.  
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The new estimate represents a significantly less efficient direct combustion boiler.  The 
lower operating efficiency and higher operating cost for a biomass plant in the updated 
cost estimate implies reduced attractiveness for investment in new biomass generation 
at a cost similar to the more efficient biomass plant characterized in AEO 2010. 

The Smart Grid 

The “smart grid” is an electric distribution system that incorporates two-way automatic 
digital communications to manage electrical power delivery and stability.  It upgrades an 
existing power grid that was designed in 1920s.  It will utilize 21st century digital 
communication technology to increase the potential for reduced operational costs, 
increased reliability, and quality. Figure 6-3 shows a comprehensive smart grid system. 

The smart grid enables consumers to proactively manage their power usage.  For 
example, consumers will be able to choose to dry clothes during periods of low rates or 
take their electric water heaters offline when no one is at home.  Since the existing 
power system cannot communicate the hourly electric rate information, consumers do 
not have the necessary data to make informed choices regarding cost and power 
usage.  Installing smart meters in homes and connecting them to a smart grid 
establishes two-way digital communications between the service location and the utility 
power source.  Figure 6-4 illustrates the two-way data flow.  This provides consumers 
with the opportunity to consider hourly, fluctuating real-time pricing and gives them the 
choice to avoid energy consumption during peak and critical-peak periods.  

Figure 6-3: Smart Grid System (Source Automation Nation) 
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Figure 6-5: Advanced Meter Penetration by End-Use Sector (Source: US EIA - Form EIA-861, Annual Electric Power 
Industry Report) 

Figure 6-4: Data flow through a smart grid system 

In 2004, the Electric Power Research Institute (EPRI) estimated that it would cost the 
U.S. $165 billion to implement a fully functioning smart grid.  In 2011, that cost was 
increased from $338 billion to $476 billion.  The report also estimated potential benefits 
between $1.3 trillion and $2 trillion (EPRI, 2011).  The updated estimate reflects the 
costs of new hardware, information and communication technologies, market structures, 
demands of an increasingly digital society, increasing deployment of renewable power 
production and grid integration, expansion and maintenance of existing infrastructure, 
and technologies and systems to address grid security.  This analysis assumes steady 
deployment of smart grid technologies from 2010 through 2030 as shown in Figure 6-5. 

Advanced Metering Infrastructure (AMI) 

AMI provides consumers the opportunity to reduce electricity costs and decrease 
energy demand by enabling them to manage 
their energy consumption.  They will have the 
option to make energy choices that fit their 
lifestyles.  Smart appliances (thermostats, 
water heaters, etc.) can communicate with the 
Home Area Network (HAN) through a wireless 
or cable connection. Data collected by the 
HAN will be accessible to consumers using 

Figure 6-6: Smart Devices to Monitor Individual 
Consumption

% 
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their computers or smart phones as shown in Figure 6-6.  The HAN will transmit energy 
consumption data using a utility smart meter.  Plug-in electric vehicles (PEVs), energy 
storage devices and renewable energy technologies may also be connected to the 
HAN.  The smart meter data from the HAN is transmitted (with limited range) to the 
utility through a network called a Field Area Network (FAN), or a Neighborhood Area 
Network (NAN).  The FAN collects data from the smart meters within range.  Data is 
sent from the FAN to the Wide Area Network (WAN) at the utility’s local substation.  

Transmission & Distribution 

The WAN collects data from several FANs in the area.  It also collects information from 
transmission lines, distribution nodes, and substation transformers to improve power 
quality and track its flow.  Synchrophasors are next-generation sensors that maintain 
the “health” of the power grid when deployed at substations, helping utilities avoid 
unplanned failures, reduce maintenance costs and extend transformer life.  This results 
in improved utility maintenance response time and reduced system failures.  In addition, 
it facilitates renewable power generator integration, identifies local power outages and 
equipment failures, and re-routes power in real time to meet consumer demand.  

Utilities 

At the substation WAN, the high volume of energy data is aggregated and transmitted 
using Meter Data Management (MDM) software.  This information is then sent to the 
Local Area Network (LAN) at the main utility location.  The LAN transmits the utility data 
to the control center to be analyzed using a grid optimization program.  This program 
will automatically take action to optimize power grid function for maximum efficiency.  
For example, if a power line goes down, the grid optimization program will automatically 
notify the utility operators and reroute power to the affected areas. 

Demand Response (DR) 

Demand response (DR) is the ability to manage customer consumption of electricity in 
response to supply conditions.  DR is becoming a more prevalent strategy, especially 
during peak consumption periods (i.e. early afternoon in the summer and early morning 
in the winter).  Implementing smart grid technologies can have a significant impact on 
reducing demand load.  These “peak watts” would normally be provided by seldom-
used, expensive, and high-carbon emission power plants (also called peak plants).  

DR may reduce the need to generate “peak watts” as it reduces consumer demand. 
Once the consumer load has been reduced peak plants may be taken offline.  Load 
reduction via demand response programs is often referred to as a “virtual power plant”. 

With smart grid integration applications, demand load reduction is expected to be 
prolific, and result in more virtual power plants.  This translates into fewer proposed, 
required power plants needed meet consumer load.  In other words, it reduces hard 
assets and initial capital investments. Its flexible pricing structure is shown in Table 6-2. 
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Table 6-2: Current Utility Pricing 

Real-time Peak-time Critical-Peak 

Rates are based on hourly 
fluctuations in wholesale markets, 
which enables consumers to plan 
their electric use to coincide with 
low prices 

The traditional blended rate applies, 
but customers can qualify for 
rebates by reducing demand load 
during peak periods. 

Prices can increase by 500% during 
peak periods, limited to a small 
number of hours per year. 
Customers who agree to reduce 
usage in such hours will pay slightly 
lower rates for the rest of the year. 

Common Interoperability Standards 

Supervisory Control and Data Acquisition system (SCADA) monitors and controls the 
generation, transmission, and distribution of electric power.  It collects data from 
monitoring devices (e.g., sensors, switches, etc.) and remotely controls utility computers 
and databases.  It is the common language spoken between distinct grid systems.  

Communications between smart devices (e.g., thermostats, PEV, EWH, etc.), HANs, 
smart meters, FAN/NANs, and WANs may operate using different software protocols. In 
other words, they all speak different “languages” which may differ with each vendor.  To 
“translate” the data from the different sources a “common language" platform must be 
used.  Organizations such as the National Institute of Standards and Technology 
(NIST), Federal Energy Regulatory Commission (FERC), the USNAP Alliance and the 
Electric Power Research Institute (EPRI) are currently in the process of establishing 
common interoperability standards that different vendors must adhere to. 

The means of communication may vary as well.  The communication technology that is 
most commonly utilized in the U.S. includes radio frequency (RF), power line 
communications (PLC), Wi-Fi, 3G, 4G/WiMax, and cables.  Due to the high density of 
aggregate information transmitted from each smart meter to a FAN/NAN, latency (the 
time for data to reach point A to point B) is a challenge as utilities attempt to react to 
and provide real-time information to customers.  Smart Grid Pilot Deployments in North 
Carolina (NC) and the U.S. will help determine the appropriate technologies and 
computer software protocols to be used, based on location, climate, and performance. 

Not in My Backyard (NIMBY) 

In a state with strong historical connections to agriculture and a rural lifestyle, 
maintaining green spaces is a high priority.  A study released by the Conservation 
Coalition Trust for Public Land found that in the past ten years NC spent $73 million 
annually to acquire or protect 289,000 acres of wetlands, forests, and farmlands.  
Additionally, the Cherokee Preservation Foundation awarded 24 new grants in excess 
of $2.7 million to support cultural preservation, economic development, job creation and 
environmental preservation.  NC is experiencing a transformation due to a rise in its 
population and the rapid spread of urban development.  Expanding and updating the 
existing power system is a task that faces significant challenges.  It is increasingly 
difficult to locate new overhead transmission lines in areas experiencing the greatest 
electrical load growth.  Resolving this dilemma includes deploying electronic solutions to 
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increase power density flow through existing transmission lines and developing low 
impact grid solutions that consider land-use concerns and still provide service to the 
smallest and most remote towns. 

Customers participating in smart grid deployments in California have voiced health 
concerns due to electromagnetic hypersensitivity to RF used by wireless smart meters. 
AMI advocates claim that the amount of RF generated by smart meters is relatively low 
compared to cell phones, Bluetooth headsets, and Wi-Fi routers.  A recent study 
indicates that most Americans live in an environment that is already permeated by RF 
and that its signals do not pose a known health risk (EPRI, 2010).  In January 2011, a 
similar study found that, “to date, scientific studies have not identified or confirmed 
negative health effects from potential non-thermal impacts of RF emissions such as 
those produced by existing common household devices and smart meters” (CCST, 
2011).  Regardless of these studies, PG&E filed a proposal with the California Public 
Utilities Commission (CPUC) to allow customers to opt-out of smart meters.  

Integrating IT and communications technology with consumer energy use raises a new 
set of privacy concerns.  Traditionally, utilities are custodians (not owners) of customer 
data.  However, since utilities own the system that collects and stores this data, 
consumer advocates feel that it is the utility’s responsibility to ensure the data is not 
misused.  Consumer energy data that is collected several times a day and automatically 
analyzed would be an invaluable resource to private firms such as Google or Microsoft. 

Policymakers 

As the population and demand for electric power increases, major infrastructure 
improvements have become a national priority.  A smart grid will operate resiliently 
against cyber and physical attack, and will allow authorities to respond quickly and 
efficiently to natural disasters.  It enables new products, services, and markets. As a 
result, new energy industry is developing.  Instead of reacting to this change, NC 
government officials are planning for a smooth transition to integrate these new systems 
through several policy initiatives introduced to the NC General Assembly.  

Policy Initiatives Introduced 

Several state initiatives have been introduced in the General Assembly to improve 
energy reliability.  These potential policy initiatives fall the umbrella of the State Energy 
Program (SEP), Energy Efficiency Community Block Grant (EECBG) and Renewable 
Energy and Energy Efficiency Portfolio Standard (REPS).  

Local Partnerships 

The Research Triangle Area, a research, academia and industry hub, is poised to 
become a leader in the U.S. smart grid industry.  Strong government relationships with 
local organizations in Raleigh and Charlotte, and participation in nationally recognized 
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conferences such as Plug-in 2011 and Solar 2011, expedites NC’s transition to a clean 
energy technology leader.  

A top-ranked engineering school in the U.S., North Carolina State University (NCSU) 
has strong ties to utilities and to technology industries in the Research Triangle Park 
(RTP). The ABB Group has donated to $1.2 million to NCSU’s Department of Electrical 
and Computer Engineering to support power engineering and research and they have 
facilities located on NCSU’s Centennial Campus.  In September 2010, ABB announced 
plans to expand their facilities and establish a Smart Grid Center of Excellence.  This 
will be a test, development, and demonstration center for smart grid technology.  They 
are also investing $300,000 in research, fellowships and partnerships at NCSU.  

The Future Renewable Electric Energy Delivery and Management(FREEDM) Systems 
Center, a National Science Foundation (NSF) Engineering Research Center 
headquartered at NCSU, is developing key technologies to revolutionize the national 
energy grid.  The Duke Energy Envision Center, located NCSU’s Centennial Campus, is 
an educational facility that highlights Smart grid technologies and applications. 

The Energy Production & Infrastructure Center at UNC-Charlotte, currently under 
construction, is scheduled to open in 2012.  UNCC Regional corporate partnerships 
include AREVA, Duke Energy, the Electric Power Research Institute (EPRI), The Shaw 
Group, URS Washington Group, Westinghouse, Siemens and Metso Power. 

Regulators 

Smart grid will expand the roles of regulators as they balance competing priorities.  
Regulators will strive to keep utility service reliable and affordable, diversify the 
electrical energy portfolio with renewable sources, and modernize transmission and 
distribution equipment.  To facilitate these goals, the FERC and National Association of 
Regulatory Utility Commissioners (NARUC) Smart grid Collaborative was formed to 
supply updated smart grid technology standards information to regulators. 

Regulators also collaborate with public/private sector stakeholders to identify regulatory 
and market solutions that mobilize private sector investment in the electricity system.  
This process recognizes that smart grid deployments should reflect regional needs and 
conditions.  Regulators must plan for this evolution as technology developments offer 
new regulatory challenges in communications, data management and cyber security.  
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Figure 6-7: Fayetteville Consumer Electric Savings

Smart Grid Pilot Deployments 

Utilities believe that smart grid 
deployment may be an important 
solution in meeting future energy 
needs.  Prior to installing this system 
throughout entire service regions, they 
are implementing small-scale pilot 
projects in NC to determine the 
effectiveness of a Smart grid as a long 
term investment and solution. 

Fayetteville, NC 
The Public Works Commission (PWC) 
in Fayetteville partnered with Consert 
Inc. to deploy 60,000 smart meters in 
a smart grid pilot program.  The pilot 
consisted of 84 locations and 94 customers.  Participants included 11 PWC employees, 
72 residential, and 11 non-residential customers.  Using Verizon Networks to 
communicate smart meter information and the Consert meter data management (MDM) 
solutions, led to a 20% reduction in energy consumption.  Figure 6-7 (above) shows 
participant’s electrical savings and peak capacity savings for the 50 MW plant are 
below:  

Savings in $kW/Month 

Generation (MW) $10/Customer $15/Customer $20/Customer $25/Customer 

50 $500,000 $750,000 $1,000,000 $1,250,000 
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Figure 6-8: Demand response program illustrates a reduction in consumer load demand during peak period 

Figure 6-8 illustrates that the planned PWC demand load control events on June 24 and 
August 4 show a significant drop in energy consumption during peak periods. 
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Figure 6-9: Duke Energy Envision Charlotte Digital Display Concept (Source: Duke
Energy, 2011)

Mc Alpine Creek substation 

In June 2009, Duke Energy installed 213 solar panels on homes of 100 residential 
customers served by the Mc Alpine Substation.  The solar panels provided up to 5kW of 
power or enough to serve five homes.  Used in conjunction with a 500 kW storage 
battery and energy management systems, this pilot illustrated the ability to create a 
“virtual power plant” from energy savings combined with renewable energy sources and 
energy storage technology.  To prepare for the pilot, approximately 8,100 smart meters 
were installed.  On average, customers saved 8% (about $9) on monthly energy costs. 

Catawba College 

At Catawba College in Salisbury, Duke Energy used smart devices to gather and 
aggregate real-time energy usage data from seven campus buildings.  The digital smart 
meters were installed at the Robertson College-Community Center, the Cannon Student 
Center, the Hedrick Administration Building, Woodson Hall, Salisbury Rowan Hall, the 
Abernethy Physical Education Building and the Center for the Environment.  Smart 
meters were also installed on transformers owned by the college. 

This pilot gave the college a better understanding of the allocation of energy costs 
between various buildings.  The data tracked through the pilot program will be included 
in the College’s sustainability courses that are offered in several academic majors, 
including the recently added Sustainability and Community Development major.  

Envision Charlotte 

Duke Energy 
announced this 
endeavor in 
September 2010 at 
the Clinton Global 
Initiative.  The goal is 
to reduce energy use 
by up to 20% and 
avoid approximately 
220,000 metric tons of 
greenhouse gases by 
2016.  A key objective 
is building a public-
private approach to 
energy efficiency that 
can be replicated in 
commercial buildings in cities across the U.S.  Figure 6-9 shows a typical customer 
portal used to communicate energy consumption data online. Eighty-percent (80%) of 
the $5.3 million initiative will be provided by Duke Energy and 20% will be provided by 
Cisco.  Business and local government leaders who control more than 12 million square 
feet of space have expressed a commitment to participate in Envision Charlotte. 
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Figure 6-10: Controlled Event Capturing Energy Usage on Two Climatically Comparable Days. (Source: Consert 2011) 

Potential participants include Bank of America (7 million sq. ft), Wells Fargo (3 million 
sq. ft), City of Charlotte (1.4 million sq. ft), and Duke Energy (1.3 million sq. ft.). 

Wake Electric: Wake Forest, Rolesville, and Youngsville 

Working with Consert Inc., Wake Electric Membership Corporation conducted a Smart 
grid pilot program. One hundred of two hundred applicants were chosen as participants. 
Energy usage data from smart meters was collected, analyzed, and made available to 
customers via an online customer portal.  Customers could view a graphical 
representation of individual system energy consumption incrementally over 24 hours 
and project loads based on the analysis of previous days’ energy consumption and 
outside air temperature forecasts.  By reading electric meters remotely in real-time, 
Wake Electric could generate reports showing current kWh values for individual and 
selected groups of meters based on its billing cycle.  Wake Electric was able to read 
meters more effectively in real-time, collect and use data to increase reliability, present 
energy usage information to members, and empower them to manage their energy 
consumption.  At the end of the program, participants experienced energy savings 
ranging from 7% to 54% with a total average savings of 19%.  

Figure 6-10 illustrates the results of a controlled demand response event.  January 11, 
2011 is used as the reference day of normal energy usage and January 13, 2011 was 
the control day.  By systematically adjusting pilot participant’s devices to power on/off 
(within the approved parameters set by each participant), Consert was demonstrated an 
energy reduction of 38.71% and savings of 73.04 kWh over the peak demand period of 
2 hours and 26 minutes.  

Subsequent to the pilot, Wake Electric implemented the Monitor & Manage Program in 
2011.  Customers may choose the free “Select Option”.  The Wake Electric online 
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energy monitoring system will collect usage data from each home and make this data 
available to all customers.  This information will allow customers to make informed 
decisions regarding energy usage.  Customers must opt in and pay a fee to participate 
in the “Premier Option”.  In additional to obtaining energy use information, this program 
allows customers to monitor and control the energy consumed by electric appliances.   

Legacy Progress Energy Distribution System/Demand Response 

Legacy Progress Energy Carolinas (now a part of Duke Energy) has been deploying 
several smart grid technologies as improvements to their distribution network.  They 
have invested $520 million in these initiatives, including a $100 million award from the 
U. S. Department of Energy under the American Recovery and Reinvestment Act. 

The distribution feeder segment initiative will expedite the isolation of power outages 
and equipment problems throughout the transmission and distribution network.  
According to an April 29, 2008 filing to the NCUC, Progress Energy focused their efforts 
to “reduce demand by lowering system voltage at the substation while controlling the 
magnitude of the voltage drop along the distribution feeder”.  

Deployment methods include installing a new distribution management system (DMS) 
which gives the substation a centralized “brain” and installing intelligent controls on 
feeders and substations which make existing devices “smarter”.  These devices will give 
the DMS the capability to monitor the “state of the system”. One hundred and sixty 
thousand (160,000) “smart” meters were also installed in the Carolinas and Florida.  

In the EnergyWise Home program, the utility communicates with consumer’s central air 
conditioning systems.  This allows grid operators to temporarily reduce energy 
consumption during high energy demand periods by cycling power to the air conditioner 
compressor off and on.  The automatic process is requires no effort from the consumer. 

Transportation 

Gasoline and diesel account for approximately 74% and 20% of NC petroleum 
expenditures, respectively.  In 2005, Hurricane Katrina created a regional petroleum 
shortage.  In the 2008 economic downturn, fuel prices increased to $4.08 per gallon 
(gasoline) and $4.80 per gallon (diesel).  These events emphasize the vulnerabilities 
NC may experience due to the geopolitical events (Middle Eastern revolts in January 
2011) and technological failures (Deepwater Horizon oil spill in April 2010) associated 
with the petroleum industry.  Consequently, the state has a vested interest in utilizing 
advanced alternative vehicle technologies and locally derived alternative fuels. 
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Figure 6-11: Alternative Fuels (Source: Argonne National 
Laboratory 2010) 

Ethanol and Biodiesel Supply 

Advanced technology vehicles use an 
alternative fuel as an energy source.  This 
includes plug-in electric vehicles (PEV), 
hybrid electric vehicles (HEV), fuel cell 
vehicles and anti-idling technologies.  
Figure 6-11 illustrates alternative fuel 
sources. 

Alternative fuels are energy producing 
fuels that are not 100% gasoline, diesel or 
kerosene.  Alternative fuels may include 
liquefied petroleum gas (LPG), 
compressed natural gas (CNG), or 
liquefied natural gas (LNG). Table 6-3 
illustrates the most common petroleum 
and ethanol mixtures. 

Fuel Composition Engine 

E10 90% petroleum gasoline and 10% ethanol Any gasoline engine 

E85 15% petroleum gasoline and 85% ethanol Flex-Fuel Vehicle (FFV) 

B20 80% petroleum diesel and 20% plant/animal oil-based fuel 
(biodiesel) Any diesel engine 

B100 100% plant/animal oil-based fuel Consult with manufacturer 

Table 6-3 Common Alternative Fuels

Federal Policy Initiatives 

In 2007, a Memorandum of Understanding (MOU) to advance cooperation on biofuels 
was signed between the U.S and Brazil.  In March 2011, the MOU was expanded to 
include a U.S.-Brazil Green Economy Partnership for the development of aviation 
biofuels.  Key goals in the agreement include developing sustainable aviation biofuels 
(to reduce greenhouse gas emissions), establish common standards and specifications, 
and strengthen private sector partnerships.  Since half of all Brazilian vehicles are flex-
fuel capable and primarily use biofuels, it is seen by other nations as a model to 
consider in transitioning to alternative fuels. 

State Policy Initiatives 

In 2011, the Biofuels Center of North Carolina awarded $1.6 million for 15 projects in 
NC to accelerate the production and commercialization of biofuels.  For example, 
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“Terrifinity”, a Wake Forest University research project received a $145,000 grant to 
expand testing of a key catalyst in biofuel production sourced from inexpensive feed 
stocks. Table 6-4 lists currently available state/private sector alternative fuel incentives. 

Program Description Goal 

St
at

e 

Biofuels Commercialization Grants By 2017 10% of liquid fuels sold in NC will come from 
biofuels grown and produced within the state. 

Biofuels Industry Development Grants To encourage the expansion of small and medium sized 
businesses and to develop a biofuel industry. 

Renewable Fuel Production Facility Tax 
Credit 

To encourage the development of alternative fuel 
infrastructure. 

Renewable Energy Property Tax Credit To encourage the development of renewable energy
generation. 

Alternative Fuel and Idle Reduction 
Grant (1) 

To reduce ICE by subsidizing the purchase of alternative 
fuel vehicles, conversions, initiate idle reduction programs 
and constructing/installing public alternative fueling facilities. 

Alternative Fuel Vehicle (AFV) and 
Hybrid Electric Vehicle (HEV) Support 

To reduce transportation related emissions in non-
attainment and maintenance counties for National Ambient 
Air Quality Standards. 

Alternative Fuel and Alternative Fuel 
Vehicle (AFV) Fund 

To allow state agencies to offset purchasing biodiesel 
blends incremental costs [at least 20% (B20) or at least 85% 
(E85)], develop alt fueling infrastructure, buy AFVs & HEVs. 

Alternative Fuel Tax Exemption To encourage the development of alternative fuel 
infrastructure. 

Biodiesel Tax Exemption To encourage the use of AFVs in the state. 

Bond Exemption for Small Biofuels 
Suppliers 

Fuel blenders/suppliers of ethanol or biodiesel are not 
required to file a bond with the NC Department of Revenue 
when expected motor fuel tax liability is less than $2,000. 

Pr
iv

at
e 

Se
ct

or
 

Alternative Fuel Vehicle (AFV) and 
Hybrid Electric Vehicle (HEV) Loans 

To increase the penetration of AFVs and HEVs in the ICE 
market.  

Duke Energy will distribute 150 PEV 
chargers to customers 

To analyze the demand load of 240V chargers on the 
electric grid to determine the necessary upgrades to prevent 
system overload in areas with a high concentration of PEVs. 

Progress Energy & Ford Motor Co. to 
develop consumer outreach and 
educational programs 

To educate consumers about EVs and what is needed from 
the public/private sectors to support this new technology. 

Progress Energy will test 20 plug-in 
hybrid Ford Escapes 

To obtain data on durability, reliability and safety of the new 
battery technology. 

Table 6-4 Alternative Fuel Incentives 

1. The 2011 funding cycle is reserved for projects related to diesel vehicles. Future funding may include
additional technologies and vehicles.

Laws and Regulations 

As shown in Table 6-5, many local and state initiatives have been implemented to 
promote the utilization of alternative fuel vehicles. 
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Description North Carolina General Statute 

Ethanol Blend Requirement 75-90, 105-449.60 

Biodiesel Warranty Requirement 20-351.11, 136-28.15, and 143-341(8)(i) 

Biodiesel Requirement for School Buses 115C-240(c) and 115C-249(a) 

Fuel-Efficient Vehicle Acquisition Requirements 143-341(8)(i) 

Alternative Fuel Vehicle (AFV) Acquisition 
Requirements 143-215.107C 

School Bus Idle Reduction Requirement North Carolina School Board Association 

Table 6-5 Laws and Regulations Promoting Alternative Fuel in North Carolina 

In 2004, NC instituted a Petroleum Displacement Plan (PDP) initiative to reduce the 
demand for petroleum in the state’s vehicle fleet.  The PDP is the result of two laws, 
S.L. 2005-276 and 2006 Senate Bill 2051, Section 1. S.L. 2005-276, Budget Provision 
19.5.  They required state agencies, universities and community colleges to achieve a 
20% reduction/displacement of their current petroleum use by January 1, 2010.  This 
applied to state fleets (of at least 10 vehicles) and state-owned vehicles.  Emergency 
and educational vehicles were required to displace 10% of petroleum use.  

Since PDP implementation, the purchase of internal combustion (IC) motor vehicles 
there has decreased.  The use of hybrid, flex-fuel, diesel, and electric vehicles has 
increased per Table 6-6.  As a result, the state’s gasoline, diesel, CNG, and propane 
consumption was reduced.  The use of E10, E85, and B20 has increased per Table 6-7. 

Baseline Vehicles 2004 - 
2005 

2005 - 
2006  
 

2006 -
2007 

2007 -
2008 

2008 -
2009 

2009 -
2010 

Total % 
Change 

Gasoline 10,816 10,752 10,760 11,412 10,229 9,436 -13% 
Hybrid 78 108 123 135 137 129 65% 
Flex-Fueled 4,752 5,735 5,841 6,956 6,956 7,018 48% 
CNG 14 14 11 12 9 5 -64% 
Diesel 4,498 4,985 4,976 5,086 5,139 5,066 13% 
Propane 192 197 187 169 145 150 -22% 
Emergency/Ed 6,007 6,098 6,115 6,409 6,219 5,871 -2% 
Electric 13 14 45 106 161 199 1431% 
Total  26,370 27,903 28,058 30,285 28,995 27,874 6% 

Table 6-6 NC State Vehicle Fuel Consumption in Thousands of Gallons 2004-2010 

Fuel Type 2004-
2005  

2005-
2006 

2006-
2007 

2007-
2008 

2008-
2009 

2009-
2010 

Total  % 
Change 

Gasoline 14,935 14,036 8,056 5,877 4,730 3,165 -79% 
E10 598 780 7,391 9,725 10,108 11,427 1811% 
E85 242 281 201 263 217 353 46 
Diesel 8,526 7,584 7,626 6,280 1,396 1,602 -81% 
B5 - 48 21 10 10 7 - 
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Figure 6-13: NC Government Fuel Portfolio Pre-PDP 
(2004-2005) 

 

 

Figure 6-12: NC Government Fuel Portfolio Post-PDP (2009-
2010) 

 

B20 1,870 1,719 2,227 3,601 7,610 8,157 336% 
B100 - - .5 3 5 2 - 
CNG 3 2 1 1 0 0 -92% 
Propane 56 46 18 9 1 5 -91% 
Total  26,282 24,546 25,592 25,818 24,128 24,76 -6% 

Table 6-7 NC State Vehicle Fuel Consumption Prior to PDP in Thousands of Gallons 2004-2010 

During this initiative, gasoline consumption decreased from 57% to 13% and the use of 
E-10 increased from 2% to 46%.  Similarly, diesel consumption was reduced from 33% 
to 7% and B20 use increased from 7% to 33%.  Although the state added approximately 
1,504 vehicles to its fleet, only 1,522 thousand gallons of additional fuel was purchased. 
Figure 6-12 and Figure 6-12 illustrate the pre/post PDP state fleet fuel portfolio.  

 

 

Challenges 
 
Table 6-8 provides a cost comparison between motor gasoline and Ultra Low Sulfur 
Diesel (USDL).  Significant savings are shown, but several challenges to increasing the 
penetration of alternative fuel vehicles into the existing market have yet to be resolved. 

Fuel Type Fuel Consumed 
(gal) 

Retail Price 
Oct. 2010 ($) 

Savings from a 6% 
Reduction (gal) 

Annual Savings from 
Reduction ($) 

Motor Gasoline 11,209,100 $2.653 672546 $178 million 

ULSD 2,303,900 $2.928 138234 $404,749 

Table 6-8 Savings from Fuel Reduction (Source: EIA) 
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Figure 6-14: HEV, PHEV and EV (Duke Energy Corporation, 2011) 

 

Section 1 of the 2006 Senate Bill 2051 required the Department of Administration to 
develop a plan to provide greater availability of biodiesel (B20 and B100), ethanol (E10 
and E-85) and other alternative fuels at its fuel-dispensing facilities to meet the 
requirement of Section 19.5 of S.L. 2005-276.  

PDP compliance included state installation of fueling stations to serve its vehicle fleet.  
Currently, an extensive network of alternative fueling stations, comparable to existing 
gasoline stations, does not exist in the state.  A significant alternative-fuel infrastructure 
investment is needed to increase penetration in the consumer vehicle market. 

Plug-In Hybrid Electric (PHEV) and Plug-in Electric Vehicles (PEV)  
 
The transportation 
sector accounts for 70% 
of U.S. petroleum 
consumption (Markel, 
Mai, & Kintner-Meyer, 
2010).  Electrifying the 
U.S. transportation fleet 
offers the opportunity to 
significantly reduce 
petroleum consumption.  
A recent study 
concluded that 73% of 
all light duty vehicles 
could be powered from 
existing grid capacity, 
resulting in a reduction 
of half of all oil imports 
(Kintner-Meyer, 
Schneider, Pratt, & 
Laboratory, 2007). 
 
The Plug-in Hybrid Electric Vehicle (PHEV) and Battery Electric Vehicles (BEVs) are 
sub-categories of Plug-in Electric Vehicles (PEV).  PEVs (alternative-fuel vehicles) may 
reduce the demand on existing petroleum stores.  PHEVs have been available to the 
public since 2002.  Figure 6-14 and Table 6-9 outline the differences between PEVs. 
 

Popular Vehicle Types 

Examples 
Hybrid Plug-in Hybrid All Electric 

Toyota Prius Chevrolet Volt Nissan Leaf 

Engine 
Type 

Internal Combustion + Small 
Battery 

Small Internal Combustion 
Engine + Large Battery Battery 

Table 6-9 Engines for HEV, PHEV, and EVs 
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Although Hybrid Electric Vehicles (HEVs) are a fraction of the market now, some 
experts believe that PEVs may capture 5 to 15% of the market over the next 15 to 20 
years (Transport Electricfication Panel, 2011).  Based on hybrid vehicle sales data, NC 
is expected to be one of the top twenty HEV states with a projected 3% of electrical 
vehicle sales (GTM Research, 2011). 

Policy Incentives 
 
  

Federal 

Plug-in Electric Drive Vehicle Credit 

Plug-In Electric Vehicle Credit 

Credit for conversion kits 

Alternative Motor Vehicle Credit 

State 
Alternative Fuel and Idle Reduction Grant (1) 

Alternative Fuel Vehicle (AFV) and Hybrid Electric Vehicle (HEV) Support 

Alternative Fuel and Alternative Fuel Vehicle (AFV) Fund 
Table 6-10 PHEV and PEV Incentives (U.S. Department of Energy, 2011) 

1. The 2011 funding cycle is for projects related to diesel vehicles; future funds may include additional technologies and vehicles. 

PEV Charging Infrastructure  
 
Using data from the EIA and the 2010 U.S. Census, Table 6-11 shows a 77% annual 
cost reduction between unleaded gasoline and electricity. 
 
Fuel Annual Vehicle Miles 

Traveled Cost Annual Fuel 
Consumption Annual Cost 

Gasoline 15,000 $2.653/gal 500 gallons $1,326.50 

Electricity 15,000 $0.0796/kWh 3,750 kWh $298.50 
Table 6-11 Petroleum vs. Electricity: A Cost Comparison 

Another cost mitigating factor may include special “Time of Use” discounts by electric 
providers to PEV owners who recharge their vehicles during low demand periods. 

Residential Units 
 
Charging costs will vary based on battery capacity and the amount of electricity used. 
For example, customers driving less than 40 miles per day (at $0.10 per kilowatt-hour: 
the average electric rate for Duke Energy’s service territory) should spend less than 
$1.20/day to fuel an EV.  If gasoline costs $3 per gallon, then the cost/mile of a standard 
car is $0.08 to $0.20, whereas the cost/mile for an electric vehicle is $0.02 to $0.04. 
Similarly, Duke Energy states that electricity is 50-75% less expensive than the 
equivalent cost of a gallon of gasoline (Duke Energy Corporation, 2011).  
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Public/Commercial Units 

As electric vehicles enter the mainstream marketplace, more mobile and web tools are 
emerging to help electric car owners find public charging stations.  Google is integrating 
EV charging data into Google Maps.  The National Renewable Energy Laboratory 
(NREL) is building a public EV charging data base called GeoEVSE.  

Federal Initiatives 
 

Date Description 

08/05/09 $2.4 billion is allocated from ARRA funds for 48 advanced battery and electric vehicle projects. 

08/05/09 Celgard & nine other battery manufacturers receive $49 million ARRA grant to meet growing lithium 
ion battery demand from U.S. companies. DOE reported dollar-for-dollar match by each company. 

04/01/11 The National Clean Fleets Partnership pairs the DOE with AT&T, FedEx, PepsiCo, UPS and 
Verizon to reduce fuel consumption and the number of gasoline/diesel-powered vehicles operated. 

04/13/11 DOE launches of the EcoCar2: Plugging into the Future competition and the sixteen university 
teams that were selected to participate. This list includes NCSU. 

04/19/11 DOE allocates $5 million deploy EV infrastructure and charging units in communities nationwide. 

04/19/11 DOE works w/Google & 80 others to launch GeoEVSE Forum; create charging station/electric 
vehicle supply database; DOE Clean Cities Initiative & NREL maintains; open to 3rd parties 

Table 6-12 Federal Initiatives 

State Initiatives 
 

Raleigh was one of four U.S. cities to participate in Project Get Ready, a pilot to help 
cities prepare for PEVs.  Its multidisciplinary team addressed logistical issues (EVSE 
permitting/installation streamlining, PEV consumer education, PEV grid-compatible 
charging infrastructure, relationship building with PEV/ component manufacturers) to 
ensure PEV availability in NC, and explore opportunities for PEV economic 
development.  “NC Get Ready!” currently operates in the Research Triangle area, 
continuing with Project Get Ready. Table 6-13 summarizes the goals of this initiative. 
 

Working Group Purpose Stakeholders 

NC Get Ready Steering 
Committee Provide oversight and guidance Subject matter experts, government officials 

and other relevant organizations 

Infrastructure Working Group Support development of viable 
charging infrastructure 

Utilities, construction, transit, city planners, 
architects/engineers, parking garage 
owners, electricians and business owners 

Vehicle Facilitation Group Build a viable market and purchasing 
channels 

Fleet owners, leasing companies/lenders, 
dealerships, manufacturers & owners. 

Vehicle Technologies 
Working Group 

Facilitate research and development 
of new or improved technologies 

Researchers, academics, automotive & 
component manufacturers, & infrastructure 
component developers. 
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Standards Working Group 
Quantify the issues and opportunities 
associated with drivers such as 
incentives and permits. 

Representation includes legislative bodies, 
city planners, utilities, and universities. 

Table 6-13 NC Get Ready! Initiatives

“Plug-In Wired” is an initiative that would certify building contractors in wiring needed for 
charging stations structures.  “Plug-In-Ready” will certify contractors on the actual 
charging station equipment installation.  

In May 2011, a NC General Assembly bill to exempt PEVs from minimum passenger 
requirements to use high-occupancy vehicle (HOV) lanes and emissions testing was 
introduced.  As of this writing, the status of this bill is undetermined. 

Duke Energy has committed that all new vehicle purchases will be electric vehicles by 
2020.  This represents a $600 million investment and has the potential to reduce 
greenhouse gas emissions by more than 125,000 metric tons over the next 10 years. 

As part of their ARRA grant, Progress Energy deployed several hundred smart charging 
stations to accommodate the arrival of plug-in vehicles and gather valuable real-world 
data as part of its EVSE Project. 

Impact on the Existing Infrastructure 

Although PEVs may mitigate petroleum dependency, there are infrastructure and 
emergency planning challenges that must be addressed in order for EVs to be viable 
substitute to ICE vehicles.  Experts agree that connecting PEVs to the existing power 
grid will increase demand load.  Although this increases the risk for disruption, it can be 
addressed through planning.  This will require a collaborative effort between the NCUC, 
IOUs and other industry leaders to efficiently develop a PHEV/EV charging 
infrastructure plan that will reduce the negative impacts on the existing power grid.  

Load Demand 

According to the EPRI, plugging in an electric car is “like adding another house” to the 
load of an electric transformer.  If the population in NC increases by 159% between 
2010 and 2050, PEV saturation will increase from 0.009 in 2010, to 1.04 in 2030,and to 
5.55 in 2050 (Markel, Mai, & Kintner-Meyer, 2010). Table 6-14 describes EV charging 
levels and some possible impacts on the power grid. 

Charging Model Description Voltage Impact 

No utility control  
(Level I) 

Charging begins after the last 
trip of the day. 120V / 1.4 kW 1. Minimum impact on power grid.

Opportunity 
(Level I) 

Charge PEV whenever the 
vehicle is parked.  120V / 1.4 kW 

1. Increases daytime PEV loads
2. Increases total energy demand
3. Increases battery wear

Managed 
(Level II) 

PEV charging is based on the 
utility energy demand. 240V / 3 kW 1. Minimum impact on power grid.

Table 6-14 EV Charging Levels
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Vehicle to Grid (V2G) 

Battery price is the largest cost component in an electric car. Every kilowatt hour of 
battery power is translated into a driving range of four miles (U.S. Department of 
Energy, 2011).  Battery packs in OEMs cost between $1,000 and $1,200 per kWh. 
Currently, the cost of consumer batteries ranges from $250 to $400 per kWh (The 
Boston Consulting Group, Inc., 2011).  

 
Because of the high cost of batteries, battery leasing is an emerging market.  “Better 
Places” is a company that separates the cost of the battery from the cost of the PEV.  
Members of the Better Places network can switch drained batteries for fully charged 
batteries (at designated stations) instead of charging the battery themselves.  With 
programs in Australia, China, Denmark, Israel, Japan, North America, and the European 
Union, battery swapping is quickly becoming an international option to home-charging. 
 
In addition to lowering the cost of PEVs, battery leasing would allow for batteries to be 
charged under optimum conditions and during low demand periods.  Research using 
PEV batteries as utility-scale energy storage units during power outages is underway. 
 

Challenges 
 
Although a typical U.S vehicle travels on average less than miles 100 miles per day, 
“range anxiety” is a major challenge that the PEV industry must overcome to achieve 
significant PEV penetration in the market.  Range anxiety is the fear that an electric 
vehicle battery will not have enough charge to complete a trip.  
 
Currently AFVs, HEVs, and PEVs cost from $25,000 to $42,000 (as shown in Table 
6-15) so major automobile manufacturers are developing alternative-fuel models.  Over 
the next five years, PEV saturation, higher production volumes, Policy Incentives and 
improved electric drive train technology may lower the cost for the consumer.  
 
 
Year Make & Model Miles per gallon equivalent (mpg) Approximate Starting 

Price ($) 
2011 Nissan Leaf (EV) 99 $33,000 

2011 Chevy Volt (EV) 93 $41,000 

2011 Toyota Prius (EV) 50 miles per gallon (51 city, 48 highway) $22,000 

2011 Lexus CT 200h (HEV) 42 miles per gallon (43 city, 40 highway) $31,000 

2011 Honda Insight (HEV) 41 miles per gallon (40 city/43 highway) $19,000 

2011 Ford Fusion Hybrid (HEV) 39 miles per gallon(41 city/36 highway) $29,000 

2012 Ford Focus (28 city/38 highway) $18,000 
Table 6-15 Kelly Blue Book Top Electric Cars of 2011 (KBB, 2011) 
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Emergency Travel 

Most available PEVs are limited to a distance of 100 miles per charge.  Coastal areas 
(susceptible to evacuation due to natural disasters) may experience difficulty evacuating 
danger zones if PEVs dominate that area.  Furthermore, battery performance can be 
severely compromised in extreme thermal conditions, reducing the distance a fully-
charged PEV may travel, and could impede emergency evacuations. 

Energy Storage 

The existing electrical grid does not have the capacity to store the power it generates. 
Generated power is immediately delivered to consumers.  The rising prevalence of 
intermittent renewable energy sources (wind and solar) requires the development of 
energy storage technology to help renewable sources reach utility-scale application. 

Technologies 

Energy storage technologies can provide simultaneous solutions to energy assurance 
and reliability issues. These include voltage regulation and load balancing to improve 
power quality.  An energy storage system would provide a steady power supply during 
brief power interruptions and reduce the financial losses resulting from the outages.  A 
local utility-scale storage application would promote the decentralization of the power 
transmission and distribution network.  This would reduce the required capital 
investments to build new and maintain existing transmission lines.  Table 6-16 illustrates 
the most prevalent energy storage technologies.  It should be noted that a vast majority 
of these technologies may be cost prohibitive and are still in the development stage.  

Technology Main Advantage (Relative) Disadvantage (Relative) 

High-Speed Flywheels High Power Low Energy Density 

Electrochemical Capacitors (EC) Long Cycle Life Very Low Energy Density 

Traditional Lead Acid (TLA) Low Capital Cost Limited Cycle Life 

Advanced LA with Carbon Enhanced 
Electrodes (ALA-CEE) Low Capital Cost Low Energy Density 

Sodium Sulfur (NaS) High Power and Energy Density Cost and Requirement to Run at 
High Temperatures 

Lithium-Ion (LI-Ion) High Power and Energy Density Cost and Increased Control Circuit 
needs 

Zinc-Bromide (ZnBr) Independent Power and Energy Medium Energy Density 

Vanadium Redox (VRB) Independent Power and Energy Medium Energy Density 

Compressed Air Energy Storage 
(CAES) High Energy, Low Cost Special Site Requirements 

Pumped Hydro (PH) High Energy, Low Cost Special Site Requirements 

Table 6-16 Overview of Energy Storage Technologies (Nexight Group, 2010)

24 



Applications 

Power application technologies are currently used to supply power during short periods 
of time.  These may run from fractions of a second to an hour and they typically address 
electrical faults and operational issues that may cause voltage variability and poor 
power quality.  However, the field of energy storage is widening to include energy 
management applications that store electrical power during periods of low demand for 
extended use during peak demand.  Applications shown in Table 6-17 may reduce peak 
loads and facilitate integration of intermittent renewable power sources at utility-scale. 

Application Time Period Definition 

Area & Frequency Regulation Short Term Respond quickly to power grid fluctuations by faster-
than-existing communications with utility operators 

Renewable Energy Sources and Grid 
Integration Short Term Ability for smooth integration of intermittent power 

sources onto power grid to optimize/ease operations. 

Transmission & Distribution Upgrade 
Deferral & Substitution Long Term 

The ability to store power locally for discharge during 
peak times may mitigate the need to construct new 
transmission and distribution lines. 

Load Following Long Term 
Ability to change power output in response to the 
changing balance between electricity supply and 
demand in a given area. 

Electric Energy Time Shift Long Term 
Purchase and store energy at low prices during low 
demand periods instead of purchasing energy at high 
prices at high demand periods. 

Table 6-17 Energy Storage Functions (Nexight Group, 2010) 

Challenges 

The associated costs of utilizing energy storage technologies as an energy 
management application must be comparable, if not better, than the most commonly 
used power solution that addresses peak load /peaking plants.  Currently, the cost for 
energy storage capacity far outweighs the operational costs of a peak plant.  A limited 
number of large-scale energy storage demonstrations exist in the U.S.  Demonstrations 
are important because at this stage of development they provide useful performance 
data and create a need for industry infrastructure development.  

Current technologies have not yet advanced to facilitate seamless integration of energy 
storage technology into the electrical power grid.  The lack of standards and modes 
contributes to low interoperability capabilities and proprietary systems.  Limited 
stakeholder understanding of clean technology is becoming a major obstacle in markets 
in California, Texas, and Illinois as they are transition from planning to deployment. 
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Federal Initiatives  

There is concern that the U.S. is trading a dependency of OPEC oil for battery resource 
dependency.  “The U.S. relies on other countries for 90% of its ‘energy-critical elements’ 
- 29 elements, including rare earths, whose intrinsic properties make them essential 
ingredients in thin-film solar panels, high-efficiency wind turbines, advanced electric-
vehicle motors, high-capacity batteries and other clean-energy innovations.  
Additionally, China accounts for at least 90% of global rare-earth production.”  (Fletcher, 
2011).  To address this concern, there are several groups that are exploring options to 
extend battery lifetime and batteries a secondary use. 

 
Advanced Research Projects Agency-Energy (ARPA-E) awarded funds to ABB, 
SuperPower Inc. and the Brookhaven National Lab to support research in 
superconducting magnetic energy storage (SMES) system with a direct power 
electronics interface.  General Motors has forged an agreement with ABB, an energy 
technology company while Nissan has joined forces with 4R Energy. 
 
The National Renewable Energy Laboratory (NREL) is also collaborating with industry 
and academia to study secondary uses for lithium ion (Li-ion) batteries.  This includes 
residential and commercial electric power management, power grid stabilization and the 
integration of intermittent renewable energy sources such as wind and solar.  

State Deployments 

Fort Bragg – Fayetteville 
 
Fort Bragg, a U.S. Army installation near Fayetteville, NC built a micro grid.  Using a 
central energy management system, the Federal Energy Management Program (FEMP) 
incorporated several distributed generation technologies (geothermal heat pumps, 
micro-hydro generation, solar, co-generation, thermal energy storage, and waste-to-
energy) into their existing electric distribution system (Power Engineering, 2003).  

FREEDM Systems Center Green Energy Hub – Raleigh 
 
The Future Renewable Electric Energy Delivery and Management (FREEDM) Systems 
Center is developing a one-megawatt FREEDM green energy hub system to power the 
Engineering Research Center (ERC) office and other NCSU Centennial Campus 
buildings.  Solar, wind, PHEV and other technologies will power ERC headquarters.  

Duke Energy – Charlotte  
 
See section on Smart grid Deployment – Mc Alpine Creek substation 
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Cyber Security 

The operators of our energy transmission and distribution infrastructures rely on 
networks of sensors and controllers to monitor and manage their systems.  These 
devices are increasingly connected to the public internet, which provides cost-effective 
and scalable connectivity.  Internet protocol (IP) connected devices are used to 
measure and direct the movement of physical commodities, monitor operating 
conditions, provide communications and enforce safety policies.  IP technologies can 
allow operators to enhance safety, manage their systems more efficiently, and reduce 
operating costs.  Internet connectivity also presents new vulnerabilities that require 
sophisticated security program management.  Failure to secure infrastructure control 
systems makes them cyber-attack vulnerable possibly leading to physical damage, 
disruption of services or loss of life (U.S. Department of Homeland Security, 2011). 

 
IP technologies are being implemented throughout our economy, and the energy sector 
is no exception.  Remote sensors and controls allow operators to manage their 
infrastructure from a central location, but they can also introduce new attack points 
where third parties can attempt to access control systems.  Evaluation and analysis of 
these new risks has challenged policymakers, regulators, industry and academia 
involved in developing standards for utilities and other service providers.   

Security Issues 
 
In the past, malicious computer activity has been associated with hobbyists or amateur 
operators.  More recently, we have seen the rise of organized criminal cyber operations, 
and a dramatic increase in tacitly approved or state-sponsored cyber-attacks.  
According to United States Computer Emergency Readiness Team (US-CERT), 
malware development has transitioned to a “vast profit-driven business controlled by 
criminals”.   A Wall Street Journal article (4/9/2009) described widespread penetration of 
systems that control the national electrical grid by foreign cyber criminals, citing 
statements from Federal intelligence officials and the Department of Homeland Security.  
 
Cyber-attacks can harm an organization in several ways: 
 

• Data theft – Criminals can capture proprietary and/or customer information 
(financial data, trade secrets, etc.) that can be used in future attacks. Loss of 
data can also harm an organization’s reputation and create liability implications.  

• Denial of service – Attackers can suppress or disable services and equipment, 
preventing legitimate use. 

• Injection of false information – A sensor and control system could be 
manipulated to display incorrect readings or to  

• Direct harm to equipment – Vulnerabilities in SCADA systems can be 
exploited, hijacking controls and potentially producing physical damage.  

• Website defacement – Criminals may obtain alter or replace organizational 
websites to embarrass it to deceive visitors into divulging personal information.  
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Cyber-attacks can come in various forms, including but not limited to: 
 

• Penetration attacks – Cyber criminals can directly attack systems by exploiting 
software/operating system vulnerabilities, gaining access/system control. 

• Social engineering – Criminals may obtain information or access to systems 
through deception or manipulation, as opposed to a technological vector.  

• “Phishing” and “spear phishing” – Phishing e-mails/websites masquerade as 
a trusted entity to capture credentials/other information. A spear phishing attack 
targets a specific individual, using personal information to appear authentic. 

• Denial of service - Overloading a system’s data connection prevents legitimate 
users from accessing the system. 

• Viruses and worms – A variety of self-propagating programs that can disrupt 
operations, corrupt data, and disable other software. 

• Trojans and malware – Software allowing “backdoor” system access, usually 
installed without owner’s knowledge, giving system’s control to attacker. 

 
Cyber vulnerabilities may exist wherever systems connect to the internet.  Primary 
cyber security concerns for energy assurance are the injection of false information, 
penetration attacks, and trojans.  These attacks could directly disrupt utilities, pipeline 
operation, or force operators to revert to labor intensive manual control, which may 
reduce supply deliveries to end-users.  Despite increased protection efforts, a report 
issued by the U.S. Government Accounting Office (GAO) cited a substantial increase in 
cyber-attacks on federal agencies.  Cyber incidents totaled 41,776 in 2010, a 650% 
increase in five years and the trend is likely to continue. Table 6-18 outlines a few of the 
most notable cyber-attacks on critical infrastructure. 
 
 

Event Description Impact 

Stuxnet Computer Worm Penetrated a part of Iran’s nuclear power 
infrastructure in mid-2009. 

Physically damaged uranium 
enrichment centrifuges. 

Maroochy Waste Water 
Release 

More than 750,000 gallons of untreated 
sewage intentionally released into parks, 
rivers, and hotel grounds 

Loss of marine life, public health 
jeopardized, $200,000 in cleanup and 
monitoring costs 

2007 Estonian-Russian 
Conflict 

Political/cultural conflict devolved into 
widespread DDoS attacks on Estonian 
infrastructure. 

Disrupted internet connectivity within 
Estonia for several hours, caused 
economic losses, disrupted 
government services. 

2012 Natural Gas Pipeline 
Intrusion Campaign 

Coordinated and sustained effort targeting 
industrial control systems for interstate 
and intrastate gas pipelines. 

DHS ICS-CERT published alerts 
informing industry of an ongoing 
campaign. As many as 20 companies 
may have been infiltrated. 
Purpose/intent of intrusions unclear. 

Table 6-18 Examples of Cyber Security Attacks on Public Infrastructure 

Our economy’s increasing reliance on communications and integrated advanced 
information technologies has fueled development of an information security industry.  
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According to an April 2011report by Pike Research, it is expected that cyber security 
spending will grow 62% between 2010 and 2011.  By 2015, annual worldwide costs in 
the industry will reach $1.3 billion. Table 6-19 outlines prevalent cyber security issues. 
 

Consumer Privacy 

• Identity management and protection 
• Consumer energy data 
• Stronger cyber security software on smart meters 
• Data privacy for electric vehicle billing data and recharging transactions 

Smart Grid Applications 

• Automating demand response requests 
• Protecting the physical infrastructure of the utility delivery system 
• Data integrity for electric vehicle recharging transactions 
• End-to-end data encryption from home area network (HAN) to the utility  

Transmission Equipment and 
Communication Software 

• Communications between substations and  transmissions equipment 
• Resiliency throughout the advanced metering infrastructure (AMI) 
• Stronger security on SCADA control systems 
• More secure interface between IT & Industrial Control Systems networks 

Management Procedures 

• Multi-factor authentication on powerful consoles 
• Change asset management and configuration management 
• Business continuity planning 
• Video monitoring capabilities for substations and control rooms 
• Security awareness education for all affected employees 

Table 6-19 Cyber Security Issues 

Interoperability & Cyber Security Standards 
 
Addressing cyber security issues requires collaboration between government agencies 
and industry leaders to develop cyber-security interoperability standards.  The 
Department of Homeland Security (DHS), the National Institute of Standards and 
Technology (NIST), the DOE, and the Department of Defense (DOD) have provided a 
forum for researchers, experts and practitioners dealing with cyber-physical systems 
security to assess the current state of the art technology, identify challenges, and 
provide input to developing strategies for addressing these challenges 

Regulatory Hierarchy 
 
The Energy Independence and Security Act of 2007 (EISA) gave the National Institute 
of Standards and Technology (NIST) the authority to develop interoperability and cyber 
security standards.  NIST assigned the creation of these standards to the North 
American Electric Reliability Corporation (NERC) and the Smart Grid Interoperability 
Panel (SGIP).  In August, 2010, NIST published Interagency Report 7628: Guidelines 
for Smart Grid Cyber Security and in January, 2011, Special Publication 1108: 
Framework and Roadmap for Smart Grid Interoperability Standards was released.  
 
NERC collaborates with industry stakeholders to develop standards. The SGIP worked 
with the Smart grid community and NIST to develop eighteen priority action plans 
(PAPs) that categorize and define challenges and objectives for developing 
interoperability standards for the smart grid.  NERC published Critical Infrastructure 
Protection (CIP) standards for cyber security (CIP 002-04 through CIP 009-04).   
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State Initiatives 
 
NC’s Enterprise Security and Risk Management Office (ESRMO), under the Office of 
the State Chief Information Officer, has developed and launched a comprehensive 
program to safeguard state government’s information assets and infrastructure.  The 
program addresses “implementation, monitoring, threat and vulnerability management, 
cyber incident management, and business continuity management” (SCIO, 2010).     
 
From May 2011 to March 2012 personnel from several state agencies participated in 
the Community Cyber Security Maturity Model (CCSMM) program.  This multi-event 
cyber security exercise and training regimen was conducted by the Center for 
Infrastructure Assurance and Security under the auspices of the US Department of 
Homeland Security’s Cyber Security Division.  The CCSMM program is designed to 
enhance organizational understanding of cyber security threats and improve 
participants’ ability to safeguard information resources.  

Challenges 
 
The electric power industry has over 100 years of experience protecting their 
infrastructure from physical security threats.  However, the integration of information 
technologies with the electric grid introduces new potential attack vectors for security 
professionals to address.  Electric grid operators will need to expand their security 
concept to include prevention and recovery from cyber-attacks, which now have the 
potential to produce real-world effects on infrastructure.  
 
Integration will also present challenges for IT security professionals, who are 
accustomed to securing servers and network infrastructure but may not be familiar with 
the industrial control systems that direct large portions of our national and state energy 
infrastructures.  IT security models will have to adapt and account for the digital to 
physical interface.  Some functions (control input to close a mechanical valve) will take 
a relatively long time to cycle, while other applications (electric grid protective 
equipment that must be able to self-isolate in less than two milliseconds) may require 
extremely low latency.  IT professionals will need to understand the equipment 
connected to these systems in order to identify and mitigate potential vulnerabilities 
associated with the new control systems.   
 
In their respective oversight roles, both the FERC and the NERC have the legal 
authority to establish security standards, monitor and adjudicate compliance, and 
assess penalties as required.  These organizations oversee interstate energy markets, 
leaving regulation of local distribution systems and retail sales to state public utility 
commissions (PUCs).  This multi-level regulatory system and the appropriate legislative 
bodies must establish the voluntary and/or mandatory security standards needed to 
protect our energy infrastructures from evolving cyber security threats.  
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